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Abstract. Homomorphic signatures are primitives that allow for public computations for a class of
specified predicates over authenticated data. An enhanced privacy notion, called complete context-
hiding security, was recently motivated by Attrapadung et al. (Asiacrypt’12). This notion ensures that
a signature derived from any valid signatures is perfectly indistinguishable from a newly generated
signatures (on the same message), and seems desirable in many applications requiring to compute on
authenticated data. In this paper, we focus on two useful predicates — namely, substring quotation
predicates and linear dependency predicates — and present the first completely context-hiding schemes
for these in the standard model. Moreover, our new quotable signature scheme is the first such con-
struction with signatures of linear size. In comparison with the initial scheme of Ahn et al. (TCC 2012),
we thus reduce the signature size from O(nlogn) to O(n), where n is the message size. Our scheme
also allows signing messages of arbitrary length using constant-size public keys.
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1 Introduction

The recent years, much attention has been paid to homomorphic cryptographic primitives, which
make it possible to publicly compute over encrypted [24, 36, 25] or signed [32, 10, 12] datasets.

In the latter case, anyone holding signatures {o; = Sign(sk,m;)}*_, on messages {m;}*_, can
publicly derive pairs (m, o) = Evaluate(pk, {(m;, o;)}¥_,, f) such that Verify(pk,m,c) = 1, where
m = f(mq,...,my) for certain functions f. This has been possible for arithmetic functions [10,
22,11, 12], logical predicates [35,27, 14, 15, 13] and other kinds of algebraic signatures [34, 8, 28, 30].
In the case of arithmetic manipulations, homomorphic signatures notably allow untrusted remote
parties (e.g. storage servers in cloud computing services) to authenticate their calculations on the
clients’ data. They also proved useful to prevent pollution attacks in network coding [10, 3, 22].

At TCC 2012, Ahn et al. [4] defined the general notion of P-homomorphic signature — for a
predicate P — that captures all the aforementioned forms of homomorphic signatures. Specifically,
it allows anybody who sees a signature on a message m to publicly obtain signatures on messages
m’ such that P(m,m’) = 1. Informally, a P-homomorphic signature is said unforgeable when a
signature on m only makes it possible to publicly derive signatures on messages m’ such that
P(m,m’) = 1. Ahn et al. also formalized a strong privacy property, called strong context hiding,
which mandates that original and derived signatures be unconditionally unlinkable.

Quite recently, Attrapadung, Libert and Peters [6] suggested even stronger privacy notions,
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of which the strongest one is termed complete context-hiding security. The difference between the
definition of Ahn et al. [4] and the one of [6] lies in that the former requires the unlinkability of
derived signatures to only honestly generated signatures. In contrast, the stronger complete context
hiding property [6] requires unlinkability with respect to any valid signatures, including those sig-
natures that might have been somehow maliciously re-randomized by the adversary. Not achieving
this kind of security may raise some concerns in certain applications such as collusion attacks in
network coding, as motivated in [6].

So far, in the standard model, complete context-hiding security has been achieved for only one
specific kind of predicates, namely subset predicates [6]. For other predicates, completely context-
hiding constructions are currently lacking. In particular, this is true for substring quotations —
which were addressed by the main construction of [4] — and linear homomorphisms, that have been
extensively studied in recent years [10,22,11,5,16,17,19]. This paper aims at filling these gaps by
proposing the first completely context-hiding schemes for these predicates. Along the way, we also
improve upon the best previously achieved efficiency for quoting predicates.

1.1 Related Work

Homomorphic signatures were first suggested by Desmedt [20] and further studied by Johnson, Mol-
nar, Song and Wagner [32]. Later on, they were considered by Boneh, Freeman, Katz and Waters
[10] who used them to sign linear sub-spaces so as to thwart pollution attacks in network coding. In
the random oracle model, Boneh et al. [10] described a pairing-based scheme with short per-vector
signatures. In a follow-up work, Gennaro, Katz, Krawczyk and Rabin [22] gave an RSA-based lin-
early homomorphic system [22] over the integers in the random oracle model. Boneh and Freeman
[11] suggested to work over binary fields using lattices. They also motivated a notion, termed weak
privacy, which requires derived signatures not to leak the original dataset they were derived from.

Constructions in the standard model came out in two independent papers by Attrapadung and
Libert [5] and Catalano, Fiore and Warinschi [16,17]. The construction of [5] was extended by
Freeman [19] who defined a framework for the design of linearly homomorphic signatures satisfying
a stronger definition of unforgeability. The latter framework of [19] was notably instantiated un-
der standard assumptions like RSA, Diffie-Hellman and, more efficiently, the Strong Diffie-Hellman
assumption. In the random oracle model, Boneh and Freeman [12] designed lattice-based homo-
morphic signatures for multivariate polynomial functions. Except [10,5], all the aforementioned
constructions are only weakly context-hiding in the sense of [11].

Strongly context-hiding P-homomorphic signatures were recently given by Ahn et al. [4] for
both quoting and subset predicates. In [4], linearly homomorphic signatures [10,11, 16, 19] were
also shown to imply P-homomorphic signatures allowing for the computation of weighted aver-
ages and Fourier transforms. It was pinpointed in [4] that the Boneh et al. [10] system is strongly
context-hiding thanks to the uniqueness of its signatures (in the random oracle model).

In the standard model, the construction of Attrapadung and Libert [5] can be proved strongly
context hiding as well (unlike the schemes of [16, 17, 19]) but, as discussed in [6], it is demonstrably
not completely context-hiding. Attrapadung et al. [6] came close to filling this gap by describing a
more efficient strongly context-hiding realization simultaneously satisfying another privacy notion
which had been elusive so far. Still, their use of the dual system technique [38, 23] prevented them
from reaching the desired complete context-hiding level. In the standard model, no completely
context-hiding linearly homomorphic signature has ever been reported to date.



1.2 Owur Contributions

LINEAR-S1ZE HOMOMORPHIC SIGNATURES FOR QUOTING SUBSTRING. Given a signature on a
message m, quotable signatures allow for the public derivation of signatures on any substring of
m. Ahn et al. [4] gave a system where signatures have quasi-linear size: for a message consisting of
n symbols, each signature contains O(nlogn) group elements!. Their construction is known to be
only strongly context-hiding (in the sense of [4]) and selectively unforgeable in the random oracle
model. It was argued that their scheme can be modified so as to be proved fully unforgeable in
the standard model using the dual system encryption technique of Waters [38] (or, more precisely,
its signature analogue [23]). The latter inherently involves two distinct distributions of signatures
satisfying the verification algorithm. The very existence of an alternative distribution of valid sig-
natures implies that the resulting system can hardly be completely context-hiding.

The first contribution of this paper is a quotable signature scheme whose design principle is very
different from [4]. The new scheme is proved fully unforgeable in the standard model and also turns
out to be the first completely context-hiding quotable signature. Moreover, it improves upon the
worst-case efficiency of [4] in that a n-symbol message can be signed using O(n) group elements.

Our construction builds on the structure-preserving signature of Abe, Haralambiev and Ohkubo
[1], which is used to sign individual message symbols. An important property of the structure-
preserving signature in [1] is that certain signature components can serve as a commitment to the
message. Our quotable signature exploits this property to link signatures on individual symbols:
each symbol is signed with a commitment to the next symbol. Quotable signatures are then obtained
as a sequence of perfectly hiding commitments to these underlying signatures and non-interactive
randomizable arguments of their validity.

Beyond its asymptotically shorter signatures, our scheme also allows signing messages of arbi-
trary length using a constant-size public key. In contrast, [4] requires the key generation algorithm
to define a logarithmic bound on the maximal number of symbols in messages to be signed.

CoOMPLETELY CONTEXT-HIDING LINEARLY HOMOMORPHIC SIGNATURES. We provide the first
completely context-hiding linearly homomorphic signature in the standard model. So far, the
random-oracle-based construction of Boneh et al. [10] was the only linearly homomorphic signatures
satisfying that level of privacy. The scheme of [5] is strongly context-hiding in the standard model
but, as pointed out in [6], it falls short of the enhanced privacy level advocated by [6].

To bypass the latter limitation — which seems inherent to all signature schemes [5,23] based
on the dual system technique — we take further advantage of the malleability properties [7,21] of
Groth-Sahai proofs [26] and build on a linearly homomorphic signature proposed by Attrapadung et
al. [6]. The latter scheme is only weakly context-hiding (i.e., the original message remains hidden
as long as the original signature is not given) as its signatures contain components that cannot
be randomized at each derivation and thus carry information about the original signatures. Our
idea is to replace these signature components by perfectly hiding commitments to these values.
The commitments are accompanied with non-interactive (randomizable) witness indistinguishable
arguments that committed values satisfy appropriate algebraic relations.

One difficulty to solve is that, in the underlying weakly context-hiding construction [6], the
“problematic” signature components are actually exponents that the reduction has to compute in
the security proof. When Groth-Sahai proofs are used in their extractable mode, committed expo-

! In the signature derivation algorithm of [4], two kinds of signatures can be produced. Apart from Type I signatures,
which are distributed as original signatures, Type II signatures have O(log n)-size signatures but cannot be quoted
any further.



nents cannot be fully extracted from their commitments. To solve this problem, we need to modify
the weakly context-hiding scheme of [6] in such a way that its signatures only consist of group
elements. We were able to do this at the expense of relying on a slightly stronger assumption in the
security proof: instead of the standard Diffie-Hellman assumption, the unforgeability now relies on
the Flexible Diffie-Hellman assumption [31], which is still a simple assumption.

2 Background

2.1 Definitions for Homomorphic Signatures

Definition 1 ([4]). Let M be a message space and 2™ be its powerset. Let P : 2M x M — {0, 1}
be a predicate. A message m' is said derivable from M C M if P(M,m') = 1. As in [{], P{(M) is
the set of messages derivable from P*=1(M), where P°(M) := {m' € M | P(M,m’') = 1}. Finally,
P*(M) := U2, P*(M) denotes the set of messages derivable from M by iterated derivation.

Definition 2 ([4]). A P-homomorphic signature for a predicate P : 2M x M — {0,1} is a triple
of algorithms (Keygen, SignDerive, Verify) with the following properties.

Keygen(\): takes as input a security parameter X\ € N and outputs a key pair (sk,pk). As in [4],
the private key sk is seen as a signature on the empty tuple e € M.

SignDerive(pk, ({om}tmens, M), m’): is a possibly randomized algorithm that takes as input a public
key pk, a set of messages M C M, a corresponding set of signatures {om }menm and a derived
message m' € M. If P(M,m') =0, it returns L. Otherwise, it outputs a derived signature o’

Verify(pk, o, m): is a deterministic algorithm that takes as input a public key pk, a signature o and
a message m. It outputs O or 1.

Note that the empty tuple e € M satisfies P(e,m) = 1 for each message m € M. Similarly to
Ahn et al. [4], we define the algorithm Sign(pk,sk,m) that runs® SignDerive(pk, (sk,¢),m) and
returns the resulting output. Also, for any message set M = {my,...,mi} C M, we define
Sign(sk, M) := {Sign(sk,m1),...,Sign(sk,mg)}. Also, we write Verify(pk, M,{om}menm) = 1 to
express that Verify(pk, m, 0,,) = 1 for each m € M.

CORRECTNESS. For all key pairs (pk, sk) < Keygen(\), for any message set M C M, any message
m’ € M such that P(M,m’) = 1, we must have: (i) SignDerive(pk, (Sign(sk, M), M), m") #L; (ii)
Verify (pk, m’, SignDerive(pk, (Sign(sk, M), M), m')) = 1.

Definition 3 ([4]). A P-homomorphic signature (Keygen, SignDerive, Verify) is unforgeable if no
probabilistic polynomial-time (PPT) adversary has non-negligible advantage in this game:

1. The challenger generates (pk,sk) <— Keygen(\) and gives pk to the adversary A. It initializes
two initially empty tables T and Q.
2. A adaptively interleaves the following queries.

- Signing queries: A chooses a message m € M. The challenger replies by choosing a handle
h, runs o < Sign(sk,m) and stores (h,m, o) in a table T. The handle h is returned to A.

2 The intuition is that any message can be derived when the original message contains the signing key.



- Derivation queries: A chooses a vector of handles h= (h1,...,h;) and a message m' € M.
The challenger retrieves the tuples {(h;,m;,04)}5_, from T and returns L if one of these
does not exist. Otherwise, it defines M := (mq,...,my) and {om}tmenm = {01,...,0%}.
If P(M,m) = 1, the challenger runs o’ < SignDerive(pk, ({om }menr, M), m’), chooses a
handle b, stores (h',m/,; o) in T and returns h' to A.
- Reveal queries: A chooses a handle h. If no tuple of the form (h,m’ ,o’) exists in T, the
challenger returns L. Otherwise, it returns o’ to A and adds (m’, ') to the set Q.
3. A outputs a pair (o', m') and wins if: (i) Verify(pk,m’,o") = 1; (@) If M C M is the set of
messages in Q, then m' & P*(M).

Ahn et al. [4] formalized a strong notion of privacy which is recalled in Appendix A.1. It captures
the inability of distinguishing derived signatures from original ones, even when these are given
along with the private key. In [4], it was showed that, if a scheme is strongly context hiding, then
Definition 3 can be simplified by only providing the adversary with an ordinary signing oracle.

As noted in [6], specific applications may require an even stronger definition. In particular, the
following definition makes sense when homomorphic signature schemes are randomizable and/or
the verification algorithm accepts several distributions of valid-looking signatures.

Definition 4 ([6]). A homomorphic signature (Keygen, Sign, SignDerive, Verify) is completely con-
text hiding for the predicate P if, for all key pairs (pk,sk) < Keygen()\), for all message sets M C
M* andm’ € M such that P(M,m') =1, for all {om }menm such that Verify(pk, M, {om }menr) = 1,
the following distributions are statistically close

{(sk, {om}menm, Sign(sk, m/))}sk,M,m' )
{(Sk, {om}tmem, SignDerive(PK ({omtmerr, M), m')) }sk,M,m’ :

2.2 Hardness Assumptions

We consider bilinear maps e : G x G — Gp over groups of prime order p. In these groups, we rely
on the following hardness assumptions.

Definition 5 ([9]). The Decision Linear Problem (DLIN) in G, is to distinguish the distri-
butions (9%, g%, g%, g*, g°t%) and (g%, ¢°, g%, g%, g7), with a,b,c,d & Ly, z & Zy. The Decision
Linear Assumption is the intractability of DLIN for any PPT distinguisher D.

We also use a weaker variant of an assumption used in [31, 33]. The latter is a variant of the Diffie-
Hellman assumption, which posits the infeasibility of finding a pair (g#, g**) given (g, g%, g*) € G3.
Definition 6. The Flexible Diffie-Hellman Problem (FlezDH) in G, is given (g, 9% g°), with
a,b & Z,, to find a triple (g*, g**, g®*) € G3 such that u # 0.

The FlexDH assumption is known to imply the intractability of distinguishing g

given (g, g%, gb, g°). For this reason, it can be seen as a simple assumption.
Finally, we also use a signature scheme based on the following ¢-type assumption.

abe from random

Definition 7 ([1]). In a group G, the g-Simultaneous Flexible Pairing Problem (q-SFP) is,
given (gz,hz,gr,hr,a,d,b, b) € G® and q tuples (25,75, 85, tj,uj,vj,wj) € G" such that

e(a,a) = e(gz, zj) - e(gr,75) - €(sj,t;) and  e(b, b) = e(hz, zj) - e(hyr,uj) - e(vj, wy), (1)
to find a new tuple (2,7, s*,t*, u*, v*,w*) € G7 satisfying (1) and such that z* & {1g, 21, ..., 2}



2.3 Structure-Preserving Signatures

Many protocols require to sign elements of bilinear groups while preserving their structure and, in
particular, without hashing them. Abe, Haralambiev and Ohkubo [1,2] (AHO) described such a
signature. The description below assumes common public parameters pp = ((G, Gr), g) consisting
of symmetric bilinear groups (G, Gr) of prime order p > 2*, where A € N and a generator g € G.

Keygen(pp,n): given an upper bound n € N on the number of group elements per message to be
signed, choose generators G, H, & G. Pick 7., 6, & Z,, and 7;, 0; & L, for i =1 to n. Then,
compute G, = G*, H, = H% and G; = Gy, H; = H% for each i € {1,...,n}. Finally, choose
Qq, ap & 7, and define A = e(G,, g**) and B = e(H,, g*). The public key is defined to be

pk = (GT7 HT7 GZ7 HZ) {GhHi}?:l? A7 B) € G2n+4 X G%

while the private key is sk = (aa, by Vzs 02y {Vis (5,-}?:1).

Sign(sk, (M, ..., My)): to sign a vector (My,...,My) € G" using sk = (aq, 0%, Yz, 02, {Vi, 0i }11),
choose C, pa, P, Wa, wWp &= Zy, and compute 0 = ¢¢ as well as

n
02 — gpa—’YzC . HMZ'_%’ 03 — G;‘j‘l, 94 — g(aa_Pa)/wa7
i=1
n
05 = gpb*f?zC . HMi_(;i’ 0 = H®, 0, = g(ab*pb)/wb’
=1

The signature consists of o = (01,6, 03, 04,05, 06,07) € G”.

Verify(pk, o, (M1, ..., M,)): given a signature o = (61, 0s,03,04,05,06,07) € G7, return 1 if and
only if these values satisfy the equalities A = e(G, 01) - e(Gyr,02) - €(03,04) - [, e(G;, M;) and
B =e(H.,01) - e(Hy,05) - e(0s,07) - [ ;= e(H;, M;).

The scheme is known [1, 2] to be existentially unforgeable under chosen-message attacks under
the ¢-SFP assumption, where ¢ is the number of signing queries.

As pointed out in [1,2], signature components {6;}7_, can be publicly re-randomized so as to
obtain a different signature {#/}7_, < ReRand(pk,c) on (M, ..., M,). After each randomization,
we have 0] = ; whereas {0/}7_, are uniformly distributed among the group elements (6a, ..., 67)
such that the equalities e(G,, 05) - e(05, 0) = e(G,, 02) -€(03, 04) and e(H,, %) -e(0g, 0%) = e(H,, 05) -
e(06,07) hold. As aresult, {0;};c(36) are statistically independent of the message and other signature
components.

It was also observed [1,2] that signature components (63,60s) can be used as a commitment
to the message. Under the ¢-SFP assumption, it is infeasible to find signatures o = (6y,...,07),
o' = (0},...,0%) on two distinct messages M, M’ such that (63,0s) = (0%, 0;). This is true even if
the adversary has access to a signing oracle and obtains signatures on both M and M’.

2.4 Groth-Sahai Proof Systems

In [26], Groth and Sahai described efficient non-interactive witness indistinguishable (NIWI) proof
systems that can be based on the DLIN assumption. In this case, they use prime order groups and a



common reference string containing three vectors f}, f;, f;;, € G3, where f_‘i =(f1,1,9), fé = (1, f2,9)
for some fi, f» € G. To commit to a group element X € G, the prover chooses r,s,t & Z,, and

computes €' = (1,1, X) - fir . f;s . f;,t. On a perfectly sound CRS, we have f3 = fiél -ﬁ& where
1,& € Z;. Commitments c = 1T+£1t, 28+£2t X . grtst&+€)) are extractable commitments
whose distribution is that of Boneh-Boyen-Shacham (BBS) ciphertexts [9]: committed values can
be extracted using 81 = log,(f1), B2 = log,(f2). In the witness indistinguishability (WI) setting,

vectors f}; is chosen outside the span of ( ﬁ, ﬁ), so that C is a perfectly hiding commitment. Under
the DLIN assumption, the two kinds of CRS are computationally indistinguishable.

To provide evidence that committed variables satisfy a set of relations, the prover computes
one commitment per variable and one proof element per relation. Such efficient NIWI proofs are
available for pairing-product equations, which are relations of the type

e(Aj, X, H H (A, &))" = tr, (2)
1 i=1 j=1

n

i=

for variables X1,..., &, € G and constants t7 € Gr, Ai,..., A, € G, a5 € Zp, for i,j € {1,...,n}.
In pairing-product equations, proofs for quadratic equations require 9 group elements whereas
linear equations (i.e., where a;; = 0 for all 7, j in equation (2)) only cost 3 group elements each.
In [7], Belenkiy et al. showed that Groth-Sahai proofs are perfectly randomizable. Given com-
mitments {Cl, ., and a NIWI proof @ppg that committed variables {X'}7* | satisfy (2), anyone can
publicly (i.e., without knowing the witnesses) compute re-randomized commitments {C x/ti—y and

a re-randomized proof Tppp of the same statement. Moreover, {C X! 17, and Tppg are dlstrlbuted
as freshly generated commitments and proof. This property was notably used in [21, 18].

3 Linear-Size Quotable Signatures

In quotable signatures, given a signature on some message, one should only be able to derive signa-
tures on arbitrary substrings of the original message. The message space M is also defined as the
set of strings M := X* where X' is a set of symbols. The predicate P is univariate (i.e., |[M| = 1)
and defined to have P({Msg,}, Msg,) = 1 whenever Msg, is a substring of Msg;.

The scheme bears resemblance with the homomorphic signature for subset predicates of [6]
which also builds on structure-preserving signatures. In fact, the construction is itself a structure-
preserving quotable signature as it allows signing sequences of group elements.

We actually use a variant of the unbounded AHO signature scheme which allows signing mes-
sages of arbitrary length with a public key of fixed size. In [1], this is achieved by taking advantage
of the property called “signature binding” (and proved in [1, Lemma 3]), which informally says that
signature components (63, 6s) can be used as a commitment to the message: namely, given only the
public key and access to a signing oracle, unless the scheme is existentially forgeable under chosen-
message attacks, it is infeasible to come up with two distinct messages (M, ..., My,), (M{,...,M])
with corresponding valid signatures o = (01,...,07) and o/ = (64,...,0%) such that 63 = 05 and
6 = 6. This remains true even if (M, ..., M,) and (M, ..., M]) are both submitted to the sign-
ing oracle during the game. Using this observation, a basic signature scheme where the message
space is G® can be turned into an “unbounded” structure-preserving signature, where the signer
can sign messages of arbitrary length. The idea is to use signature components {(6;3,6;¢6)}_; to
link adjacent message blocks together: each block m; € G is signed along with the (6;,-13,0i—1¢)



components of the signature on the previous block m;_; € G. In our scheme, we proceed in the
same way but, unlike [1], we do not encode the total number of blocks within the message. This
modification allows anyone to quote signatures by removing portions of the chain in its extremities.
In order to prevent illegal combinations of two different chains, the signer processes the last block
m,, of each message (my, ..., my,) by signing it with a pair of random group elements (53, 0}5) which
are part of the private key. This allows us to prove security using the same arguments as in [1].

For the sake of privacy, the components of {o;}!" ; are not explicitly given out but only appear
within perfectly hiding Groth-Sahai commitments accompanied with appropriate NIWI arguments.
At each signature derivation, commitments and NIWI arguments are suitably re-randomized.

An important difference with the construction for subset predicates in [6], is that underlying
AHO signatures entirely appear in committed form. The reason is that using (6; 3, 6;6) in the chain-
ing process prevents their re-randomization. For this reason, they also have to be committed so
that we need to work with quadratic pairing-product equations.

In the following, when X € G (resp. X € Gr), the notation ¢(X) (resp. tg, (X)) will be used to
denote the vector (1,1, X) € G (resp. the 3 x 3 matrix containing X in position (3,3) and 1g,. ev-
erywhere else). Finally, we also use a symmetric bilinear map F : G* x G* — G, such that, for any
two vectors X = (X1, X2, X3) € G3and Y = (V1,Y2,Ys) € G3, F(X,Y) = F(X,Y)Y2. F(Y, X)'/2,
where the non-commutative mapping F : G* x G3 — G, sends (X,Y) onto the matrix F(X,Y) of
entry-wise pairings (4.e., containing e(X;, Y;) in its entry (7, 5)).

Keygen()\): given a security parameter A € N, choose bilinear groups (G, Gr) of prime order p > 2*.

1. Choose a Groth-Sahai CRS f = ( ﬁ, fé, f;;,) for the perfect W1 setting. More precisely, choose

- - PRCIEY: 1
fl — (fb 179)7 f2 = (17f27g)7 and f3 = fl ' 'f2 :. (17 179) 17 with f1>f2’9 & G7 61752 & Zp-

2. Generate a key pair (skaho, Pkaho) for the AHO signature in order to sign messages consisting
of three group elements. This key pair consists of skapo = (aa, Qs Yz 02y {Vis 51}?21) and

Phano = (Gro Hy, G = GJ, Ho = HP, {Gy = GY, Hy = HY}Y.,, A, B).

3. Choose two uniformly random group elements 03, 65 & G.
The public key consists of pk := ((G, Gr), f, pkaho) whereas the private key is defined to be
sk = (skaho, (53, 56)). The public key defines the set of symbols X' = G.

Sign(sk, Msg): given sk = (sk‘aho, (03, 56)) and a length-n message Msg = (myq,...,m;,) € G", for
some n € poly(A) and where m; € G for each i € {1,...,n}, do the following.

1. Define (0p413,0n+16) = (53,@6). Then, for k € {3,6}, compute Groth-Sahai commitments

= 7T 7560 7 lo
Copprge = tOns1p) - fr WH08 - fo bl fynabh,

2. For each j = n down to 1, generate an AHO signature (6;.1,...,0;7) € G” on the message
(mj,0j413,0;+16) € G3. For each k € {1,...,7} and j € {1,...,n}, generate commitments

C_Y'@].,k =1(0;) - f_’irej*’“ -jgsej”“ of_‘;;taj”“. Next, generate NIWI proofs #aho.j.1, aho,j,2 € G” that
variables (9]'71, (9j12, 9]',3, 93'74, (9]'75, 9‘]"6, 9]',7) satisfy
A-e(Gromy) Tt =e(G,051) - e(Gr,0;2) - e(0)3,054) - (G2, 05413) - (G, 0516)  (3)
B-e(Hi,mj)~" =e(H.,0;1) - e(Hr,0;5) - e(056,057) - e(Hz,05413) - e(Hs, 0;416)

These equations are quadratic, so that {ﬁaho,j,l, ﬁaho7j72}?:1 consist of 9 group elements each.



3. Return the signature

g = <{00n+1,k}k€{3,6}7 {{Cej,k }2:17 ﬁaho,j,la ﬁahovjaQ};L:l) : (4)

SignDerive(pk, Msg, Msg’, o): given the public key pk and two messages Msg = (m1, ..., m,) € G"
and Msg’' = (mf},...,m),) € G™, return L if Msg’ is not a substring of Msg. Otherwise, there
exists an index ¢ € {1,...,n —n' + 1} such that Msg’ = (m},...,m!,) = (m4,...,mitn_1).
Then, parse o as in (4) and, for each ¢ € {1,. n’}, conduct the following steps.

'—1

1. Define the sub-signature o = ({CGHH/ k}ke{S 6} {{Celﬂ k}k 1 TFaho FIREE TFaho i+, 2}n ).
2. Re-randomize the commitments Céiﬂk = Cgiﬂ.’k . f1 (o -f2 e -fg i for j = 0
ton’ —1 and k = 1 to 7. Likewise, compute re-randomized versions {C_"é_+ /k}ke{gﬁ} of

{Cei+n/,k}ke{376}' Finally, re-randomize the pl"OOfS {ﬁaho,i—i-j,l = (ﬁiJrj,la7?i+j,2,7?i+j,3)}?:_01

- - - - ' .
and {Waho,i+j,2 = (7Ti+j,4’7ri+j,5777i+j,6)};‘1:0 as suggested m [7]
3. Return the signature

. . 7 o -1
o = ({Cé“rn,,k}ke{?),ﬁ}’ {{Céi_;,_j’k }k:hﬂ—;ho,i—l—j,l’ aho,i+7, 2}” ) (5)
Verify(pk, Msg, o): given pk, a signature o and a message Msg = (mq,...,m,) € G", parse o
as per (4) and do the following. For j = 1 to n, return 0 if Tano ;1 = (7j1,7j2,7,3) and

Taho,j,2 = (Tj4,Tj5,Tj6) do not satisfy the equations below. Otherwise, return 1.

16p(A) - F(1(Gh),u(my)) ™" = F(U(G2), Co,,) - F(UGy), Ca,,) - F(Ca, . Co, )
3
'F(L(GQ)> 69j+1,3) ) F(L( Coj1, 6 H 77] ks fk (6)

Unlike the scheme of [4], the above system allows signing arbitrarily long messages with a
public key of constant size whereas [4] requires to set a logarithmic bound on the length of signed
messages at key generation. The signature length is asymptotically optimal: a n-symbol message
can be signed using 39n + 6 group elements.

On the other hand, we lose a useful feature of the construction in [4]. The latter allows the
derivation algorithm to produce two kinds of derived signatures: when the message m’ consists of
¢ symbols, Type I signatures contain O({log/) group elements and support subsequent quoting.
Alternatively, the quoting algorithm can derive a much shorter Type II signature, which comprises
O(log?) elements, but cannot be quoted any further. In our scheme, the quoter can only produce
Type I signatures and does not have the same flexibility as in [4]. It would be interesting to retain
the latter while keeping linear-size Type I signatures.

We now turn to the security of the scheme and first observe that it is clearly completely context-
hiding due to the use of a witness indistinguishable Groth-Sahai CRS.

Theorem 1. The above quotable signature scheme is completely context hiding.



Proof. Each signature only consists of perfectly hiding commitments and perfectly NIWI arguments,
which can be perfectly re-randomized at each derivation. O

The unforgeability relies on the DLIN assumption and the security properties of AHO signatures,
as established by Theorem 2.

Theorem 2. The scheme is existentially unforgeable against chosen-message attacks under the
(¢ L+ 1)-SFP and DLIN assumptions, where q denotes the maximal number of signing queries
and L is the maximal number of symbols per signing query.

Proof. Since the scheme is completely context hiding, we only need to prove unforgeability using
the simpler definition where the adversary A only has a signing oracle. The proof uses a sequence
of games where, for each i, S; stands for the event that A produces a valid forgery in Game;.

Gamey: This game is the real game. We denote by Sy the event that the adversary A manages to
output a successful forgery. Obviously, A’s advantage is Pr[Sp].

Game;: We change the generation of the public key and set up f = ( fi, fg, f;;) as a perfectly sound
Groth-Sahai CRS. Concretely, the only change is that the challenger B chooses f;;, in the span of
fi=(f1,1,9) and fo = (1, fa,g), where f; = ¢g%* and fy = ¢%2, for random chosen ¢1, ¢ & L.
Signing queries are answered as in Gamey, using the private key (skaho, (53, 56)) and generating
NIWI arguments faithfully. Under the DLIN assumption, this change should not significantly
affect A’s behavior and we have |Pr[S;] — Pr[Sp]| < AdvPY™N(B). Note that the reduction is
immediate as B does not need the trapdoor (¢1,¢2) at any time. In Game;, perfectly hiding
Groth-Sahai commitments (and NIWI arguments) are traded for perfectly binding commitments
(and perfectly sound proofs).

Gamey: This game is identical to Game 1 except that we bring a conceptual change in the genera-
tion of sk. Instead of merely choosing (03, 0s) at random, the challenger B picks a uniformly ran-
dom group element m < G and computes an AHO signature {Gk}kzl on the “dummy” message
(1, 1,1). The resulting (3, ) are included in the private key sk whereas 7 and {ék}ke{1,274,5,7}
are retained by B. We argue that this change does not alter A’s view whatsoever since (53, 9~6)
have the same distribution either way. Indeed, in Games, they remain uniformly distributed in

G? and statistically independent of the message 1 and other signature components. We have
Pr[S2] = Pr[S1].

In Gamez, B uses the values (¢1,$2) = (log,(f1),log,(f2)) that were defined in Game;. When A
outputs a forgery o* on a message (m7J,...,m.), B uses (d)l,d)g) to extract (6.1 q3,00-116) as
well as a sequence of AHO signatures {O’; = ((9;71, ..
contained in o*. The perfect soundness of {73, 1, Tano ]2} 7—1 guarantees that extracted values

. ;7) ; from the Groth-Sahai commitments

(mi,...,mps), {07 }} " and (07113, U 11,6) satisfy equations (3).

In Gameg, we can prove that event Sy occurs with negligible probability if the (¢ - L + 1)-SFP
assumption holds. Indeed, if A is successful in Games, {a}‘ =( ;’1, e ,9;"7) ;L;l is a sequence of valid
AHO signatures on the messages {(m},07 13,07, 6)}?;1 but (mj,...,m}.) is not a subsequence

involved in any of the signing queries. We can thus distinguish two situations.

Case A. There exists jT € {1,...,n} such that B never had to sign (m;f’ej*'f+173’93*'f+1,6)

signing query.

in any
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Case B. The messages {(m}, 07, 5, J*-+176)}?;1 were all signed by B at some point of the game but
not all of them were involved in the same query. This covers the case of an adversary mixing

substrings of two different messages for which it received signatures.

In Case A, it is immediate that A necessarily broke the chosen-message security of the AHO
signature: the reduction B simply outputs (m}‘.T,H} 13 Hj*.T +1,6) and the signature aj*.f.
We are thus left with Case B for which we know that (m7, 03 5,03 5) was involved in the r-th
signing query Msg,. = (my.1, ..., My pn, ), for some integers k € {1,...,¢} and n, € {1,...,L}. Let
{(0rj1,--. ,9,{7]-,7)}?;1 be the AHO signatures that were used to answer the x-th signing query. Let
also t € {1,...,n,} be such that (my¢, 0k 413, 0k t+1,6) = (M7, 035, 9576).
We now define j* to be the largest index in {1,...,n* — 1} such that

* * *
(mn,t—&-j*—lyan,t—i—j*,?nem,t-i-j*ﬁ) = (mj*vej*+1,3u j*+1,6)'
At this step, we further consider two sub-cases of Case B:

Case t + j* < n, + 1: Since my 0 # Mjri1 OF (O ttjo413, Ontrjo16) 7 (Ofeinz, 05 106), the
signature binding property of the AHO signature is broken since we have two distinct messages
whose signatures share the same 67, 5,607 ; 5 components. As implied by the results of [1], this
contradicts the (¢- L+ 1)-SFP assumption since 5 computes at most ¢ - L +1 AHO signatures.

Case t + j* = n, +1: We have (07.,135,0716) = (Ornui1,3:Oxnein6) = (65,06), which means
that (mj**, 0% 13,05 +1,6) was the message of an “end-of-chain” signature produced by B. Said
otherwise, this is a forgery where (m7],...,m}.) is a super-string of (muy,..., My, ). In this
case, thanks to the modification introduced in Games, B knows {ék}ke{1,2,4,5,7} as well as a
dummy message 7 such that (0y,...,07) is a valid AHO signature on (7, 1,1). With over-
whelming probability, we obtain distinct messages (7, 1,1) and (m]** 415055103, 05 426) that
share the same signature components (93*'*+1,3’91*'*+1,6) = (53,56). Indeed, the pair (ég,é(j) is
statistically independent of the dummy message m and the latter was uniformly chosen in G.
It comes that we can only have m} 41 = m by pure chance.

In Case B, the signature binding property of AHO signatures is thus broken either way and we can
eventually write Pr[Sy] < 2- Adv(@L+D-SFP(B) wwhere the factor 2 accounts for the fact that the
reduction has to guess beforehand which of Case A or Case B will come about. Depending on this
guess, B undertakes to either attack the standard unforgeability of AHO signatures or, alternatively,
break their signature-binding property. In either case, B answers A’s queries by invoking the signing
oracle in its interaction with the appropriate challenger.

Putting the above altogether, we find the upper bound

Pr[Sy) < AdvPPN(B) 4+ 2. Adv(@LHDSFP ()

on the forger’s advantage. O

4 Completely Context-Hiding Linearly Homomorphic Signatures
We now turn to linearly homomorphic signatures for which the syntax and the security definitions

of Section 2 can be simplified as explained in Appendix B.
Our starting point is the weakly context-hiding linearly homomorphic signature of [6], which

11



is described in Appendix C. Its public key includes group elements g“, v and {g;}]",, where n
is the dimension of vectors to be signed. Signatures of vectors ¥ = (vi,...,v,) are of the form
(01,02,8) = (([T72; 9" - v*)* - He(7)", ¢", s), where r, s €g Z, and 7 identifies the linear subspace.

The reason why the scheme is only weakly context-hiding is that the signature component s
cannot be re-randomized. Hence, it always allows linking a derived signature to those it was obtained
from. To render the scheme completely context-hiding, we need to modify the signing algorithm
so as to hide s € Z,. In signatures, the exponent s is replaced by Groth-Sahai commitments to
group elements (g°,g“*), where g% is the public key, together with NIWI arguments that these
are correctly formed. Then, the randomizability properties of Groth-Sahai proofs come in handy to
guarantee that derived signatures will be statistically independent of original signatures.

In the notations hereunder, for any element h € G and any vector § = (g1, g2, 93) € G3, E(h, §)
stands for the vector (e(h, g1), e(h, g2), e(h, g3)) € G..

Keygen(\,n): given a security parameter A € N and an integer n € poly(\), choose bilinear groups
(G, Gr) of prime order p > 2.
1. Choose a & Zp, g,v & G and wug,uy,...,ur < G, for some L € poly()). Elements
(ug, ...,ur) € GI*! will define hash functlon Hg:{0,1}} = G mappmg any L-bit string
m = m[l] m[L] € {0,1}* onto a hash value Hg(m) = ug - HZ LU
2. Pick g; & G for i =1 to n. Also, define the identifier space T := {0 l}L
3. Generate Groth-Sahai CRS f = ( f1, f2, f3) for the perfect WI setting. Namely, choose vectors
flz(f1717g)7 f2:(1af27g)7 and f3:f1 'f2 (1,179) 17W1th f17f2£Gv 51752&Zp'

The private key is sk := « and the public key consists of

pk = ((Ga GT)? g7 gaa ’U, {gl ?:17 {ui}iL:07 f)

Sign(sk, 7, ¥): given a vector ¥ = (v1,...,v,) € Z", a file identifier 7 € {0,1}* and the private key
sk = a € Zj, conduct the following steps.
1. Choose r, s & Z,, and compute

T

= (gi}l o g;}Ln : ,Us)oc : HG(T)Ta o2 =g, 03 = gsv 04 = goc-s
2. Compute Groth-Sahai commitments to (o1, 03,04). Namely, for each j € {1, 3,4}, choose

rg o P o —'tg
To;s 805 to, & Z,, and compute C’ =(1,1,0j) - flr - fo y fy
3. Generate a NIWI proof that Varlables (01,03,04) € G3 satisfy the linear equations

e(o1,9) =e Hgl ,9%) - e(v,04) - e(He(7), 02), (7)

e(o3,9%) = (9,0'4)- (8)

These proofs are obtained as 7 = (71,1, 71,2, m1,3) = (g"’l sy s gSor g TSoa gler -v_t%)
and Ty = (7,1, M2, M2,3) = ((ga)“’s ~gToa, (g*)Sos - g7 S0 (ga)t% .g_t%), which satisfy

3
E(g Hg (1,1,¢%) E(U,C_':M) - E(Hg(1),(1,1,02)) H 7T17],f] 9)
7j=1
— — 3 -
E(gavcﬂza):E(g)cﬂzx)'HE(W?J’fj)' (10)
j=1

12



The signature eventually consists of o = (C_"Jl,ag, 603, 604,ﬁ1, 7?2) € G'6.

SignDerive(pk, 7, { (8;, o) }¢_,): glven pk a file identifier 7 and £ tuples (8;,0(?)), parse each sig-
nature o as () = (Ca e 27CO—L3,CO—Z4,7['Z 1,7722) € G for i =1 to £.

1. Choose 7 & Zy,. Then, compute oo = Hf B’ . ¢" and

l l
Hcﬁz (1,1, Hg (1)) Coy =[] C, Cou =] C5,
i=1 =1

as well as 7] = Hf_l W,LB | and Ty = Hf_ 70 5. We note that, thanks to the linearity properties
of equations (9)-(10), the new values (C’Ul,ag, CosyCoyr 71, T9) still satisfy these equations.

2. Re-randomize commitments 001,003,004 and the proofs 71, 7. Finally, return the re-

randomized signature o’ = (C(/TI,O'Q, CL.S, C(’M, T, 7).

Verify(pk, 7,7, 0): given pk, a signature o = (Cgl,ag, Ca3, 604,ﬁ1, 7?2) € G'% and a message (7, %),
where 7 € {0,1}F and 7 = (y1,...,yn) € (Z,)", return L if ¥ = 0. Otherwise, return 1 if and
only if equations (9)-(10) are satisfied.

It is immediate that the scheme is completely hiding as established by Theorem 3.
Theorem 3. The scheme is completely context hiding.

Proof. The statement follows from the fact that, on a perfectly hiding CRS ( fl, fg, fé), all commit-
ments are perfectly hiding and arguments are perfectly WI. Moreover, signature components o,
commitments C_"U1 , 603, 504 and 71, Ty are perfectly re-randomized by the derivation algorithm. For
this reason, the output of SignDerive has the same distribution as a fresh signature. O

In the proof of unforgeability, we will need a slightly stronger (but still simple) assumption than
the standard CDH assumption.

The proof assumes that the adversary only obtains signatures on linearly independent vectors.
This is not a limitation since, in practice (see, e.g., [10]), one usually augments the signed vectors
(e.g., by unit vectors) so that they are always linearly independent. As in [19] and [6, Appendix F],
we also assume that a given pair (7, %) is always signed using the same s. This can be enforced by
deriving s from a pseudo-random function of 7 and .

Theorem 4. The scheme is unforgeable assuming that the DLIN and FlexDH assumption both
hold in the group G. (The proof is available in Appendix D).
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A Previous Definitions of Context-hiding Homomorphic Signatures

A.1 Strong Context-hiding Security
The following definition was given by Ahn et al. [4]

Definition 8. A homomorphic signature (Keygen, Sign, SignDerive, Verify) is strongly context
hiding for the predicate P if, for all key pairs (pk,sk) <— Keygen(\), for all message sets M C M*
and m' € M such that P(M,m’) = 1, the following two distributions are statistically close:

{(Sk, {O'm}mEM A\ Sign(sk, M)v Sign(5k7 m,))}sk Mm' >’
{(Sk7 {Um}mEM — Sign(sk7 M), SignDerive(pk, ({Um}m€M7 M)7 m/)) }sk Mm' "

A.2 Weakly Context-Hiding Security

For completeness, this section recalls the definition of weakly context hiding homomorphic signa-
tures of Boneh and Freeman [11].

Definition 9. A P-homomorphic signature (Keygen, Sign, SignDerive, Verify) is weakly context
hiding if no PPT adversary has non-negligible advantage in the following game:

1. The challenger runs (sk, pk) <— Keygen(\) and gives (sk, pk) to the adversary.

2. The adversary A chooses two message sets My, M1 C M and a message m’ € M such that
P(My,m") = P(My,m') = 1. The challenger flips a fair coin B & {0,1} and computes
{om}tmenm,  Sign(sk, Mp) as well as o* < SignDerive(pk, ({om }mensz, Mp),m’). In either
case, o* is sent as a challenge to A.

3. The adversary A outputs a bit B’ € {0,1} and wins if 3’ = B. As always, A’s advantage is
measured as the distance Adv(A) = |Pr[f’ = ] — 1/2|.

B Definitions for Linearly Homomorphic Signatures

In linearly homomorphic signatures, the message space M consists of pairs M := T x Z; for some
positive integers p, n and where T is a tag space. The predicate P is defined in such a way that
P(e,m) =1 for each m € M and

P({(T1,171),-~,(Tkﬂ7k)},(7'717)> =1 <= (r=mn=-=1)A(0€span(t,..., %))

In the context of linearly homomorphic signatures, the definitions can be specialized as in [10].
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Definition 10. A linearly homomorphic signature scheme X = (Keygen, Sign, SignDerive, Verify) is
a tuple of efficient algorithms with the following specifications.

Keygen(\,n): is a randomized algorithm that takes in a security parameter A € N and an integer
n € poly(A\) denoting the dimension of vectors to be signed. It outputs a key pair (pk,sk) and
the description of a tag (i.e., a file identifier) space T .

Sign(sk, 7,7): is a possibly probabilistic algorithm that takes as input a private key sk, a file identifier
T €T and a vector . It outputs a signature o.

SignDerive(pk, 7, {(53;, (") )t is a (possibly probabilistic) signature derivation algorithm. It takes
as input a public key pk, a file identifier T as well as £ pairs (ﬂi,U(i)), each of which consists
of a weight B; and a signature oV, The output is a signature o on the vector § = Zle Biv;,
where o9 is a signature on U;.

Verify(pk, 7,9, 0): is a deterministic algorithm that takes as input a public key pk, a file identifier
T €T, a signature o and a vector 4. It outputs 1 if the signature is deemed valid and O otherwise.

Correctness is expressed by imposing that, for all security parameters A € N, all integers n € poly(\)

and all triples (pk,sk, 7)) < Keygen(\,n), the following holds.

1. For all 7 € T and all n-vectors ¥, if o = Sign(sk, 7, %), then we have Verify(pk, 7,7, 0) = 1.

2. For all 7 € T, any £ > 0 and any set of triples {(8;,0®, @) ¢, if Verify(pk, 7, ¥, 0®) =1 for
each i € {1,...,¢}, then Verify(pk, 7, Zle f3;;, SignDerive(pk, 7, {(8;, o)) le)) =1.

SECURITY. In linearly homomorphic signatures, we can re-write Definition 3 as follows. We note
that Definition 11 implies security in the stronger model used by Freeman [19] since the adversary
can interleave signing queries for individual vectors belonging to distinct subspaces. Moreover, file
identifiers can be chosen by the adversary (which strengthens the definition of [10]) and are not
assumed to be uniformly distributed. As a result, a file identifier can be a low-entropy, easy-to-
remember string such as the name of the dataset’s owner.

Definition 11. A linearly homomorphic signature scheme X = (Keygen, Sign, Verify) is secure if
no PPT adversary has non-negligible advantage (as a function of the security parameter A € N) in
the game below:

1. The adversary A chooses an integer n € N and sends it to the challenger who runs Keygen(\,n)
and obtains (pk,sk) before sending pk to A.

2. On polynomially-many occasions, A can interleave the following kinds of queries.

- Signing queries: A chooses a tag 7 € T and a vector ¥. The challenger chooses a handle h
and computes o < Sign(sk, 7, 7). It stores (h, (7,¥,0)) in a table T and returns h to A.

- Derivation queries: A chooses a vector of handles h = (hy,... h) and a message (1,7) €
M. The challenger retrieves the tuples {(h;, (Tﬁ’i),a(i)) k| from T and returns L if one
of these does not exist or if there exists i € {1,...,k} such that 7; # 7. Otherwise,

it defines the set M := ((7‘,171),...,(7', Uk)) If § & span(¥y,...,0;), the challenger re-

turns L. Otherwise, it determines [1,...,08r such that § = Zle Biv; and runs o <+
SignDerive(pk, {(Bi,a(i))}le,gj), chooses a handle W, stores (W, (7,9),0") in T and returns
h' to A.

- Reveal queries: A chooses a handle h. If no tuple of the form (h,(7,7),0’) exists in T, the
challenger returns L. Otherwise, it returns o’ to A and adds ((1,7),0’) to the set Q.
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3. A outputs an identifier TF, a signature o* and a vector y € ZY,. The adversary A wins if

Verify(pk, 7%, 4*,0%) = 1 and one of the conditions below is satisfied:
o (Class I): ™ # 7; for any entry (7;,.) in Q and §* # 0.
o (Class II): 7" = 1; for k; > 0 entries (7;,.) in Q and y* & V;, where V; denotes the subspace
spanned by all vectors Uy, ..., Uk, (which we assume to be linearly independent) for which an
entry of the form (7*,7;), with j € {1,...,k;}, appears in Q.

A’s advantage is its probability of success taken over all coin tosses.

It is assumed that, for each subspace V;, the adversary only queries linearly independent vectors
U1,...,Ux,. This is not a limitation since, in practical applications like network coding, one usually
appends a unit vector to signed vectors so as to guarantee their independence.

Ahn et al. [4] provided evidence that, when the scheme is strongly context-hiding in the sense
of Definition 8, the definition of unforgeability can be simplified by only giving the adversary access
to a signing oracle. In this case, the definition goes as follows.

Definition 12. A linearly homomorphic signature scheme X = (Keygen, Sign, Verify) is unforgeable
if no PPT adversary has non-negligible advantage (as a function of the security parameter A € N)
in the following game:

1. The adversary A chooses an integer n € N and sends it to the challenger. The latter runs
Keygen(A,n) and obtains a pair (pk,sk) before sending pk to A.
2. On polynomially many occasions, the adversary A chooses a tag 7 € T and a vector ¥. The
challenger returns o = Sign(sk, 7,7) to A.
3. The adversary A outputs an identifier 7%, a signature o* and a vector ij € ZY,. Then, A is
declared successful if Verify(pk, 7%, 5*,0*) = 1 and one of the following conditions holds:
o (Class I): 7% # 7; for any i and §* # 0.
o (Class II): T = 71; for some i € {1,...,q} and §* & V;, where V; denotes the subspace
spanned by all vectors v, ..., vy, that have been queried for ;.

C Review of the ALP CDH-Based Linearly Homomorphic Signature

The following scheme was described by Attrapadung et al. in [6]. It can be seen as a combination
of Waters signatures [37] with a randomized vector hash system [3].

Keygen(\,n): given a security parameter A € N and an integer n € poly()\), choose bilinear groups
(G,Gr) of prime order p > 2*. Choose a ¢- Z,, g,v <= G and ug, u1,...,ur < G, for some
L € poly(\). These elements (ug,...,ur) € GET! will be used to implement a programmable
hash function Hg : {0,1}* — G such that any L-bit string m = m[1]...m[L] € {0,1}* has a
hash value Hg(m) = ug - [, uzm[i]. Pick g; & G for i = 1 to n. Finally, define the identifier
space T := {0, 1}%. The private key is sk := o and the public key consists of

ka: ((Ga GT)v g, gav v, {gi}?:h {U’L}ZL:O>

Sign(sk, 7,7): given a vector ¥ = (v1,...,v,) € Zy, a file identifier T € {0, 1}7 and the private key
sk = a € Zj, choose 7, s & Zp. Then, compute a signature o = (01,09, s) € G? x Ly, as

o1 = (g7 gy -v*)* - Hg(1)", oy =g
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SignDerive(pk, 7, {(5;, a(i))}le): given pk, a file identifier 7 and ¢ tuples (5;, 0;), parse each o as
ol = (0:1,0i2,8;) for i = 1 to £. Choose ¥ <~ Z,. Then, compute and output (o1, 09, ), where

14 V4 14
Ulznafil-H(;,(T)T ngnai%-gT s:z&-si
=1 i=1 =1

Verify(pk, 7,7, 0): given pk, a signature o = (01, 09, s) and a message (7, ), where 7 € {0,1}/ and
= (Y1,--,Yn) € (Zp)", return L if3 i = 0. Otherwise, return 1 if and only if

e(o1,9) = e(gy" ---gim - v°, g%) - e(Hg(7), 02). (11)

In [6], the above scheme was proved unforgeable under the computational Diffie-Hellman as-
sumption.

D Proof of Theorem 4

Since the scheme is completely context hiding, we only need to consider the simplified definition of
unforgeability where the adversary is only given access to a signing oracle. The proof proceeds with
a sequence of two games where, for each ¢ € {0, 1}, we denote by S; the event that the adversary
A manages to come up with a valid forgery at the end of Game;.

Gameg: This is the actual game. We call Sy the event that the forger A produces a successful
forgery.

Game;: In this game, we change the distribution of the public key and set up f = ( ﬁ, fg, f;;)
as a perfectly sound Groth-Sahai common reference string. Concretely, the challenger B sets
up f as f1 = (f1,1,9), fo = (1, f2,g) and fs = fiél -f_é&, with fi = ¢ and fo = ¢%2, with
b1, o, €1, &0 & Zy. Clearly, under the DLIN assumption, this should not significantly affect A’s
view. Specifically, assuming that A outputs a forgery with significantly higher probability in
Game; than in Gamey, we can turn B into a DLIN distinguisher such that |Pr[Si] — Pr[So]| <
AdvPMN(B). We remark that, in Game; and in later games, all Groth-Sahai commitments are
perfectly binding commitments.

In Game 1, we claim that B can break the FlexDH assumption if event S7 occurs with non-negligible
probability. To this end, B makes use of the BBS decryption keys (¢1,¢2) = (log,(f1),log,(f2))
that were defined in Game;. When the adversary A outputs a forgery (7*,4*,0*), B parses c* as
(6;1,0’2*, 633, 6;4,7?f,7_r’§) and uses (¢1, ¢2) to extract (07,03, 0)) from (C_";l, 6;3, 6;4) (recall that,
from Game; onwards, all Groth-Sahai commitments are extractable). Note that the underlying
(07,05,0%,0%) necessarily satisfy the relations (7)-(8) since 7}, 73 are perfectly sound proofs. We
now define Sy (resp. Si2) to be the event that (7*,4*,0*) is a Class I (resp. Class II) forgery,
according to the distinction of Definition 12. Below, we prove that event Si 1 (resp. Sj.2) occurs
with negligible probability if the Diffie-Hellman assumption (resp. the Flexible Diffie-Hellman as-

sumption) holds. Specifically, Lemmas 1 and 2 establish the inequality

Pr[S)] < Pr[Si1] + Pr[Si2] <16-¢- (L +1)- (AdvFlexDH(B) + ;)

3 In the construction, we disallow signatures on the all-zeroes vector 0. This is not a restriction since, in all appli-
cations of linearly homomorphic signatures, a unit vector (0,...,1,...,0) of appropriate length is appended to
signed vectors.
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When putting the above altogether, we eventually obtain

Pr[So] < AdvPY™N(B) +16-¢q- (L +1)- (AdvFleXDH(B) - ;)

O

Lemma 1. In Gamey, any Class I forger A implies a forger B against Waters signatures. As a
consequence, any Class I forger A can be turned into a computational Diffie-Hellman solver B for
which Adv(A) <8-q-(L+1)- (Adv™H(B) + ]%), where q is the number of distinct tags appearing
in signing queries.

Proof. 1t is easy to see that a Class I forger A implies an equally powerful forger B against

Waters signatures. Recall that Waters signatures involve a public key containing group elements

(ug,...,ur) € Gl and (g,g% h) € G3. The private key a € Z, allows signing L-bit mes-

sages m € {0,1}F using signatures of the form (o1,02) = (h* - Hg(m)",¢"), with r & Z, and
_ L mli

Heg(m) = uo - [T;Z uy

Algorithm B is given a Waters public key (g, g% h,{u;}~,). To create a public key for the
linearly homomorphic scheme, it first sets fi = (f1,1,9), fo= (1, f2,¢9) and fa= fi& : fé&, where
(f1, f2) = (g%1,9%?) and ¢1, g9 ¢ Z,. Note that f = (ﬁ,f;,ﬁ;) forms a perfectly sound Groth-
Sahai CRS as should be the case in Gamey. Then, B defines (g1, ..., gn,v) by setting v = g7 and
gi = hY - g%, for i e {1,...,n}, using randomly chosen 7y, V1, ...,V & Zyp and 01, ...,0, & L.
The linearly homomorphic adversary A receives pk = ((G, Gr),9,9% v, {9}, {ui} L, f).

For each signing query (7,7 = (v1,...,vy)), our adversary B invokes its own signing oracle and
asks for a Waters signature on the message 7 = 7[1]...7[1] € {0, 1}%. The oracle replies by return-
ing a pair (d1,02) = (h* - Hg(7)",g"), which B transforms into a linearly homomorphic signature.
To do this, B picks s, 7’ < Z,, computes

(01,09,03,04) = (512?:1 Yivi | (ga)s-%+2?:1 R 'HG(T)T,; 522?:1 ¥i v .g’”'7 q°, (go‘)5>.

Next, B generates Groth-Sahai commitments éal, 503 and 504 to (o1,03,04) and NIWI proofs
71,7y that they satisfy relations (7)-(8). It is easy to see that o = (Cy,, 09, Cyy, Cs,, 71, T2) forms
a valid signature on (7,7) in Game;.

Eventually, the Class I adversary A outputs a valid signature (C_";l,ag ,6;3, 6;4,ﬁf,ﬁ§) on a
message (7%, 0% = (v],...,v})). From (651,633,634), B extracts (07, 0%, 0)) which, thanks to the
perfect soundness of (77, 75), are guaranteed to satisfy (7)-(8). Since A is a Class I forger, we know
that 7* did not appear in any signing query. For this reason, B can forge a Waters signature by

computing
_ o1 1 Sy v} *1/27;1%-1»*)
(01,02) = ((U*% (g™ i 6i-v2) 72

provided """, y;vF # 0. However, since {v;}?_; are independent of A’s view and 0* # 0, we can
only have > 7" | v;vF = 0 with negligible probability 1/p. O

Lemma 2. In Gamey, for any Class II forger A, there is an algorithm B solving the FlexDH
problem such that Adv(A) <8-q-(L+1)- (AdvFIEXDH(B) + %), where q is the number of distinct
tags appearing in signing queries.
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Proof. From a Class II forger A with advantage €, we construct an algorithm B that solves a
FlexDH instance (g, g%, g°) with probability about £/(8¢(L + 1)).

Algorithm B prepares the public key by choosing (ug,u1,...,ur) € G* so as to define a
“programmable” hash function [29] as in the security proof of Waters’ signatures [37]. For any
identifier 7 € {0,1}*, Hg(7) is linked to integer-valued functions J, K : {0,1}F — Z, such that
Hg(1) = (9")7(7) - g% (.

Remaining public key components are obtained by setting f = ( fi, fé, f;;,) as an extractable
Groth-Sahai CRS, as in the proof of Lemma 1, and defining ¢® = ¢%, v = ¢ and g; = (g)" - g
with v;, p; 4= Z, for each i € {1,...,n}.

The Class II forger A comes up with a forgery (7%, *,0*) for a file identifier 7* that appeared
in some signing query but for which ¢* & span(¥y,...,0,—1), where ¥,...,7,_1 are the vectors
queried for 7* (we assume w.l.o.g. that A makes exactly n — 1 signing queries). We denote by
T1,...,Tq the distinct file identifiers successively appearing in A’s queries throughout the game.
During the game, A’s view is simulated as follows.

Signing queries: at each signing query (Tll,ff = (v1,y..., vn)) involving the [;-th distinct tag 7,,
B evaluates the function J(7;,) and considers two distinct cases.

- If J(m,) # 0 mod p, B picks r, s & Z, and computes

, I;(ﬂl> ((7,8)+5) . ) _(j,6>+s

o1 = He(m,)" - (¢") 7 (g™, oy=g"-(¢") T, (12)

Note that o1 and o9 have the correct distribution since, if we define 7 = r — W we have
1

(01,02) (Hg : HG(Tll) ) 97:)-

The signature generation is completed by computing (o3, 04) = (9%, **) as well as commitments
Col, C’UJ, C’(74 to (01,03, 04) and returning (C’Ul,az, 0037 004,7r1,712), where 71, Ty are the NIWI
proofs for equations (7)-(8).

- If J(m,) = Omod p, B aborts in the event that the function J already canceled for a tag
7; # 7, involved in a previous signing query. Otherwise (i.e., if 7, is the first queried tag for
which J(7,) = 0), B sets s = —(¥, ¥). Then, B picks r ¢ Z, and computes

(0130270370—4) = ((ga)<ﬁ,'ﬁ) : HG(Th)Ta gT, gs, ng)‘

Note that A can make signing queries of the form (7, vj,) for at most n—1 linearly independent
vectors 7,. This means that it will get to see at most n —1 independent values s1,...,s5,—1 € Z,
such that s;, = —(¥,1j,) for each I € {1,...,n—1}. Since A has initially no information about
7, from A’s view, the values {s, }Z;ll are statistically indistinguishable from uniformly random
values. The query is answered by returning (601,02, 503, 504,ﬁ1, 79), where égl,égg, 604 are
Groth-Sahai commitments to (o1, 03,04) and 71, Ty are the corresponding NIWI proofs.

Forgery when A terminates, it outputs a Class II forgery (7%, y*, 0*), where * = (y7,...,y;) and
(031,02, C;B, 034, 7T, 3 ) satisfies the verification equations (9)-(10).

At this point, B evaluates J(7*) and reports failure if J(7*) # 0 or if the set {r,..., 74}
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contains at least two tags 7j,,7j, such that J(7;,) = J(7j,) = 0. The same analysis as in [37]
shows that, with probability 1/(8(¢ — 1)(L + 1)), we have J(7*) = 0 and J(7;) # 0 for each
7 € {11,...,74}\{7*}. We thus find that B’s probability not to abort during the entire game is at
least 1/(8(¢ — 1)(L +1)) > 1/(8¢(L +1)).

We henceforth assume that B does not abort. It thus extracts (o}, 03, 0%) from commitments
(C* ,C* 5;4). Since equations (9-(10) are satisfied, the perfect soundness of (77, 75) guarantees

o1 g3
that (o7, 03,03, 0}) are of the form

n
(O’f,O';,O’g,O’Z) = ((Hgf/l .US*)a .H((;(T*)r7 gr’ gS*’ ga~s*>7
=1

for some r, s* € Zj,.

As long as B does not fail, we necessarily have Hg(7*) = ¢%(™), so that B can compute
n
nt = ot o KO L (go) T = (H gi? v¥) . g BT = (geb) T+
i=1
s =0} - (g") T = ()T
0= 0% .g<137*> =g ¥y )+s*

Provided s* # —(¥,4*), the triple (n},n5,n%) forms a valid solution to the given FlexDH instance.
We are thus left with arguing that s* # — (¥, *) with high probability. By hypothesis, we know that
y* & span(vy,...,U,—1). During the game, A can observe at most n — 1 encrypted inner products
of the form {g*<%”l2>}?2;11, The value (,7*) is thus totally independent of A’s view. Since 7 was
chosen uniformly in Zj, we can only have s* = —(¥, 5*) with probability 1/p. O
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