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Robustness in Networks

⁃ Networks appear in many applications 
⁃ Robustness a major issue –

are there (many) alternative routes?

Introduction and Motivation
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𝒌-GRIP with Total Graph Resistance
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Definition:
Given a graph 𝐺 = (𝑉, 𝐸) and a budget 
of 𝑘 links, find a set 𝑆 ⊂ !

" \E of size 
𝑘 whose addition optimizes the 
robustness of 𝐺.

Definition (Total/Effective
Graph Resistance):
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Definition 
(Effective Resistance):
𝑟) 𝑎, 𝑏 = 𝑙#,#( − 2𝑙#,'( + 𝑙','(

Notions of Robustness:
• Structural: vertex/edge connectivity
• Centrality: betweenness, closeness, 

…
• Functional: 

service-/process-oriented
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State of the Art (SotA)

⁃ 1-GRIP with graph resistance:
⁃ Simple combinatorial and 

more involved spectral heuristics
[Wang et al., Europ. Phys. J. 2014]

⁃ Genetic algorithm: 𝑂 𝑛! time
[Pizzuti & Socievole,  Complex Networks 2018]

⁃ 𝑘-GRIP is not submodular
⁃ Still: greedy algorithm works very well 

in practice [Summers et al., ECC 2015]

⁃ For submodular problems: stochastic 
greedy algorithm works well and fast, 
provides approximation guarantee
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Resulting Research 
Questions:
• Does stochastic greedy 

work well for us, too?
• How to select good 

candidates quickly? 
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Greedy Framework
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Contribution

⁃ 3(-4) ways of candidate selection, 
according to:
⁃ Columns of 𝐿"

⁃ Random projection (JLT)
⁃ Spectral approximation with

low-rank technqiues

⁃ Solution quality often mostly preserved
⁃ Example: 2-15% away from greedy 

solution, but 3.3 − 68× faster
⁃ Much larger graphs can be processed 

than with SotA

Acceleration of greedy optimization
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Algorithmic Approach 0

⁃ Initial comp.: 𝐿!

⁃ Candidates 𝑆: size only 𝑠 ≔ "##$
% log &

'

⁃ Function evaluations via fast 𝐿!
updates (Sherman-Morrison)

⁃ Savings on GREEDY: factor of 𝑘/ log 1/𝜖

Simple stochastic greedy (SIMPLSTOCH)
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Algorithmic Approach 1

⁃ Avoids pseudoinversion of 𝐿

⁃ Vertex sampling: probabilities derived 
from approximate electrical closeness

⁃ Linear system solved for each 
candidate vertex

⁃ Generate and update of columns of 𝐿!
on demand

COLSTOCH
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Algorithmic Approach 2

⁃ Gain computation needs two distances:

⁃ JLT: random projection for 
dimensionality reduction

⁃ 𝑂(log 𝑠) linear systems
⁃ Works with

⁃ Stochastic greedy (SIMPLSTOCHJLT) and
⁃ Column-based stochastic greedy 

(COLSTOCHJLT)

*STOCHJLT: SIMPLSTOCHJLT AND COLSTOCHJLT
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Algorithmic Approach 3

⁃ Express gain function by spectral 
decomposition:

⁃ Approximation with small eigenvalues 
and corresponding eigenvectors, plus 
largest eigenvalue

⁃ c eigenpairs, computed with Lanczos
⁃ New upper and lower bounds for gain
⁃ Bootstrapping for eigenpair updates

SPECSTOCH
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Experiments

⁃ C++ implementation with NetworKit
⁃ Real-world instances:
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Medium-sized instances:
• COLSTOCH close to Greedy in quality,  

5-6x faster
• *JLT and SPECSTOCH much faster, 

but with some quality loss
• Best tradeoff: SPECSTOCH
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Experimental Results: Large Graphs
Absolute gain Absolute running time 
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⁃ Best approaches for large graphs: COLSTOCHJLT, COLSTOCH
⁃ COLSTOCHJLT fastest, on average 2 and 20 minutes for k=2,20
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Conclusions

⁃ Robustness in networks has many applications
⁃ 𝑘-GRIP: add 𝑘 edges to optimize robustness; here: resistance
⁃ Stochastic greedy algorithm: faster than SotA, similar quality
⁃ Faster selection of candidates: three strategies (others possible)
⁃ Different tradeoffs: COLSTOCH already 5-6x faster, low quality loss

⁃ Future work:
⁃ Meaningful bounds: exploit curvature, submodularity ratio, …
⁃ Other optimization problems: delete 𝑘 edges, …
⁃ Other robustness measures
⁃ Other algorithmic approaches
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