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Context: the Internet of Things

IoT = Embedded Systems + Networking
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Figure 1: An overview of the envisioned applications and growth forecast for the Internet of Things.

are wearable devices (e.g., smartwatches, fitness monitors,
connected glasses), which have a longevity requirement of
several days because a user is likely to own only a few such
devices and can recharge them regularly, particularly with
the advent of wireless charging technologies. A second group
of devices, henceforth referred to as Type II devices, are set-
and-forget devices (e.g., home security and automation sen-
sors, water leak sensors) that a user wants to deploy and then
not tinker with for several (5 to 10) years. A user is likely
to own dozens of such devices, therefore frequent battery re-
placement would be very inconvenient and hamper the user
experience. A third group of devices, henceforth referred
to as Type III devices, are semi-permanent devices (e.g.,
wireless sensors that monitor public infrastructure such as
bridges, highways, and parking structures), where the device
is installed and needs to operate for more than a decade. The
scale of these devices makes frequent battery replacement
simply infeasible. A fourth group of devices, henceforth re-
ferred to as Type IV devices, are batteryless and passively
powered (e.g., RFID tags, smartcards), drawing their power
from an external source such as a tag reader. Finally, a
fifth group of devices, henceforth referred to as Type V de-
vices, are powered appliances (e.g., smart refrigerators, mi-
crowaves) that will always be plugged into a power outlet,
eliminating the need for a battery.

2. LOW POWER HARDWARE FOR THE IOT
The most effective way to improve the battery life of an

IoT device is to decrease the power consumed by its con-
stituent hardware components. Even in IoT devices such as
Driblet [3] and SPAN [10] that are powered through energy
harvesting (discussed in Section 3), it is imperative to use
low-power hardware to achieve near-perpetual operation. It
is useful to note that many IoT devices are architecturally
similar to wireless sensor node platforms [25, 45] and low
power design techniques used for these platforms are equally
applicable to the design of IoT devices [21, 49]. The follow-
ing subsections discuss recent advances in low-power hard-
ware for the computation and communication subsystems of
an IoT device, respectively.

2.1 Computation Subsystem
Microcontrollers (MCUs) are at the heart of every em-

bedded system that interfaces to (and interacts with) the
real world, including IoT devices. As described in Section

1, many of these systems need to operate unattended for
several years without the need for battery replacement [43,
46]. Achieving such long operational lifetime requires ex-
treme levels of energy efficiency. Fortunately, many sensing
applications operate in a heavily duty-cycled mode, wherein
the system is active only for very short bursts of time (of-
ten, only milliseconds) separated by long idle intervals (of-
ten, many tens of seconds) during which the system can
be placed in a low-power, sleep mode. Since the system
spends greater than 90% of its time in the sleep mode, the
cumulative energy spent in this mode is often the bottleneck
for battery lifetime. Therefore, it is important to select an
MCU that has a very low power consumption in idle state in
addition to being power efficient during active computation.

To minimize idle-mode power consumption, most MCUs
feature multiple low power (or sleep) modes. For example,
the STM32L1 series of MCUs (based on the ARM Cortex
M3 core) supports up to 7 different sleep modes. The sleep
modes found in MCUs are of two types. The first is a shallow
sleep mode, in which the MCU core is stopped, peripherals
are disabled, and clock sources are turned off. However, the
MCU stays powered up, which means that state information
(consisting of the MCU registers and the contents of on-chip
SRAM) is preserved during sleep. Although waking up from
shallow sleep is very fast, it is (as expected) not the low-
est power sleep mode possible. Hypnos [33] addresses this
problem based on the observation that the minimum voltage
required for SRAM data retention is often much lower (by
as much as 10x) than the minimum operating voltage of the
MCU. By lowering the supply voltage when the MCU is in
sleep mode to just above the SRAM data retention voltage,
Hypnos achieves dramatic reductions in sleep mode power.

The second type of sleep mode is deep sleep, in which the
entire MCU, including the on-chip SRAM, is powered down.
While this results in the lowest power consumption possible
during sleep, it does not preserve SRAM state. Therefore,
the contents of the SRAM need to be saved to non-volatile
storage such as the on-chip Flash of the MCU before entering
this mode. When the MCU wakes up next, the saved state
is restored from the Flash to the SRAM and the MCU re-
sumes execution. Unfortunately, due to the high erase/write
time and power of Flash, the energy overhead of saving and
restoring state is substantial. Recent work [32] to address
this problem uses emerging non-volatile memory (NVM)
technologies such as magnetoresistive RAM (MRAM) [37]
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IoT: Energy constraints VS longevity requirements
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Transiently Powered Systems
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Problem statement: how to run code despite constant reboots ?
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Non-Volatile Random Access Memory

NVRAM aka Storage-Class Memory (SCM)
• retains data when not powered
• byte-addressable
• low latency / low power (vs Flash)

Many emerging technologies
• FeRAM, RRAM, MRAM, STT-RAM, CBRAM, PCM...

but no Universal Memory in sight (yet ?)
• problems: endurance, write latency / energy, bit errors...

I typical architecture = SRAM+NVRAM CPU
RAM

NVRAM
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The Broken Time Machine problem
Source program

NONVOLATILE int len = -1;
NONVOLATILE char buf[MAX];

void main(void){
for(;;){

append(’a’);
...

}
}

void append(char c){
register int reg = len;
reg = reg + 1;
len = reg;
buf[len] = c;

}
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Classical solution: program checkpointing
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Program checkpointing for TPS
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Making peripherals persistent too ?
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Program checkpointing is not
enough:

• indirect access
• hardware initialization

procedures
• atomicity of each access
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The Peripheral State Volatility Problem

Source program

void main(void){
sensor_init();
radio_init(myconfig);

for(;;){
v = sensor_read();
radio_send(v);
...

}
}

App Drv HW

tim
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g
?
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ng
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send()

Problem: reloading memory will not restore device state
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Our approach (some refactoring required)

In each driver:

I add a restore() method
• similar to init()

+ maybe a switch/case
• makes use of already

existing functions

I maintain a device context
• describing some

“restore()-able” state
• will be included in

checkpoint image
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When should device contexts be saved to NVRAM ?

OS Drv HWApp

sys send()

drv send()

commit
device

context to
NVRAM
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Capturing state of nested drivers

OS DrvAApp

sys funA()

drv funA()

commit
A&B device
contexts to

NVRAM

DrvB HW

drv funB()

signal(B)

signal(A)

mark B
as dirty

mark A
as dirty
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The Peripheral Access Atomicity Problem

Source program

void main(void){
sensor_init();
radio_init(myconfig);

for(;;){
v = sensor_read();
radio_send(v);
...

}
}

OS Drv HWApp

Problem: resuming execution in the middle of a hardware
access does not always make sense
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Our approach: make "syscalls" atomic

On syscall entry:
• backup arguments + syscall id
• switch to auxiliary volatile stack

On syscall exit:
• clear arguments + syscall id
• commit device contexts
• switch back to main stack

OSApp

syscall
entry

Drv + HW

syscall
exit

I Interrupted syscalls get retried and not just resumed.
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Prototype Implementation
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• MSP430RF5739: 16-bit CPU 24MHz, 1kB SRAM, 15kB FRAM 8MHz
• CC2500: 2.4 GHz transciever, 64B packets
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Evaluation

Benchmark programs
• RSA encryption
• Diode counter
• Sense and aggregate
• Sense and send

Evaluation metrics
• Duration of shortest usable lifecycle
• Execution overhead
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Results: RSA Encryption

2.79 ms

2%
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Results: Sense and Send

9.40 ms
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Results: detail of the boot sequence

Port Clock ADC SPI Radio

Hardware boot
1.24 ms

App state
restoration 45µs

Device context
restoration 27µs

Peripheral state
restoration 1.17ms

Next checkpoint
initialization 30µs

power-up
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Results: detail of syscall overhead

led toggle

ADC read

radio sleep

radio wake up

radio send

overhead
x 14.25

x 1.27

x 2.37

x 1.08

x 1.01

3.4µs 1.6µs 17.8µs

2.4µs 75.2µs 17.6µs

2.4µs

2.4µs

2.4µs

23µs 29.2µs

428µs 31.4µs

3.4ms 20.6µs

syscall init. syscall return and commit
driver function
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Conclusion and Perspectives
Transiently Powered Systems with NVRAM

• Broken Time Machine problem I use checkpointing
• but checkpointing doesn’t work for peripherals

Peripheral State Persistence
(with some help from the driver)

• Volatility: device contexts + restore() methods
• Atomicity of “syscalls”: retry VS resume

Future Work
• programming abstractions for transient power ?

• passing of time ; networking ; interrupts
• look at other combinations of hypotheses

• e.g. battery+NVRAM
• e.g. managed runtime
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ST23ZL48 microcontroller

   
   

   

Description ST23ZL48

2/4  Doc ID 15910 Rev 1

1 Description

The ST23ZL48 product is a serial access microcontroller specially designed for secure 
smartcard applications.

It is based on an enhanced STMicroelectronics 8/16-bit CPU core offering 16 Mbytes of 
linear addressing space. It is manufactured using an advanced highly reliable ST CMOS 
EEPROM technology.

Moreover, an ISO 7816-3 EMV-compliant asynchronous receiver transmitter (IART) 
communication peripheral is available.

         

Figure 1. ST23ZL48 block diagram
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• 16-bits CPU
(27MHz)

• 8kB RAM
• 300kB ROM
• 48kB EEPROM

http://www.st.com/en/secure-mcus/st23zl48.html


Typical power ranges of ambient sources

tween volatile and nonvolatile processors to determine optimal
configurations for applications running on energy-harvesting
platforms. With this in mind, this paper makes the following
contributions:

• We explore architectures that optimize energy-
harvesting processors with different complexities, de-
pending on the nature of the energy source and appli-
cation characteristics.

• We demonstrate a simulation infrastructure combining
Register-Transfer-Level (RTL) and analytical models
to evaluate the optimal architecture from a perfor-
mance and an energy perspective.

• We carry out an evaluation of a fabricated NVP chip
to calibrate our simulation model.

• We propose several policies that trade off between
performance and the utilization of available energy by
choosing which data to save, and when to save it.

The rest of the paper is organized as follows. Section II
provides a brief overview of typical energy harvesting systems,
ambient power sources that could potentially be harvested as
well as the factors involved in the designing the processing
element. Section III examines the various architectural con-
siderations that arise when we extrapolate the existing system
to use-case scenarios that require more complex, faster and
energy-efficient designs. Section IV describes the simulation
infrastructure. Section V describes the fabricated NVP. Sec-
tion VI provides the design guideline. We discuss the prior
work in the field in section VII and conclude with section VIII.

II. BACKGROUND

In this section, we introduce a general system powered
by ambient energy and characterize possible energy sources
in terms of signal magnitude, variability, and granularity of
variation. Finally, we focus on the digital signal processing
module and motivate the need for nonvolatile logic.

A. Typical energy-harvesting system structures

Figure 1 shows a typical system powered by ambient
energy sources. It consists of three blocks: (a) the energy har-
vesting and management block, (b) the digital signal processor,
and (c) the I/O interface including the analog/RF front-end.
The energy harvesting and management block determines the
entire power that could be used for signal sensing, processing
and transmission, and will be discussed in subsection II-B.
The signal processor is the main focus of this work and
will be discussed in detail. The I/O interface may include
digital interfaces like I2C and serial-to-parallel interfaces with
peripherals like sensors, display, etc., as well as analog/RF
interfaces with electrodes, antennas, etc. Its design aims at
reducing the power consumption while satisfying the system
requirements. For example, a low-power backscatter modula-
tion technique could be employed to design ultra-low-power
wireless transceivers [16]–[18] The clock generator design is
also important in that it affects the recovery time from power
failures because it takes time for the output of the clock
generator to become stable [19].

Fig. 1. Energy harvesting system structure
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B. Ambient power sources and harvesting techniques

Typical ambient energy sources that could be harvested
to power an embedded system include solar energy, radio-
frequency (RF) radiation, piezoelectric effect and thermal
gradients [20]. These sources can be classified according to
three characteristics: signal magnitude, variability in signal
strength, and granularity of variation/intermittency frequency.
Figure 2 illustrates the power harvested in comparison to the
typical circuits that can be powered at that power range. The
magnitude of harvested power determines the complexity and
frequency at which a batterly-less system can operate.
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Comparison of NVRAM technologies

SRAM FLASH PCM MRAM RRAM FRAM
Maturity ++ ++ + – – – ++
Density – – ++ ++ – + n/a
Scalability ++ + ++ + / – + – –
Endurance ++ – – – + / – – – ++
Leakage power – – ++ ++ ++ ++ ++
Read latency ++ – + + + –
Read energy ++ – – ++ ++ ++ –
Write latency ++ – – – – + / – + –
Write energy ++ – – – – – –
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