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The LLL algorithm

Input : A lattice £ given by a basis B = (by,ba,...,b,)

The algorithm deals with the Gram—Schmidt orthogonalized system
B* = (bT b?g, ey b;) with bf := proj. of b; orth. to < by,bo,...b;—1 >

and the matrix P := (m; ;) which expresses B as a function of B*.

by b5 e 1 by by ... by
by 1 0 0 0 0 0 O
bQ ma21 1 oo 0 0 0 0 0
'P L bi_1 mi—1,1 mi—1,2 . 1 0 O 0 0
b mi1 M2 ... Myi-1 1 0 0 0
biv1 | mig11 Magi2 .. Mag1i-1 Magis 1 0 0
bp Mp,1 Mp,2 s Mp,i—1 Myp,i Mpit1 ... 1
b} e

LLL algorithm = ) 0
Gauss' reduction steps on local bases U, = i
vi \ Mig1s 1



The LLL algorithm performs the GAUSS algorithm on local bases U;,
with three differences

(a) The output test is weaker and depends on a parameter ¢ > 1: the
test |v;| > |u;] is replaced by the test |v;| > (1/¢)|u;].

(b) The operations first performed on the local basis (u;, v;) are then
reflected on the system (b;,b;41).

(¢) The GaAuss algorithm is performed on the local basis U; step by

step. The index i begins at ¢+ = 1, ends at ¢ = p, and is incremented
i:=1+ 1 or decremented 7 := ¢ — 1 at each step.



Main parameters of interest for the LLL algorithm.

&+1

The lengths ¢; := |b}|, the Siegel ratios r; := 7.

the interval [a := min ¢;, A := max/,].
The interval [a, A] provides an approximation of A(£) and det L:
ML) > a, AL) < Ay/p, aP < det L < AP

Three actions of the algorithm.
Fort > 1let s := (2t)/\/4 — 2. Fort =1, then s = 2/:/3.

— The algorithm narrows the interval [a, A]

[

— It provides lower bounds for final ratios 7; that satisfy 7; >

— At each step where Test in 2. is negative,
p—1 p—1 1
D = I_Il det L(b1,b9,...,b;) = H (7~" is decreased with a factor T

1= i=1



Upper bounds for output parameters: exponential wrt dimension p

B2
the Hermite defect v(B) := (d|tl£|)2/P <sgPt
e

|31‘ -1

the lenght defect 0(B) := sP
e leng efec (B) L) A <s

TTe, [5:)

the orthogonality defect p(B) := ﬁ < gpp=1)/2

Upper bounds for the number of iterations K: polynomial wrt to dimension p

A
K<(p—-1)+p(p-1)log, . with @ := min{;, A := max/;
P2 N
K < 1 )\(\g with N := max|b;|? and \(L),
K < (P —1)+p(p— 1)%, when £ C Z", with M := max; ¢(|b;|?)



The LLL Algorithm — the Lovasz version.

A fundamental role played by the lengths /; and their ratios r;

% liva
6= 1o, .

T, = .

The algorithm aims at obtaining lower bounds on ratios ;.

More precisely, the algorithm with ¢ > 1 computes a basis B that

(1) is size-reduced: I, ;| < 1/2
(44) fulfills the Lovasz conditions £ (3):
1 .
>¥2 or £L+1+m¢+17£2 26?.

Such a basis B is t—Lovasz reduced.
When t and s are related by the equality (1/t%) = (1/4) + (1/s?),

1
such a basis fulfills the Siegel conditions S,(i): 7 > —
S

Optimal value for s : s = 2/+/3.



A weaker version for the LLL Algorithm — the Siegel version.

A fundamental role played by the lengths ¢; and their ratios r;

, liy
;= ||bX]|, 7=
orl, =

The algorithm aims at obtaining lower bounds on ratios 7;.

The Siegel version (with a parameter s > 2//3) computes a basis B that

(i) is size-reduced: [ 5] < 5

(i) fulfills the Siegel conditions Ss(7):  #; >

Such a basis B is s—Siegel reduced. It has good euclidean properties.



* * * * * *
bl bQ e i—1 bl i+1 e bp

by 1 0 0 0 0 0 0
bz ma;1 1 N 0 0 0 0 0
7) L bifl m7;7171 mi—1,2 - 1 0 0 0 0
’ bi mi,1 mi,2 . mii—1 1 0 0 0
bit1 Mit1,1 Mit1,2 oo Mitli—1 Mit1,i 1 0 0
bp Mp,1 Mp2 ...  Mpi-1 Mpi  Mpit1 ... 1
. b7 ;—&-1
LLL algorithm = ) 0
Gauss' reduction steps on local bases U, .= "
vi \ Mit1; 1




Two main types of operations performed:

(Z) Translations bi+1 = bi+1 — Lmi+17j]bj.

This does not change ¢;11, and entails the inequality [m;4+1 ;| < (1/2).

(#4) Exchange between b; and b; 1 when S;(7) is not satisfied.

b* 5
i+1 v;=b7

%
Uj :bi

"
bi

This modifies the lengths ¢;,¢; 4.
The new values E,i,fi+1 satisfy

. . 1
b= pl; lip1 = <p) lia

The factor p satisfies

Iz 11
2 +1 2
r= 27+mi R

2
§> —==p<1

V3



LLL (s)
with s > 2/+/3.

Input. A sequence (¢1,03,...40,)

Output. A sequence (/1,0s,...0,,)
with £,y > (1/s);.
7:=1;
While ¢ < n do
If (41> (1/s)¢;, theni:=i+1
else compute p ;
b= pli;
bivr = (1/p) lita;
1 :=max(i —1,1);

The general scheme of the LLL Algorithm.




Main parameters of interest for the LLL Algorithm:
The number of iterations and the quality of the output basis.

Complexity bounds involve the potential D(B) and the determinant det B
DB)=]]4.  detB=]]¢.
i=1 i=1
During the execution, D(B) is decreasing and det B is not modified.

P S D(B)
~ |logpo(s)| ~ D(B)

Number of iterations. K(B)

where pp(s) is the maximal value of the decreasing factor p.
Quality of the output. The first output vector by is short enough;

L HZHH (n—1)/2
V(B) == Wé s

What are the mean values of these two parameters?
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Various notions of a random basis of a lattice.

(a) “Useful” lattice bases arise in applications: variations around knapsack
bases and their transposes with bordered identity matrices.

(A‘I) y‘O I, | Hy q‘O
P :c‘qu Op‘qu x‘Ip_l

(b) Ajtai “bad” bases B(®) := (b)) associated to a sequence a”’

1—1
B e, B o e+ Y aPe; (o 60 = a?)
j=1

()
; () _ %ig _ 11 e
with m; = ok rand < 55 [size-reduced]
j
@
and rﬁp) =2l 50 when p — oo [bad Siegel ratios]

B al(_p)



Experimental mean values .... versus proven upper bounds
[Nguyen and Stehlé]

Main parameters. T4 0% K
Worst-case 1/s | sP71 | ©(Mp?)
(Proven upper bounds)
“Bad” lattice bases
Random Ajtai bases 1/8 | BP~1 | ©(Mp?)

(Experimental mean values)

“Useful " lattice bases
Random knapsack-shape bases | 1/ | g7~ | ©(Mp)
(Experimental mean values)

The execution parameters depend on the type of the lattice basis.
The output configuration does not depend strongly neither on index i nor on
the type of bases.
It remains “exponential wrt p".

What about the “experimental” value 57



Experiments on the LLL Alg. [Nguyen and Stehlé]
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On the left, experimental results for log, 7.
The experimental value of parameter [1/(2p)] E[log, 7] = 0.03, so that 8 ~ 1.04.

On the right,

the output distribution of “local bases” shows an accumulation in the “corners”.



Other notions of a random basis of a lattice — reference models.

(c) Spherical model.
Choose independently each one of the p vectors in the ambient space R™,
under a common distribution that is invariant by rotation.
Classical instances :
— uniform distribution in the ball, on the sphere
— gaussian distribution on coordinates

(d) Random lattices.
The space of (full-rank) lattices in R™ (modulo scale) is X,, = SL,,(R)/SL,(Z).
It possesses a unique probability measure

which is invariant under the action of SL, (R).

This gives rise to a natural notion of random lattices.



Probabilistic analyses of lattice reduction

in the spherical model.

A random basis B, (,,) of dimension p in the ambient space R"

— formed with p independent vectors
— drawn with the same distribution that is invariant by rotation.

Classical instances.

— uniform distribution in the ball or on the sphere

— gaussian distribution for coordinates



Probability of reduction.

For s > 1 and n — oo,
what is the probability 7, (,,) . that B, (,,) is already s—reduced?

4 1
i.e., all the Siegel ratios r; := ?'1 already satisfy r; > — (for i < p)?
s

%

The answer depends on the position of p wrt n:
Two different behaviours!

Theorem. [Akhavi, Marckert, Rouault (2005)]
(¢) If n — p — oo, then m), (,,) s — 1.

5

(1) If n — p = k is constant, then 7,y (n),s — i s € (0,1).

1

In particular:  TIp 4 ~e oo 1 —
S

7_2

Ily,s < exp [—(521)2

} when s — 1



For the LLL algorithm, and the first minimum too,

there are also two different behaviours.... according to the position of p wrt n:

Theorem. [Daudé and Vallée 1994] Under the random ball model,
— the number of iterations K of the LLL alg. on Bp,(n),
— the first minimum A of the lattice generated by B, ()
satisfy “on average”

In the case of p =n

1 1 1
En,(n) [K] < n2 ( > |:2 logn + 2], Ep,(n) (A] > m

logt

In the case when p = cn, with ¢ < 1,

cn 1 1 4logn
E. K] < - —logn + 2 E. Al > o1 |
(,n,,(n,)[ ] = 1_¢ <1ng) |:2 ogn :|7 671/,(71)[ ] = €Xp |: 2(1 — C)TI,:|




Distribution of the last “local bases” i1 =n — k
[Akhavi, Marckert, Rouault (2005)]

For the last “local bases”, at indices i := n — k, for fixed k and n — oo,

the distribution of the ratio 7,,_; admits a density ¢,

k k+1 yk—1
er(y) = 2B (2» 5 > 1 + y2)Fr72) 1(0,00[(9),
: I'(a+b)
h B(a,b) = ———~.
wit (a,b) ()T ()

Near 0, the density ) behaves as a power function,

(ay)* ! < or(y) < (by)* 1, for some a, b for y near to 0.

The last local bases, of index n — k with k fixed, become
— more and more skew when k becomes smaller
— and thus more and more difficult to reduce

The first local bases, of index n — k with k& — oo, are already reduced....



A general probabilistic model for input bases.

Lattice bases B of full-rank whose matrix B = (b; ;) is triangular.
The matrix P and the ratios r; are easy to compute
o biv1in bi,j

r, = m;.; =
bi i bj.j

— Main parameters: the ratios 7;
The ratios 7; follow power laws : Vi € [1.n — 1], 36; >0
for which ~ Pr[r; < x| = 2/% for z € [0, 1].

— Auxilliary parameters: the coefficients m; ;.
For j < i, the coefficients m; ; are i.i.d in [-1/2,+1/2].

Realistic instances whose difficulty increases with the parameters 6;.

This distribution arises in a natural way in various frameworks,
— in the two dimensional case, and in the transition Euclid — Gauss.
— when the initial basis is uniformly chosen in the unit ball.



Return to the LLL alg. with an additive point of view.
q; :=log, l;, c; = —log,ri = qi — Gi+1, a = —log, p,

The Siegel condition becomes ¢; < ¢;11+1 or ¢; <1,

The exchange in the LLL algorithm becomes
If ¢ >q1+1, then [¢i=¢ —a, ¢i1=q1+a]

If ¢ >1, then [¢;=¢—2a, ¢i1=c¢y1+o, ¢l1=ci—1+a,].

In our probabilistic model, each ¢; follows an exponential law of the form
0;

Pr[c; > y] = s7¥/% for y € [0,4o00] with E[¢] = .
log s

This model is then called the Exp-Ajtai(8) model.



Some instances of cfg related to natural inputs

(loq) r-Sieqe coeffs (Max =3.26563667883, Min=-0.875073336407)

flag) r-Siagel cosffz (Max =16.7793515166, Min=0.0)



Some instances of cfg related to natural inputs

(log) r-Sisgal coaffs (Max =1.71489618265, Min=-0.375785022098)

(log) r-Siagal coaffs (Max =67.732611563, Min=-305.794343173)



The regularized version of the LLL algorithm.

The main difficulty of the analysis of the LLL algorithm:
the decreasing factor p can vary throughout the interval [0, po(s)].

We assume that the following Regularity Hypothesis holds (R):

The decreasing factor p (and thus its logarithm « := —log, p) are constant.

Then, the equation
If ¢ >qiy1+1, then [=q —a, ¢F1=q1+al
defines a sandpile model.
The equation

If ¢ >1, then [¢;=¢—2a, ¢i1=c¢y1t+ao, ¢l1=ci—1+a,).

defines a chip firing game.



RLLL (p, s)
with s > 2//3, p < po(s) < 1

Input. A sequence ({1,02,...45)

Output. A sequence (él, 0y, .. Ay)
with éi+1 > (1/8)21

i:=1;

While ¢ < n do

If €¢+1 > (1/8)&, theni:=i+1
else (; := pl;;

Liv1:= (1/p) bitr;
i := max(i — 1,1);

ARLLL («) with o > ao(s).

Input. A sequence (q1,G2,..-qn)

Output. A sequence (¢1, Gz, - .- Gn)
with §; — Gi+1 < 1.

1:=1;
While 7 < n do
If ¢ —qi+1 <1,theni:=i+1
else q; ;= q; —
Qi+1 = Qi1 + @
1 :=max(: — 1,1);

Two versions of the regularized LLL algorithm.

On the left, the classical version, which depends on parameters s, p.

On the right, the additive version, which depends on the parameter a := —log p.




There are now three main questions:

— Is the Regularity Hypothesis (R) reasonable?

— What are the main features of the regularized versions of the LLL alg.,
namely sandpiles?

— What consequences can be deduced for the probabilistic behaviour of
the LLL algorithm?
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A general experimental study of parameter «.
We do not assume that there is a universal value for a := —log, p.

Four variables may have an influence on the parameter a (for n — 00).
— The parameters 0; of input distribution of Exp-Ajtai type.
— The position i € [1..n(B) — 1]: the index where the reduction occurs.
— The discrete time j € [1..K(B)]: the index when the reduction occurs,
— The strategy defines the position ¢ at the j—th iteration, inside the set
N(j) :={i; ConditionS(7) not satisfied at the j—th iteration}
Three main strategies :
— The standard strategy chooses i := Min /()

— The random strategy chooses i € N (j)

— The greedy strategy chooses i € N (j)
for which the ratio r; is minimum.



* * * * *
b1 b3 i—1 b; i+1

by 1 0 ... 0 0 0
b2 ma;1 1 e 0 0 0
- bifl mi—1,1 Mi—1,2 1 0 0
bi mi,1 m; 2 . mii—1 1 0
bit1 mi+1,1 Mi41,2 .. Myi41,i—1  Mi41,4 1

by Mp1  Mp2 ... Mpi1  Mpi  Mpitl




Distribution of the parameter o as a function of the dimension n

(Input distribution given by 6; = 1.5)

When the dimension grows,
the distribution of o gets more and more concentrated,

around a value which appears to tend to 2.5.



Influence of the discrete time and position on a.

a'¥) := mean value of & when the time is close to (y/20)K

(7 = mean value of a when the position is close to (z/5)n

N ———

The functions y — a(¥) (left) and = — @, (right),
forn=>5(e);n=10(M);n=15(A);n =20 ()

The variations of the functions y — a'¥ and z — Qg are small,

and become smaller when the dimension n increases.



Distribution of a{*) and Q)

Remind: z refers to the position and y refers to the time.

1.5e-51

Here n =20,Y =20, X = 5.
(left) the distribution of a(¥) for iy = 2 (e); 5 (M); 10 ( 5 2
(right) the distribution of a(,y for 2 =1 (e);2 (M);3 (A);4(4);5

The distributions of Qz) and of¥ are concentrated,
at least for y's not too small and for central values of x.



Influence of the strategy (not often studied):
e for standard, A for greedy, and ¢ for random.

25000] 20|
20000]
15000

10000]

Here, n = 20.
(left): the functions x — K,y ( K(;) is the number of steps near the position ).
(middle) the functions y +— @¥). (right) the distribution of a.

— The standard strategy performs a larger number of steps.
The value of « is concentrated below o = 5.
— The two other strategies perform a much smaller number of steps.

The values of « vary in [5,20] and decrease with the discrete time.
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Three main questions about the RLLL algorithm.
(Q1) Does the RLLL algorithm depend on the strategy?

(Q2) Are there lower bounds on average for the number of iterations? the

output configuration?

(Q3) Does there exist a characterisation for two blocks to be independent?
The two blocks B_ and B, are independent if the total basis formed by

concatening the two reduced bases 3_ and B+ is reduced.

The sandpile model is very well studied. However, ....
the RLLL algorithm gives rise to non classical instances of sandpile models.



General sandpiles and chip firing games with parameters (H, h).

The equation
If ¢ >qt1+H, then [¢=¢ —h, ¢i1=q+ +h].
defines the sandpile model of parameters (H, h).
Letting ¢; = ¢; — gi+1, the equation
If ¢ >H, then [¢i=c¢;—2h, c¢i1=c¢civ1+h, ¢l1=ci—1+h,]
defines the chip firing game of parameters (H, h).

Classical instances studied: basic and decreasing.

— Basic instances: Initial integer ¢;'s and parameters H, h equal to 1.
— Basic (strictly) decreasing instances:
The sequence i — ¢; is (strictly) decreasing.

Here, we study general instances of sandpile models.



The evolution of a basic chip firing game (above),
and its associated sandpile (below).




|
=
|

l\\
l

Possible evolutions of a basic sandpile.



For any sandpile of parameters (h, H)
(i) There is a unique final q. The length of any path q — q is

n—1
1 . . .
T(q) = o ]z_; i(n—1)(c; — &)
(i) If the sandpile is decreasing, H — 2h < ¢; < H,
1 n—1 . ‘ - TL2 - 1
0<T(q)— o i(n—1)(c; — H) <2A(n) with  A(n):=n 3
=1

(ii¢) If the sandpile is strictly decreasing,

N Vi#tj, H—h<é <H, and H—2h<é& <H—h,
17171 1
0 <T(a)— |A(n)+ 5 ;i(n —i)(e; —H)| < §n2

(iv) For a general sandpile,

H-2h<é¢;,<H if ¢,>H—h, G >c; if ¢g<H-/
1nfl n—1

1
%Zz(nfz)( —H+h)< —hz:: n —i)max(c; — H + h,0)



(v) A sufficient condition for two adjacent strictly decreasing basic sandpiles
q- = (Q17 q2,. -, QP)a q+ = (QP-&-la qp+25 -+, Qn—i-p)

to be independent is

H(S0) L (S = (32) -2

In this case, the number of steps for the total sandpile q is (in parallel)

T(q) = max[T'(q-),T(q+)]
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Two interesting kinds of input bases.

(i) Totally non-reduced bases, for which Condition S,(i) is never satisfied:
the sandpile is strictly decreasing.

(7i) A general input basis is a sequence of blocks,
some totally non-reduced, and other ones totally reduced.

Comparing two results:
— proven results for regular executions of the LLL algorithm.

— experimental results performed on general executions.

A good fitting between these two kinds of results, and thus:
— An indirect validation of the property :
“The executions of the LLL algorithm are very often regular enough”.
— Long experiments on the LLL algorithm
can be simulated by fast computations in the sand pile model

(with a good choice of parameter ).



o A b
Output configuration: Study of the parameter v(B) := %
det

For a totally non reduced basis B on which the LLL algorithm is p—regular,

the output parameter ~v(B) satisfies

T log,v(B) € [1 — a, 1], with a := —log, p.

Experiments done on general executions by Nguyen and Stehlé:
They show that, for most of the output bases B, the ratio 'y(B) satisfies

y(B) = p"Y/2 with 8 ~ 1.04

The relation 3 ~ s,/p is then plausible,
so that the “usual” p would be close to 0.81.



Number of iterations.

Consider an input basis B, which follows the Mod-Exp-Ajtai distribution
of parameter 6. If the execution of the LLL algorithm in dimension n is
p—regular on the basis B, the number of iterations satisfies

n3 /0
Ko (p,0) ~ oo (1_/)1/9> (n — o0).

Experiments done for general executions by Nguyen and Stehlé.

For the historical choice of Ajtai, namely 6§ = n®, the experiments show a

number of iterations of order n3+¢.



An instance of the independence property.

For breaking the RSA cryptosystem when the public exponent E'is “small”,
Boneh and Durfee use the LLL algorithm on the following basis B:

The basis B is formed with blocks By, indexed from k = 0 to m.
— The block By, has length k + 1,
— In each By, all the ¢;'s are equal to L/2 with L :=log, E
— The total configuration is not totally decreasing,
— The independence condition holds.

(log) r-Siegel coeffs (Max =67.732611563, Min=-305.734343173)



An instance of the independence property.

For breaking the RSA cryptosystem when the public exponent E'is “small”,
Boneh and Durfee use the LLL algorithm on the following basis B:

The basis B is formed with blocks By, indexed from & = 0 to m.
— The block By has length & + 1,
— In each By, all the ¢;'s are equal to L/2 with L :=log, E
— The total configuration is not totally decreasing,

— The independence condition holds.
We can prove:

If the execution of the LLL algorithm is p-regular on the B-D basis, then:
() the blocks By, are independent,
(#4) The number of iterations K, (parallel) and K (sequential) satisfy

m® (L - m* [ L
K,=—1|=--1 K, = Ki~—|=-1]).
! 12a(2 > ‘ Z 48a<2 )

=1



The execution of the LLL alg. on the BD lattice cannot be totally regular:
In this case, the first vector of the reduced lattice basis would be the first
vector of the initial basis, and the method would faill

Comparing with an execution of the actual LLL algorithm on a BD lattice:

|
iu L Ly

1000 2000 3000 a000

5000

(left) The LLL alg. on a BD lattice (related to m = 5).
(right) The LLL alg. on the basis formed by the concatenation of the By's.
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Each By is almost totally non reduced:
the number of iterations fits with the order ©(k3)
which is proven for a p—regular execution.

The blocks are almost independent:
the basis obtained by concatening the By, is not reduced,
but few reduction steps are needed for reducing it.

This strategy, whose first step is performed in parallel, is very efficient.



Conclusion

— A simplified model,

very useful for explaining, making experiments, finding conjectures......
— Only qualitative similarities with the actual LLL algorithm.

— Possible (easy) proofs.



And now? A less simplified model ...

We can try to study an intermediary model, less simplified...

The factor p depends on the Siegel ratio r; and the coefficient m;41 ;.
2 2 2
pT=T M

We consider that the coefficient m7, | ; is fixed equal to 6,
so that p depends on ¢; but only on ¢;:

The LLL algorithm is now modelled as a dynamical system:
For instance, in two dimensions, the Siegel ratios

4 _ B

xr = —= Fi=2
2 =
4 2

are the main variables and define a mapping fy : © — T as

T

@ =rap

if v<1-86, folx)=a if x>1-0.



The first interesting case: Three dimensional case

There are two boxes and two Siegel ratios = and y.

The dynamical system is defined by two shifts,
A (governed by ), and B, (governed by y)

A(z,y) = <(x+$0)2’ y(z + 9)) ifr<l1-—0; A(z,y) = (z,y) else

B(x,y) := (a:(y +0), ify<1-86; B(z,y) = (z,y) else

o)

Work in progress....



