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Build a Threshold Public-Key Encryption scheme satisfying:

e Compactness: size of C and pk independent of the number of
servers,

e IND-CCA2 security, as in non-threshold PKE,

e .. under adaptive corruptions: the adversary can obtain
any sk;, at any time.

e Without using pairings.



Main results and previous works

Construction | Assumption | Adaptive | IND-CCA2 | Compactness
[SGos8] CDH/DDH X v/ (ROM) v
[FPO1] DDH v v (ROM) | v
[BBHO6] DBDH* X v v
[LY12] SXDH* v v v
[BGGT18] FHE (LWE) X v v
This work (1) | LWE & DCR | v/ v v
This work (2) | LWE v v v

*: In a group with pairings.



Main results and previous works

Construction | Assumption | Adaptive | IND-CCA2 | Compactness
[SGo8] CDH/DDH X v/ (ROM) v
[FPO1] DDH v v (ROM) | v
[BBHO6] DBDH* X v v
[LY12] SXDH* v v v
[BGGT18] FHE (LWE) X v v
This work (1) | LWE & DCR | v/ v v
This work (2) | LWE v v v

*: In a group with pairings.
Ciphertext size:
e Construction (1): About three times the size of a
Camenisch-Shoup encryption

e Construction (2): Super-polynomial modulus
(but quantum-safe)



Definitions and Building Blocks



Threshold Public-Key Encryption

A compact TPKE is a 5-uple
(KeyGen, Enc, PartDec, PartVerify, Combine) of algorithms that
interact the following way:

Server i Alice Bob
(pk, {ski}) «+ KeyGen(1*,t)
+— sk; pk —
| ct + Enc(pk, m)
«——ct
«——ct
m; + PartDec(sk;, ct) |
m; —
PartVerify(pk, ct, m;)
m’«Combine(pk, {m;};cs, Ct)

Under the condition that |pk|, |ct| = poly(}).

It is correct if V|S| > t,m = m’ with proba > 1 — negl(\).
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Adaptive IND-CCA2 security for TPKE

No PPT adversary .A with a PartDec(sk;, -) oracle for any i € [¢] has
non-negligible advantage:

C | A
«—t
(pk, {ski}ie) «KeyGen(1*,t) |
pk —
+— (Mo, m)
b + U({0,1})
¢ «<—Enc(pk, mp)
c—
+— Db

e A can obtain any sk; at any time,
e A can make partial decryption queries (i, c) for the challenge,

as long as it cannot trivially win. Its advantage is |Pr(b = b’) — 1/2|.



Building block: Linear Integer Secret Sharing
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Building block: Linear Integer Secret Sharing

Monotone Access Structure
A family of sets A C 21 is a monotone access structure if (§ ¢ A
and

VA€ A VBC[,ACB = BeA.

The threshold family T;, := {A C [/], |A| > t} is @ monotone access
structure.

Integer Span Program (Damgérd-Thorbek; PKC’06)
For any monotone access structure A there exist a

matrix M € Z9*¢ and a surjective map ¢ : [d] + [¢] such that the
following slide is true.



Building block: Linear Integer Secret Sharing

LISS (Damgdrd-Thorbek; PKC’06)
To share an integer s € [2',2!] among parties [¢], use M ¢ 7Z9*¢,

e Choose random p., ... p. and define p'= (s, p2, ..., pe) |

e ComputeS=(sy,...,Sq)' =M. 75

e Give s; to party (i)

Shares s € Z into (ski,...,ske) € Z3*™ x -+ x Z§**™ such that for

any S, |S| > t, there exist X; € {—1,0,1}% for i € S such that:

ZX;T-sk;:s.

=



Building block: OTSS NIZK

A Non-Interactive Zero-Knowledge proof system for a
language £ = (L, Lsound) associated to two NP

relations (R, Rsound) is @ tuple (Setup, P, V) of algorithms that
interact the following way:

Alice(x € L) Bob((x, w) € Ry)
crs < Setup(1*, £, 7¢)
crs —
‘ 7 < P(crs, x, w, lbl)
+—— m, bl
V(crs, x, , lbl) |

It is complete if V almost always outputs 1 in this case.
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The proof system is zero-knowledge if there is a
simulator (Simg, Sim,) such that:

C A

b« U({0,1})

crs < Setup(1, L, 7¢)ifb=0

(crs, 75) + Simo(1*, £, 7.) else
crs —

+—— x,w, bl

7+ P(crs,x,w,lbl)if b=0
m « Sim,(crs, X, 5, Lbl) else

T —
«—— b

|[Pr(b” = b) —1/2] = negl()) for any ppt adversary A.

1"



One-Time Simulation Soundness

The proof system is One-Time Simulation Sound if the following
experiment outputs 1 with negligible probability for any ppt A:

C A
(crs, 7)) « Simo(1), £, 7¢)
crs —
« (x, lbl)

7 4 Sim,(crs, i, %, bl) |
T —
+—— (x*, lbl*, 7%)
Output V(crs, x*, 7*, bl")
if x* € Lsound-

12



Hardness assumptions

(-Decision Composite Residuosity assumption [Pai99, DJo1]

Given N = pg and ¢ > 1for primes p, q. The distributions
{x=w"" mod N¢*" | w < U(Z})} and {x | x + U(Z%.,.)} are
computationally indistinguishable.

Equivalent to the 1-DCR assumption for any ¢ > 1[DJo1].

13



Hardness assumptions

The Learning-With-Errors (LWE) problem  (Regev, STOC’05)
Parameters: dimension n, number of samples m > n, modulus q.

For A < Zg"", s <z and e asmallerror~ aq, distinguish

"Tallald: "l A

)

for uniform b Zg’.
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Constructions




Construction from DCR+LWE: Intuition

e Pairing-free adaptation of [LY12]

e Exploits the entropy of shared secret keys “a la Cramer-Shoup”;
build a DCR-based hash proof system
(similar to Camenisch-Shoup; Crypto’03)

e Ciphertext (Co, C;, w) contains a simulation-sound proof that Cy
is an N¢-th residue in Zj.,

e NIZK component instantiated from Fiat-Shamir and Cl-hash
functions (implied by LWE, cf. Peikert-Shiehian; Crypto’19)

e We provide a new construction of one-time simulation-sound
(OT-SS) argument from DCR

15



Based on DCR and LWE

e KeyGen(1,t):
1. Set N = pg, where p,q, 25" and ' > 2* are primes, and ¢ > 1.

3. Sample go < U(Zy) and set h = gg"’<’x mod N¢™', where x < Dz, ,.

Output pk = (N, ¢, go, h, ) and (sk ).



Based on DCR and LWE

e KeyGen(1,t):
1. Set N = pg, where p,q, 25" and ' > 2* are primes, and ¢ > 1.

2. Generate crs « Setup(1*) for a NIZK N°™° = (Setup, P,V)
for £°® := {x € Zi..\ | Iw € Z : x = w"* mod N}

3. Sample go < U(Zy) and set h = gf;”” mod N¢*', where x < Dz ,.
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Based on DCR and LWE

e KeyGen(1*,t):
1. Set N = pg, where p,q, 2" and & > 2* are primes, and ¢ > 1.
2. Generate crs « Setup(1*) for a NIZK N°™° = (Setup, P,V)
for £°® := {x € Zi..\ | Iw € Z : x = w"* mod N}

3. Sample go < U(Zy) and set h = gf;”” mod N¢*', where x < Dz ,.

X

P1
4. LISS: key sharesareski= | M- | € 7% Vi € [4],

Pe=1/ 7 jew=(i

where pj <= Dz ,,Vj < e—1.

Output pk = (N, ¢, go, h, crs) and (skiq, sks, . . ., sky).



Based on DCR and LWE (2)

e Encrypt(pk, Msg): To encrypt Msg € Zyc,
1. Sample r <~ U({o,...,[N/4]}).

2. Compute
Co = go?™™ " mod N¢*" and C; = (1+ N)"¢ - h” mod N¢*".

4. Returnct:= (Co, Gy ).



Based on DCR and LWE (2)

e Encrypt(pk, Msg): To encrypt Msg € Zyc,
1. Sample r <~ U({o,...,[N/4]}).

2. Compute
Co = go?™™ " mod N¢*" and C; = (1+ N)"¢ - h” mod N¢*".

3. Compute 7 + P(crs, Co, 93" mod N, Lbl), a proof that Co € £°
using the label Ibl = C,.

4. Return ct := (Co, G, 7).



Based on DCR and LWE (3)

e PartDec(sk;, ct): To decrypt with sk = (s)) , do

2. compute = C,° mod N<H*
and return

w



Based on DCR and LWE (3)

e PartDec(sk;, ct): To decrypt with sk = (s)) , do
1. If V(crs, Co, 7, Lbl) = O, return L.

2. compute = C,° mod N<H*

and return

“w



Based on DCR and LWE (3)

e PartDec(skj, ct): To decrypt with sk; = (s;)jcy (i), S€rver i does:
1. If V(crs, Co, 7, Lbl) = O, return L.

2. Foreachj e ¢ '(i) = {js,...,jq,}, compute p;; = €% mod N¢H
and return

fi = (Wijyy -+ Hijg.)-



Based on DCR and LWE ()

3. Compute C, = C,//i mod N¢*" and return L if C; # 1 (mod N).
Otherwise, return Msg = (C; — 1) /N € Zyc.

19



Based on DCR and LWE ()

e Combine(B = (S,|S| > t,{fii}ics), ct = (Co, G4, 7)): Letting

S = {j'I? oco 7jt}r
1. LISS: find a reconstruction
vector Xs = [X] | ... | X/T]T € {—1,0,1}%s.

2. LISS: compute

Aj.
B = H H /L}-‘f‘k’k = C3 mod N1,
ieit reld;]
3. Compute €, = C,//i mod N¢*" and return L if C; # 1 (mod N).

Otherwise, return Msg = (C; — 1) /N € Zyc.
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Theorem

The scheme is CCA2 secure under adaptive corruptions, assuming
that: (i) DCR holds; (ii) The NIZK argument is one-time
simulation-sound.

20



Theorem

The scheme is CCA2 secure under adaptive corruptions, assuming
that: (i) DCR holds; (ii) The NIZK argument is one-time
simulation-sound.

e We give a one-time simulation sound M°™S for £PR under the
DCR and LWE assumption.

(shorter public parameters; improves an unbounded SS
construction [LNPY20])

e Security proof exploits the entropy of secret keys (sampled
from a discrete Gaussian) and the properties of a LISS
(similarly to Libert-Stehlé-Titiu; TCC’18).

20



Proof idea.

e DCR allows moving to a game that encrypts using
the secret key x

e Message hidden by x mod N¢

e Conditionally on A’s view, x € Z is Gaussian in a shift of p’q’ - Z
= The distribution of x mod N¢ is statistically close to U(Zy:).

21



Construction from LWE: Threshold Dual Regev

e Exploits the entropy of secret R € Z™*! conditionally on public
keysU=A-R e zj**

e Shares each column of R € Z™*! using a LISS scheme
e Uses noise flooding in partial decryption shares

e Security proof follows idea from distributed PRFs
(Libert-Stehlé-Titiu; TCC’18)

e Uses asimulation-sound argument that ciphertext components
are of the form (¢,,¢,)" =B-s+emod g
(Libert et al.; Asiacrypt’20)

22



Construction from LWE: Threshold Dual Regev

e Exploits the entropy of secret R € Z™*! conditionally on public
keysU=A-R e zj**

e Shares each column of R € Z™*! using a LISS scheme
e Uses noise flooding in partial decryption shares

e Security proof follows idea from distributed PRFs
(Libert-Stehlé-Titiu; TCC’18)

e Uses asimulation-sound argument that ciphertext components
are of the form (¢,,¢,)" =B-s+emod g
(Libert et al.; Asiacrypt’20)

e Open problem: avoid noise flooding; use a polynomial modulus
while keeping compact ciphertexts

22



Based on LWE solely

Lemma: Proof system [LNPT20, Section 3]
There exist one-time simulation-sound NIZK arguments
noms — (Setup, P, V) for the gap language

La={c:3(s,e) € Z]™ xZ™ : |le]| <d A c=Bs+e}
Lsound = {€: (s, @) € ZI™ x Z™ 1 ||e|| <+d A c=Bs+e},

for any matrix B € Z{"™*("*Y) 'where m,n, L e poly()).

23



Based on LWE solely

e KeyGen(1?,t):

1. Setpp = {m,n,q,p,L, }, with p prime and g = p - K. Pick two
Gaussian parameters 3, 3s € (0,1).

2. Sample A <> U(Zy*™), R +> D7 %" and compute U := AR € Zp*".
Define pk’ := (A,U), sk :=R.

Finally, return (pp, pk := pk’ ,sk ).

24



Based on LWE solely

e KeyGen(1?,t):
1. Setpp = {m,n,q,p,L, }, with p prime and g = p - K. Pick two
Gaussian parameters 3, 3s € (0,1).

2. Sample A <> U(Z5*™), R <~ D7 %" and compute U := AR € Z{*".
Define pk’ := (A,U), sk :=R.

3. Set v, d. Generate crs « Setup(1*) for B = T K.
“ L

AT ome:|

Finally, return (pp, pk := (pk’, crs), sk ).
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Based on LWE solely

e KeyGen(1?,t):
1. Set pp = {m,n,q,p, L, Luss}, with p prime and g = p - K. Pick two
Gaussian parameters 3, 3s € (0,1).

2. Sample A <> U(Z5*™), R <~ D7 %" and compute U := AR € Z{*".
Define pk’ := (A,U), sk :=R.

~ A" omxt
3. Set v, d. Generate crs « Setup(1*) for B = T ke |
4. LISS: parse RasR = [n | | - rL} € Z™<t, Set

R, =M-[r |5 ]" € 29" where 7, <> (Dz.,)¢ V" vr € [L].

Define the key shares as sk; = {R, »=1(i) € Zd"x"’} ]vi € [4].
’ L

TE[
Finally, return (pp, pk := (pk’, crs), sky, sk,, . . ., sk¢).
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Based on LWE solely (2)

e Encrypt(pp, pk, Msg): To encrypt Msg € ZL,
1. Sample s <> Zg, @0 <> Dzm gq, €1 <> Dyt 55 /mio.q

2. Compute:
G=A"-s+te cZjandc,=U"-s+e +K MsgecZ

3. Return ct:= (o, €1, ).

25



Based on LWE solely (2)

e Encrypt(pp, pk, Msg): To encrypt Msg € ZL,
1. Sample s <> Zg, @0 <> Dzm gq, €1 <> Dyt 55 /mio.q

2. Compute:
G=A"-s+te cZjandc,=U"-s+e +K MsgecZ

and a proof 7 « P(crs, (¢g | ¢) ", (5,@)) using the witnesses
S=(s' |Msg")" €zj",e=(e; | &) €z

3. Return ct := (co, €1, 7).

25



Based on LWE solely (3)

e PartDec(pp, sk, ct): Given ct = (o, ¢,. 7) and
sk = R , do :

2. compute ji;, =R" - Co
and return

i

26



Based on LWE solely (3)

e PartDec(pp, sk, ct): Given ct = (¢, ¢;, 7) and
sk = R , do :

1. If V(crs, (€o, 1), T) = O, return L.
2. Otherwise, compute /i;, = R" > @

and return

/1

26



Based on LWE solely (3)

e PartDec(pp, sk;, ct): Given ct = (¢o, ¢4, 7) and
ski = {R+ ()} repu), S€rver i does:
1. If V(crs, (€o, 1), T) = O, return L.

2. Otherwise, compute ji; , = R. ;-1 Co € Zg".,VT € [4].
and return
/Zi — {ﬁﬁ,‘r}fE[L] = {ﬁi,ﬂ' }TG[L]'

26



Based on LWE solely (3)

e PartDec(pp, sk;, ct): Given ct = (¢o, ¢4, 7) and
ski = {R+ ()} repu), S€rver i does:
1. If V(crs, (€o, 1), T) = O, return L.
2. Otherwise, compute ji; , = R. ;-1 Co € Zg".,VT € [4]. Sample
e, <D ; qNT € [L] and return
Lq sPs*

/Zi = {ﬁﬁ,‘r}fE[L] o= {ﬁi,r + e/i,T}TE[L]'
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Based on LWE solely (4)

3. Compute
vi=c,—R'¢ =K-Msg+e, —R'e, € Zg.

4. Return Msg € Z; s.t. |v[i] — K - Msg]i]| is minimal Vi € [L].

27



Based on LWE solely (4)

e Combine(pp, B = (S, S| > t,{fij = {fii + }rep1 }ies), (€0, €1)):

1. LISS: find a reconstruction vector
Xs =[] |- I N1 € {=1,0,1}%.

2. LISS: compute

fr 23 (N flir) = (P, Co) +

ies

3. Compute
vi=c,—R' ¢ =K-Msg+e, —R'e, € Zg.

4. Return Msg € Z; s.t. |v[i] — K - Msg][i]| is minimal Vi € [L].
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Based on LWE solely (4)

e Combine(pp, B = (S, S| > t,{fij = {fii + }rep1 }ies), (€0, €1)):
1. LISS: find a reconstruction vector
Xs =[N | IXT]" € {-1,0,1}%.

2. LISS: compute

fr 2> (N i) = (P, €) + > (N, €5,)  VreL].
ies ies
———

=:e''[1]

3. Compute
Vi=¢,—R'c—e' =K -Msg+e, —R'e;, —e’ €.

4. Return Msg € Z; sit. [v[i] — K - Msg][i]| is minimal Vi € [L].
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Properties of the scheme

The scheme is compact, correct and adaptive-CCA secure under
the LWE assumption.

28



Did we forget something?

If you forgot; then
I think | forgot something: Mlit.wasn'timportant.. |

PartVerify

Yeah, you're right. -

29



Detecting Corrupted Servers




Assume that there is a public map ¢, such that ®(PartDec(sk;, ct, u))
is deterministic and Combine only needs it to recover x.. No PPT
adversary A has non-negligible advantage in the game:

C | 4
«—t
(pk, {ski}ic) <KeyGen(1*,t) |
(pk,ska, ..., sky) —
— (et pp, i)

Output 1if
(1) # d(PartDec(pk, sk;, ct*))
and PartVerify(pk, ct*, u¥) = 1.

i

The advantage of A is Pr(C outputs 1).

30



No PPT adversary A has non-negligible advantage in the game:

C | A
—t
(pk, {ski}icp) <KeyGen(1*,t) |
(pk, sk, ..., sky) —

— (Ct*v {/‘?}iGSof So, {/‘;}f€$1781)
Output 1ifvb € {0,1},i € S
PartVerify(pk, ct*, u?) = 1 and
Combine(pk, (So, {1}), ct™)
# Combine(pk, (S, {4}), ct¥).

The advantage of A is Pr(C outputs 1).

Consistency implies robustness.

31



A recipe to attain consistency/robustness

e Add a commitment to the secret key shares in the public key.

e Add a proof that the decryption was done with the committed
key share.

e PartVerify checks both the proof of good encryption and the
proof of good decryption.

32



A recipe to attain consistency/robustness

e Add a commitment to the secret key shares in the public key.

e Add a proof that the decryption was done with the committed
key share.

e PartVerify checks both the proof of good encryption and the
proof of good decryption.

e Witness-Indistinguishability is important to keep the IND-CCA
security under adaptive corruptions.
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The DCR case

. . o uNCski e (=) (Vi ]
The commitment is vk := {g, Ve V(v e [€)}

We build a WI -protocol, which can be turned into a
NIWI/NIZK argument system for the language

|
L% = {(g1, {hij, tij}jep—i
vj € (i), 3s; € [-B*,B*]  hij =g 7 A i = g2}

Use a transformation to turn it into a trapdoor X-protocol, due
to Ciampi et al.; SCN’20

e Compile it into a NIWI/NIZK unbounded simulation-sound
argument system (Setup'*s, P\%, V%)

33



Description of the modified DCR scheme

e KeyGen'(1*,t):
1. Run (pp, pk, ski, ..., sk) < KeyGen(1*, t).
2. Generate crs'°® = (Setup'*¢(1*)) the global CRS.
3. Update the public key to

lo, ZNCSK;_-
pk’ = (pk, crs, vk := {g, 'I}(Lj)e[ﬁ]xw(*ﬂ(i))'

Return (pp, pk’, ski, . .. ske).

&
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Description of the modified DCR scheme

e KeyGen'(1*,t):
1. Run (pp, pk, ski, ..., sk) < KeyGen(1*, t).
2. Generate crs'°® = (Setup'*¢(1*)) the global CRS.
3. Update the public key to

o 2N sk; ;
pk’ = (pk, crs, vk := {g, 'I}(Lj)e[ﬁ]xw(*ﬂ(i))'

4. Return (pp, pk’, ski, ... ske).

e PartDec'(pp, sk;, ct = (Co, Gy, @)):
1. Run [; « PartDec(pp, sk;, ct).
2. Then, generate

i = P7(crs'8, (Co, VK -y, 1), SKy).-

3. Return i = (@, m).
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Description of the modified DCR scheme (2)

e PartVerify(pp, pk, ct, iif = (ji;, m):
1. Check that ct = (Co, G, 7) is a valid ciphertext by running
V(crs, (o, €1), 7). If it is not, return o.

2. If V°(crs, ji;, ;) = o, then return o.

3. Else, return 1.

35



The LWE case

o The commitmentisV;, := AR,y € Z§

e We build a Wl trapdoor X-protocol, which can be turned into a

NIZK/NIWI argument system (Setup;"*, P'*e, V") for the

lwe __ lwe lwe
language £ = (L%, £i'oung)» Where

Live = {(co,v,-j, pi-)|3ski . € Z9™ ;- = Ask;
Al — cgskill < BS

A l(ski-)ll < BE,vj € [m] },

for c € {zk,sound}, using the construction from Libert et
Asiacrypt’20.

al.;
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Description of the modified LWE scheme

e KeyGen'(1*,t):
1. Run (pp, pk, ski, ..., sky) < KeyGen(1*,t).
2. Generate crs'™ = (Setup;"“(1"));cq the global CRS.
3. Update the public key to

pk/ = (A, ua Crs, Crslwc'/ {Vi,T =A- Rj,’z,“‘;‘”(i)’ (’/ T) € [ﬂ] X [L]})

Return (pp, pk’, ski, . .. ske).

Ea
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Description of the modified LWE scheme

e KeyGen'(1*,t):
1. Run (pp, pk, ski, ..., sky) < KeyGen(1*,t).
2. Generate crs'™ = (Setup;"“(1"));cq the global CRS.

i

3. Update the public key to
pk’ = (AU, crs,crs™ {V; . = AR 1. (i,7) € [ x [L]}).
4. Return (pp, pk’, ski, ... ske).
e PartDec’(pp, sk;, ct = (o, €, 7)):

1. Run i; = {i; - } ey < PartDec(pp, sk;, ct).
2. Then, for each 7 € [L], generate

lwe Twr
Tir = P,'\ (CrS “C,u,"T, RT,?})"‘(i))'

3. Return ﬁl/ - {/Tin'-, ﬂ—i,T}TE[L]-
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Description of the modified LWE scheme (2)

e PartVerify(pp, pk, ct, ii = {fi -, i - }refy):
1. Check that ct = (¢o, ¢, 7) is a valid ciphertext by running
V(crs, (o, €1), 7). If it is not, return o.

2. Forevery 7 € [L], if VI"“(crs™, ji; ., m; ) = O, then return o.

3. Else, return 1.
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Security of the modified DCR-based scheme

The modified scheme is IND-CCA secure under adaptive
corruptions and consistent.
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Security of the modified DCR-based scheme

The modified scheme is IND-CCA secure under adaptive
corruptions and consistent.

Security of the modified LWE-based scheme

The modified scheme is IND-CCA secure under adaptive
corruptions and robust.
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Thank you for your attention!

Thank

You

For

Your
Attention
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