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Proposal of a Session Aware Framework for High 

Performance Cluster-based Internet Servers
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Data Plane

Awareness Plane

Control Plane
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Proposal and Evaluation of an Active Replication-based 

framework for Highly Available Internet Servers and 

Stateful Equipments

�l�ƒ�’�•�•�•�‰�>�m�Ž�ƒ�•�•�’�•�•�E�‘�>�n�•�‡�Œ�’�>�•�„�>�t�‡�ƒ�•�J�>�q�ƒ�‘�‘�‡�•�Œ�>�_�•�•�•�ƒ�Œ�ƒ�‘�‘�X�>�•�>�a�†�•�‡�•�ƒ�>�•�• �•�>�k�“�‘�’�]
�q�ƒ�‘�‘�‡�•�Œ�>�_�•�•�•�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�„�•�•�>�f�‡�…�†�>�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�a�Š�“�‘�’�ƒ�•�K�€�•�‘�ƒ�‚�>�g�Œ�’�ƒ�•�Œ�ƒ�’�>�q�ƒ�•�”�ƒ�•�‘

�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�K�€�•�‘�ƒ�‚�>�„�•�•�‹�ƒ�•�•�•�‰�>�„�•�•�>�f�‡�…�†�Š�—�>�_�”�•�‡�Š�•�€�Š�ƒ�>�g�Œ�’�ƒ�•�Œ�ƒ�’�>�q�ƒ�•�”�ƒ�•�‘
�q�ƒ�‘�‘�‡�•�Œ�>�_�•�•�•�ƒ�>�_�‚�‹�‡�‘�‘�‡�•�Œ�>�a�•�Œ�’�•�•�Š�>�q�’�•�•�’�ƒ�…�‡�ƒ�‘�>�„�•�•�>�q�•�•�Š�•�€�Š�ƒ�>�g�Œ�’�ƒ�•�Œ�ƒ�’ �q�ƒ�•�”�ƒ�•�‘

�a�•�Œ�•�Š�“�‘�‡�•�Œ�>�D�>�d�“�’�“�•�ƒ�>�u�•�•�‰�‘
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Our Active Replication based Proposal versus Check-pointing- or

Message Logging-based Proposals

Our Active Replication based Proposal versus Check-pointing- or

Message Logging-based Proposals
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�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘

Active replication : Redundant nodes concurrently receive and process the same Internet 

traffic and provide the same output.

Active replication : Redundant nodes concurrently receive and process the same Internet 

traffic and provide the same output.

Our Active Replication based Proposal versus Check-pointing- or

Message Logging-based Proposals

Our Active Replication based Proposal versus Check-pointing- or

Message Logging-based Proposals
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�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘
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Three main components

� State replication component

� Failure detection component

� Failure recovery component

Three main components

� State replication component

� Failure detection component

� Failure recovery component

�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘
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Structure of the Connection Synchronization MessageStructure of the Connection Synchronization Message

The active replication components are mostly 

deployed at the backup node

The active replication components are mostly 

deployed at the backup node

Three main components

� State replication component

� Failure detection component

� Failure recovery component

Three main components

� State replication component

� Failure detection component

� Failure recovery component
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�q�ƒ�•�”�‡�•�ƒ�>�a�•�Œ�‘�‡�‘�’�ƒ�Œ�•�—

�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘�>�F�a�•�Œ�’�L�G
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘

Consistency ensures that only one node is replying to client requestsConsistency ensures that only one node is replying to client requests

� Filtering rules are deployed at replicas to drop the outgoing traffic produced consequently

to the active replication.

� Only the management traffic is allowed between replicas.

� Filtering rules are deployed at replicas to drop the outgoing traffic produced consequently

to the active replication.

� Only the management traffic is allowed between replicas.
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�c�–�Ž�ƒ�•�‡�‹�ƒ�Œ�’�>�q�ƒ�’�“�Ž

�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘

� Implementation for the Linux 2.6.18 Kernel

� Performance evaluation is conducted for

� Voice over IP Cluster-based Session Border Controller using SIP

� Stream oriented server

� Replicas deploy the same service

� Replicas are synchronized through the NTP service

� Implementation for the Linux 2.6.18 Kernel

� Performance evaluation is conducted for

� Voice over IP Cluster-based Session Border Controller using SIP

� Stream oriented server

� Replicas deploy the same service

� Replicas are synchronized through the NTP service
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[Our Proposal'07]

�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ�>�F�a�•�Œ�’�L�G

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘

[MSOCKS'98] [I-TCP'95]
[TCPhandoff'01]

[ST-TCP'05][FT-TCP'03]
[TCP transparent failover'03]

[OpenAIS'06]

[SockMi'07]

We achieved the following goals:We achieved the following goals:

� Truly client/ server transparent

� Low overhead during failsafe periods

� Good performance across failures

� Truly client/ server transparent

� Low overhead during failsafe periods

� Good performance across failures

$����������%
�������	�&�
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� Consistency of the replicated states at different levels of TCP/IP stack

� Network level, Transport level & Application level

� Consistency of the replicated states at different levels of TCP/IP stack

� Network level, Transport level & Application level

�d�•�‡�Š�‘�•�„�ƒ�>�n�ƒ�•�‡�•�‚�‘�E�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�X�>

�r�a�n�>�q�’�•�’�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�>�a�•�Œ�‘�‡�‘�’�ƒ�Œ�•�—

�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�>�c�”�•�Š�“�•�’�‡�•�Œ�>�F�a�•�Œ�’�L�G

�q�“�‹�‹�•�•�—�>�•�„�>�•�“�•�>�a�•�Œ�’�•�‡�€�“�’�‡�•�Œ�‘

� D = Time required by the kernel space synchronization module to receive the minimal 

connection state added to the time required to update the fake connection accordingly.

� D = Time required by the kernel space synchronization module to receive the minimal 

connection state added to the time required to update the fake connection accordingly.

Early TCP State SynchronizationEarly TCP State Synchronization
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�d�•�‡�Š�‘�•�„�ƒ�>�n�ƒ�•�‡�•�‚�‘�E�n�ƒ�•�„�•�•�‹�•�Œ�•�ƒ�X

�p�ƒ�‘�•�“�•�•�ƒ�‘�E�>�s�‘�•�…�ƒ

�u�†�—�>�_�•�’�‡�”�ƒ�>�p�ƒ�Ž�Š�‡�•�•�’�‡�•�Œ�]
�e�ƒ�Œ�ƒ�•�•�Š�>�_�•�•�†�‡�’�ƒ�•�’�“�•�ƒ�>�•�Œ�‚�>�b�ƒ�‘�‡�…�Œ�>�q�Ž�•�•�ƒ

�_�Œ�>�‡�Œ�K�‚�ƒ�Ž�’�†�>�Š�•�•�‰�>�•�’�>�’�†�ƒ�>�d�•�•�‹�ƒ�•�•�•�‰�>�`�“�‡�Š�‚�‡�Œ�…�>�`�Š�•�•�‰�‘
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� Only the "useful" traffic is processed by the backup node (signalling traffic)

� Micro-benchmarks are derived to quantify cost of active replication (CPU, memory & 

Network buffers)
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Network buffers)

� Depends on the use-case!

� SIP experiment

� 18% less memory usage 

overhead at the backup

� 22% more CPU usage at the 

backup
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� 18% less memory usage 
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� 22% more CPU usage at the 
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� Failure recovery latency is the time needed to detect and to recover from a primary's failure.
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� Average failure recovery time as a function of the failure detection interval

� < 1sec. for a FDI = 1 sec.

� Average failure recovery time as a function of the failure detection interval
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� When only the network level availability

is enabled

� The average recovery rate is improved 

by 86 %

� When the active replication is added

� The average recovery rate is improved
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Proposal and Evaluation of Session Aware Admission 

Control Strategies for Scalable Internet Servers
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The objective of the operator is the mean monetary equivalent due to the blocking, the

completion and the interruption of the offered sessions over a long time scale.
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14Source throughput

230Maximum Number of Concurrent Sessions

ValueParameter
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Offered Sessions

All sessions are accepted New sessions are 

deterministically 

dropped

Server Load

Threshold 1 Threshold 2

New sessions are 

probabilistically 

dropped
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Our Strategy: Give the traffic pertaining to the active sessions a higher priority 

under overload.

Our Strategy: Give the traffic pertaining to the active sessions a higher priority 

under overload.
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� We consider two simulation scenarios� We consider two simulation scenarios
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Conclusion & Future Works
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