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Quantitative growth of the Internet
New Kkiller applications

Voice over IP, video streaming, multi-players games, etc.

Service success depends on the performance and robustness guarantees
over the Internet

» Network operators are concerned with E2E QoS issues while addressing
the explosive growth of Internet users

Core network contribution in the E2ZE QoS
Edge network contribution in the E2E QoS

This research focuses on the contribution of edge network processing

equipments in improving the E2E QoS.
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This research focuses on the requirements of scalable and highly available
Internet servers subjected to multiple flow-based user sessions.
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Cluster-based Web Server

Angry Web Client
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This research focuses on the requirements of scalable and highly available
Internet servers subjected to multiple flow-based user sessions.

Cluster-based SIP SBC

RAgRy PP EHight

SBC: Session Border Controller

— — . Media (RTP/RTCP)

— SIP signalling
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Operators use resources' redundancy to improve Internet servers' robustness.

What is High Availability?
The capability of a system or a component to continue normal operation despite

the occurrence of hardware or software fault.

A

Availability

g4 Reliability
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Targeted properties

True Client server transparency

Low overhead during failsafe periods

Good performance across failures

Resources
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We advocate Session Awareness as the concept guaranteeing to take into
account the characteristics of the offered network traffic to the Internet server
while processing it.

We have provided realistic and efficient Session Aware schemes for improving
the E2E QoS while maximizing the operator's Profitability.







& Part I: Contributions to Session Aware Architectures for High
Performance Cluster-based IP Services

@ Part Il: Proposal of An Active Replication-based Framework for
Highly Available Internet Servers and Stateful Equipments

@ Part lll: Proposal of Session Aware Admission Control Strategies for
Scalable Internet Servers

@ PartIV: Conclusion and Future Works
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Proposal of a Session Aware Framework for High
Performance Cluster-based Internet Servers



d“Ee’ FeE+S>

Control Plane

Session Identification Admission Control
Server Selection Failure Recovery
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Admission Control,
Server Selection

‘ Incoming Traffic
‘ Outgoing Traffic
- Management Traffic

Data Forwarding
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Proposal and Evaluation of an Active Replication-based
framework for Highly Available Internet Servers and
Stateful Equipments
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Active replication : Redundant nodes concurrently receive and process the same Internet

traffic and provide the same output.

Our Active Replication based Proposal versus Check-pointing- or

Message Logging-based Proposals
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VIP: Virtual IP address of the service
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The active replication components are mostly
deployed at the backup node

,___________
\
1
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Three main components

State replication component
Failure detection component
Failure recovery component

Structure of the Connection Synchronization Message

Timastamp

Source IF @

Destination IP @

Source Port Destination Port

Seqguence Number
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Consistency ensures that only one node is replying to client requests

Filtering rules are deployed at replicas to drop the outgoing traffic produced consequently
to the active replication.

Only the management traffic is allowed between replicas.
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$ 0% & We achieved the following goals:

Truly client/ server transparent

Low overhead during failsafe periods

Good performance across failures

[Sockmip7]”
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D =Time required by the kernel space synchronization module to receive the minimal

Performance connection state added to the time required to update the fake connection accordingly.
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Q Only the "useful" traffic is processed by the backup node (signalling traffic)

Derformance Micro-benchmarks are derived to quantify cost of active replication (CPU, memory &
0\\(\0@ Network buffers)

Depends on the use-case!

SIP experiment

18% less memory usage

overhead at the backup

22% more CPU usage at the
backup

» We need CPU dimensioning for complex

Active/Active redundancy
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Resources

Performance

Failure recovery latency is the time needed to detect and to recover from a primary's failure.

Average failure recovery time as a function of the failure detection interval

< 1sec. for a FDI = 1 sec.
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Resources

Performance

When only the network level availability

IS enabled
The average recovery rate is improved

by 86 %

When the active replication is added

The average recovery rate is improved

by 94 %
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Proposal and Evaluation of Session Aware Admission
Control Strategies for Scalable Internet Servers
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The objective of the operator is the mean monetary equivalent due to the blocking, the

completion and the interruption of the offered sessions over a long time scale.
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Parameter Value
Maximum Number of Concurrent Sessions 230
Source throughput 14

O
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Our Strategy: Give the traffic pertaining to the active sessions a higher priority

under overload.

Threshold 1 Threshold 2

Offered Sessions ! ' Server Load
1 1
I I

| > | | —

All sessions are accepted New sessions are ~ New sessions are
probabilistically deterministically
dropped dropped
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We consider two simulation scenarios
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Let us simulate the behaviour of a processing server over a duration of 100 sec

Some simulation parameters

Mean packet size (512 Bytes)

Small inter-request think time

No retransmission

Traffic rate of 50 pkts per unit of time.

First threshold equals to 75% of the server capacity
Second threshold equals to 85% of the server capacity
Exponential average talking time

Mixed traffic involves the generation of equal % of medium & long term sessions over the simulation time

Percentage Histogram of Completed Calls for Differe ~ nt Admission Control Strategies - Mixed Traffic
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Percentage Histogram of Completed Calls for Differe  nt Admission Control Strategies - Mixed Traffic.
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Session aware admission control as the means to efficiently prevent a server overload

while maximizing the operator profitability.

Responsive session aware admission control is beneficial to increase the performance of a

server subjected to long lived sessions

» |[f we define QoS as the completion of sessions independently of their duration, we can say

that double threshold-based session aware admission control improves the QoS provided to

subscribers by decreasing discrimination against long lived sessions

[IEEE CCNC'08] and ongoing submissions.
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Conclusion & Future Works
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Patent, June 2007.

 Journal Papers

— N. Ayari, D. Barbaron, L. Lefevre and P. Vicat-Blanc Primet, "Fault Tolerance for Highly Available Internet
Services: Concepts, Approaches, and Issues”, IEEE Communications Surveys and Tutorials 2008.

 Some Research Papers

— N. Ayari, P. Neira, L. Lefevre and D. Barbaron, "Towards a Dependable Architecture for Highly Avail able
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ARES'08), Barcelona, Spain, March 2008.
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Conference (IEEE CCNC 2008), Las Vegas, USA, January 2008.
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