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La métrologie sur les réseaux : enjeux
et quelques problèmes intéressants

Projet METROPOLI S
METROlogie Pour L’I nternet et  les Services

Objectifs

{ Développer un cadre com m un pour 
la m ét rologie des réseaux I P 
z 0HVXUH�GH�OD�4XDOLWp GH�6HUYLFH
z 'pYHORSSHPHQW�GH�PRGqOHV�UpDOLVWHV�
z $QDO\VH�GHV�SURWRFROHV�HW�GX�
FRPSRUWHPHQW�GX�UpVHDX

z 'LPHQVLRQQHPHQW�GHV�UpVHDX[
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Partenaires du projet

{ LI P6 (coordinateur)
{ France telecom R&D
{ Le GET
{ I NRI A
{ I nst itut  Eurecom
{ LAAS
{ Renater

Organisation du projet

� SP 1 :  (WDW�GH�O¶DUW�VXU�OD�PpWURORJLH�GDQV OHV�UpVHDX[
� SP 2 :  &ODVVLILFDWLRQ�HW�GLPHQVLRQQHPHQW
� SP3 :  $QDO\VH�GX�UpVHDX
� SP4 :  0pWKRGHV�SRXU�OD�PHVXUH�HW�pFKDQWLOORQQDJH�
� SP5 :  0RGpOLVDWLRQ
� SP6 :  7DULILFDWLRQ�HW�6/$
� SP7 :  3ODWH�IRUPHV�GH�PHVXUHV��
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63�����(WDW�GH�O¶DUW�VXU�OD�PpWURORJLH�
GDQV�OHV�UpVHDX[�

{ Leader:  LI P6
{ Part icipant :  LI P6, FT R&D, LAAS, GET
{ Object ifs

z Effectuer un état  de l’art  
� Critères de performances I P
� Mesures act ives/ passives
� Architecture de mesure
� Modélisat ion empir ique 

SP 2 : Classification et dimensionnement 

{ Leader :  France Telecom R&D 
{ Part icipant :  FT R&D, Eurecom , GET
{ Object ifs

z Effectuer un classificat ion des flots 
� Granular ité
� Type d’applicat ion
� Protocoles

z Définir des méthodes  de dimensionnement  
et  valider celle ci 
� Répart it ion de charge
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Dimensionnement du réseau

{ Est imat ion des m atr ices de t rafic
z Network tomography
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{ Det er miner   la mat r ice 
de t r af ic

{ Le t r af ic de chaque lien 
est  connu

{ Obj ect ive
# Est imer la mat r ice de 

t r af ic avec des 
inf or mat ions limit ées

$&%(')%(*�+�,.-�/�0&-�* 1�2"-�*
POP = Point  of  Pr esence

3 X j : Demande de t r af ic pour  
la pair e de POP j

3 A:   mat r ice de r out age
3 Yi:   t r af ic sur le lien i
3 c = n * (n - 1)

A r xcXc = Yr
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J est un syst ème linéair e f or t ement  
sous-dét er miné
K La solut ion est  une opt imisat ion st at ist ique

{ Deux dir ect ions, 3 t echniques :
L Appr oche dét er minist e : 

M Pr ogr ammat ion linéair e 
L Appr oche St at ist ique :

M Bayesienne [Sandr ine Vat on]
M Appr oche EM

A r xc Xc = Yr

Techniques de résolution

{ Suppose
{ Avec                             and  6  
{ Est im at ion MLE de θ par Algorithme EM
{ L’algor ithme nécessite un bon point  de 

départ  (A pr ior i nécessaire)
L Minimum  locaux

{ Est im at ion des composants de X par:

Approche EM
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Classification de flots

{ Classificat ion com portem entale
z Permet t re de détecter des at taques 

par changement  de classe.
z Étude des éléphants souris.

{ Rasoir  d’Occam
z Agréger les données pour une 

interprétat ion plus facile.

Elephant hunting
{ One of the few invariants of I nternet  

Traffic is “ the elephants and m ice 
phenomenon”
L A few percentage of flows cont r ibutes to a 

large proport ion of total t raffic
L Results from  heavy tails in t raffic pdf

{ Elephants detect ion can be a base for 
different iated t reatment
L Elephant  can be routed different ly 
L Load balancing is easier on sm aller num ber 

of flows
{ We want  to define a methodology for 

classify ing t raffic to elephants and m ices
(maybe rabbits, foxes, etc…)
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Elephant hunting

{ The aim  is to find a threshold 7 such that  
L I f 5(  Q�)  >  7�then flow Q�is an elephant

{ Traffic classificat ion
L Param etr ic m ethods

N Mixture m odels +  Bayesian classificat ion 
L Non param et r ic m ethods

N Clustering 
O K-means

N NN 
O learning by back propagat ion

N Heurist ics 
O definit ion of threshold by heurist ic arguments

Traffic data

{ A flow is defined by the BGP 
prefixes
z BGP prefix are ext racted from  the 

rout ing table
z Flows are aggregated over a 

granularity t ime step τ
P SNMP use generally τ 5 m in
P The opt imal granular ity is an open 

problem
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Gaussian Mixture Model
Q GMM m odel

Q The pdf is approximated by a m ixture of 
gaussian
R Every (sm ooth)  pdf can be approxim ated 

uniform ly as a m ixture of (m aybe inf inite)  
num ber of gaussian
S Radial Basis Funct ion

R Central Lim it  theorem
S Every t raffic regim e will converge to a gaussian

pdf over a given granular it y

( ) ( ) ( )∑
=

=
T

U
UUT 1&S[I

1

,σµ

GMM calibration

{ GMM parameter can be calibrated by 
EM methods

{ We use a mat lab toolbox (QHWODE)  for 
parameter calibrat ion

{ An OC-12 link is analysed
V The East -West  and the West -East  link are 

analysed
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Class number

10
0

10
1

10
2

10
3

10
4.88

10
4.9

10
4.92

10
4.94

10
4.96

10
4.98

Cycles to convergence

−s
um

(lo
g(

pr
ob

))
gmm(2)
gmm(3)
gmm(4)
gmm(5)
gmm(6)
gmm(7)
gmm(8)
gmm(9)
gmm(10)

Calibration results

{ GMM with 2 classes

{ GMM with 4 classes
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Pdf approximation
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Flow Traffic values

Measured traffic data histogram
GMM with 4 classes
GMM with 2 classes

Quoi classifier ?

Une distribution

Ut ilisat ion d’une 
dist r ibut ion de 
valeurs.
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Qu’est-ce que cela donne ? (1/2)

La chasse aux éléphants

Qu’est-ce que cela donne ? (2/2)

Résiste au temps

éléphants

Souris
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Nombre de classes

63�����$QDO\VH�GX�UpVHDX
{ Leader :  LAAS 
{ Part icipant :  LI P6, FT R&D, Eurecom , 

GET
{ Object ifs

z Analyser les mesures passives
W Analyse des flots TCP
W Analyse des délais dans les routeurs
W Etude des at taques
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Challenges existant

{ I ngénier ie de t rafic 
X Comm ent ut iliser la matr ice de t rafic pour concevoir  

un réseau 
X Comm ent prédire à m oyen et  long term e l’évolut ion 

du réseau
Y Est im at ion de la dem ande de t rafic

{ Classificat ion applicat ive et  comportementale
X Détecter les comportem ents déviants

Y At taque
Y SLA violés
Y Kazaa et  quoi d’aut res ???

SP 4 : Méthodes pour la mesure et 
échantillonnage 

{ Leader :  GET
{ Part icipant :  LI P6, FT R&D, GET
{ Object ifs

X Développem ent  d’une théor ie de 
l’échant illonnage 
Y Sim ilaire à la théorie classique dans le 

t raitem ent  de signal
X Echant illonnage 

Y Spat ial
Y Tem porel
Y Applicat if 



14

Active measurement 
{ A probing Agent  send packets to 

dest inat ion
X Each packet  is a probe charged by informat ion 

about  the path it  crossed 
X At  recept ion loss process and delay are 

ext racted

{ Underlying model
X Network is seen by the probing flows through 

it s effects on it .
Y Effects are losses and delay

'(W)
6(W)

T1 T2 T3 T4
T1 Z

[
(T1)

T2 Z
[

(T2)

T3 Z
[

(T3)

T4 Z
[

(T4)

Sampling

{ The act ive probe send at  t ime T \ give 
two samples D(T’ \ ) and S(T’ \ )
] T ^ - T’ ^ is the t im e needed to reach the 

bot t leneck
] We will suppose that  T ^= T’ _
] The process { T ^ } is a renewal process with

live dist r ibut ion *(τ)

{ I nverse problem 
] I nverse problem :  Based on the observed 

sam ples processes S(T ^ ) and D(T ^ ) infer about  
stat ist ical propert ies of underlying network 
effect S(W) and D(W) 

( ) { }τ<−=τ + LL 77* 1Pr
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State estimation

{ Main Hypothesis
` The process S(W) has reached to a steady and 

stat ionary dist r ibut ion

{ The steady state dist r ibut ion is funct ion of 
` the background t raffic shar ing the path
` the applicat ion t raffic

{ Act ive measurement  t ry to reduce the 
effect  of probing t raffic by maintaining a 
low sending rate

Generalisation
{ How to relate inference m ade on the 

probing flow to other flow ?
{ Probing flows sam ples S(W) at  t ime {TL} 

z A concurrent  flows see S(W) at time {Ta } 

{ I f the process S(W)  is stat ionary and 
ergodic
z Temporal mean                     is an 

unbiased est imator for µ= E{S(W)}
z Variance of this est im ator is                                 

where                                       
is the autocorrelat ion funct ion of S(W) 
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Generalisation

{ Est im at ion variance can be expressed as 
a funct ion of inter packet  t ime dist r ibut ion

Where          is the convolut ion of Q�
dist r ibut ion
j For the sim ple (and general)  case of 

exponent ial live t im e dist r ibut ion we have

{ } ( ) ( )∑∑∫
= =

τ−τ=
Q
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( )τ)( m* ( )τ*

( ) ττ−−=τ /1 H* ( )( ) ( )ττ n
n HUO* =

Challenges existant

{ Développer une théorie de l’échant illonnage 
pour la mesure dans le réseau
o PASTA ou PI ZZA ????

{ Comment  échant illonner dans un graphe
o Quelle est  la taille d’I nternet  ?
o Quelle sont  les perform ances d’un algor ithme de 

routage

{ Comment  générer une topologie de réseau
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{ Leader :  I NRI A
{ Part icipant :  LI P6, FT R&D, I NRI A, LAAS
{ Object ifs

o Développer des m odèles réalistes du réseau
p Macroscopique

q Modèle de flots
p Microscopique

q Modèles de TCP
o Comm ent passer du m icro au macro

p Vers une théorie m acroéconom ique du réseau

SP 5 : Modélisation

Modeling approaches
r Const ruct ive approach

s Classical approach
s der ivate I P perform ance through 

an explicat ive m odel of the 
process involved into the 
network
t Network is const ituted of 

queues and routers, …u Uses simulat ion by ns or analyt ic 
queuing theory, network 
calculus, etc

t Down top approachu Begin from input  scenarii and 
and find performance measures

s Drawbacks
t Generalizat ion is difficultu Too much parameters 
t Sim ulat ion results do not  

describe real m easurem ents
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Modeling approaches
{ Descript ive approach

o Much m ore used in m easurem ent  papers
o Network is a black box with unknown st ructure

p describe observat ions only through descript ive stat ist ical 
q mean, variance, Hurst  or mult i- fractal parameters, etc…

o Top-down approach
p Begin with observat ions and derivate descript ive 

param eters
o Drawbacks

p I t  does not  explain why?
p I t  does not  answer what  if ?
p I t  is difficult  to interpret  them

q I nterpretat ion need vxwzy�{ |}y.{ and vxw~y�{ |}y�{ needs const ruct ive 
model

p I t  does not  use all the available inform at ion
q We have some vxw~y�{ |}y�{ about  the process generat ing the 

observat ions 

Modeling of observations based on 
D�SULRUL�constructive model

{ Mixing up the const ruct ive and 
descr ipt ive approach
z I nterpret ing the measurement  using an D
SULRUL� const ruct ive model

z I nverse model approach
� We begin with the observat ions and we 

calibrate const ruct ive model input

Const r uct ive model
M � θ �

I nput s

θ

Per f or mance 
descr ipt ion

Act ive measur ement s
Obser vat ions

Hidden var iable 
est imat ion

Modeling er r or
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How to interpret measurement ?
� I nterpretat ion?� Be able to relate effect  to causes� Be able to use proact ive cont rol� Be able to predict  the behavior� I n different  t ime scale � Act ive m easures are difficult  to interpret� They reflect  other phenomenon� They are very dynam ic� They need models to be interpreted� I t  is difficult  to evaluate the effect  of measurement� Passive m easurem ent  are also difficult  to interpret� They are local� They are huge� 500 Gb per day for m icro measure� Should be related to macro and act ive measurement� Act ive and passive m easurem ent  should be related to m ake 

sense

Network <

θ̂
θ

Objectives

{ We want  to propose a methodology for
� I nterpret ing m easurem ent

� Relat ing observat ions to causes
� Developing realist ic models of real network

� For cont rolling the QoS in networks
� Building scenarios for realist ic evaluat ions

� By using m odels fed by realist ic param eters 
calibrated over em pirical t races
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Statistical inference 
� A param eter θ
� A sequence of observat ion ;�related to θ by a 

stochast ic funct ion I(θ )  (a pdf)
� Observat ions m ay be independent  or correlated
� Funct ion I(θ )  give a descr ipt ion of the observat ion ;

� Stat ist ical inference consist  of using the 
informat ion in ; to guess the unknown (and 
unobservable)  θ
� θ is a hidden var iable 

� Opt imal stat ist ical inference will t ry to m inim ize 
an error cr iter ia
� Least  square, Maxim um  Likelihood, …� Trying to find the input  param eter θ that  will 

generate the closer outcom e to observat ions

Estimation theory

{ I f the θ to guess is the value of ; �����
based on previous value ; � �«�; �
� I f ; � ’s are independent

� Best  est im ate is θ  E{ ; � ��� }
� I f ; � ’s are correlated 

� Best  est im ate is θ  E{ ; ����� |; � ,…, ; � }
{ I f we know or have an D�SULRUL about  the 

way ; � ’s are generated we can do even 
bet ter
� $�SULRUL�const ruct ive model
� Kalman filter ing
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General framework 

{ Observer sees  
{ He uses an D�SULRUL model of the network process 
)( .)
� Classical state based m odel that  may be non- linear

� Linearizat ion around equilibrium  ?
� m ay represent  m odeling error

{ Object ives
� To infer about      and θ
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( )θ,, ������

θ
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 ¡ Perturbat ion 

User inputs 

System  states
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Asymptotic observer
{ Let                 the est imat ion error
{ Strict ly const ruct ive model

© Without  any feedback reuse of observat ions 
est im at ion error will propagate

{ Feedback based m odel

© K should be chosen so that               even in presence 
of disturbance and m easurem ent  noise

{ System theory derives condit ion of existence of 
such K
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Inference on parameter θ

{ System ident if icat ion framework
µ Find parameter θ that  generate outcom es 

as close as possible to observat ions 
µ MSE cr iter ia

¶ May be difficult  to im plem ent  in general 
fram ework

µ Maximum  likelihood criter ia 

¶ Based on Expectat ion-Maxim izat ion 
algorithm

¶ The sequence of states       is supposed 
as m issing 

· EM methods find also the most  likely 
sequence of states 

( )θ=θ ;, max argˆ <;/

( )( )( )2ˆ min argˆ <;< −= θθ

¸;

Case study: modeling of losses on an 
Internet Path

{ We suppose as an D�SULRUL const ruct ive 
model that  the network is a single 
bot t leneck queue fed by an MMPP t rafic 
¹ Each state of the MMPP t rafic is a Poisson t rafic

with rate λ
¹ State t ransit ion follows a Markov Chain

{ We want  to calibrate the set  of rate λi and 
the t ransit ion mat rix such that  it  follows 
an observed loss t race

.�BufferMeasurement
trafic γ Internet trafic {λi, Γij }

µ
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Losses with MMPP trafic

{ Losses of measurement  flow in an 
M/ M/ 1/ K queue

{ Losses of measurement  flow in an MMPP 
queue 
¹ I f m easurem ent  packet  interval 7 is larger 

than the queue t im e constant  
º Losses will follows a HMM with t ransit ion Γi j

and loss probabilit y in each state

ρρ
ρρ 1

1
1

)1(
1 −≈

−
−= +0

0
3

L
L3 ρ

1
1−≈

µ
λγρ +=

µ
λγρ L

L
+=

µ

»

Application of the framework

¼ is the state of the queue ( full or  not )
¼ θ is the param eter of the MMPP
¼ Funct ion F( .)  represent  the dynam ic of the queue
¼ Funct ion G( .)  is a m ean calculator
¼ represent  the m odeling error 

½¾
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Experimental results

{ Trace obtained between France and 
US
Ò 50 m sec interval, Pkt size =  100 Bytes
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Modeling results

{ The EM results in the following
ρ= (20, 1.2594,1.07)
π= (0.03, 0.65, 0.32)
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State transitions
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Simulated loss trace
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Conclusion

{ Forte interact ion ent re le dom aine du 
t raitem ent  de signal et  du réseau
z Théorie de l’échant illonnage
z Traitement  stat ist ique

Ó Modélisat ion
Ó I nférence

{ Problèm es intéressants à invest iguer


