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1 ABE for circuits from LWE

1.1 Fully homomorphic encodings

Theorem (Boneh et al., 2014). Let A,A1, . . . , Al ∼ U(Zn×mq ), a = a1 · · · al ∈
{0, 1}l and LWE encodings ψi(ai) = (Ai + ai ·G)T s+ ei ∈ Zmq with s ∼ U(Zmq )
and ei ∼ χm s.t. ‖ei‖∞ ≤ δ for some δ > 0.
There exist efficient det. algo. (EvalPK, EvalCT, EvalPriv) which for any
Boolean circuit C : {0, 1}l → {0, 1} of depth d, do the following:

• EvalPK(C, {Ai}li=1) outputs AC ∈ Zn×mq

• EvalCT(C, {ψi(ai)}li=1, a = a1 · · · al) outputs

ψC(C(a)) = (AC + C(a) ·G)T s+ ec

with ec ∈ Zm s.t. ‖ec‖∞ ≤ αC(λ)δ

• EvalPriv(C, {A·Ri−ai ·G}li=1, {Ri}li=1, a = a1 · · · al) outputs RC ∈ Zm×m
of norm ‖Rc‖∞ ≤ O(rd) where ‖Ri‖∞ ≤ r and
ARC − C(a) ·G← EvalPK(c, {ARi − ai ·G}i)

Proof. Let ψ1(a1) = (A1 + a1 · G)T s + e1 and ψ2(a2) = (A2 + a2 · G)T s + e2

with a1, a2 ∈ {0, 1} and e1, e2 ∈ χm.
EvalCT computes

a1 · ψ2(a2) = (a1 ·A2 + a1a2 ·G)T s+ a1e2︸︷︷︸
small

G−1(A2)T · ψ1(a1) = (A1 ·G−1(A2) + a1 ·A2)T s+G−1(A2)T · e1︸ ︷︷ ︸
small

⇒ ψ×(a1a2) = a1 · ψ2(a2)−G−1(A2)T · ψ1(a1)

ψ×(a1a2) = (−A1 ·G−1(A2)︸ ︷︷ ︸
A×

+a1a2 ·G)T s+ a1e2 −G−1(A2)T · e1︸ ︷︷ ︸
e×

= (A× + a1a2 ·G)T s+ e×
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∥∥e×∥∥∞ ≤ ∥∥G−1(A2)T · e1

∥∥
∞ + a1 ‖e2‖∞

≤ m ‖e1‖∞ + a1 · ‖e2‖∞ ≤ (m+ 1)δ

EvalCT computes ψ×(a1a2) = a1 · ψ2(a2)−G−1(A2)T · ψ1(a1)
EvalPK computes A× = −A1 ·G−1(A2)
EvalPriv computes Rx = −R1 ·G−1(A2) + a1 ·R2 ∈ [−(m+ 1), (m+ 1)]m×m,
A ·Rx − a1a2 ·G← EvalPK(×, {ARi − a1 ·G}2i=1)

EvalCT can compute an LWE encoding of a1 + a2 as

ψ+(a1 + a2) = ψ1(a1) + ψ2(a2)

= (A+ + (a1 + a2)G)T + e+

with ‖e+‖∞ ≤ 2δ, A+ = A1 +A2.

Problem: a1 + a2 may not be a bit.
⇒ To evaluate a Boolean circuit C over a = a1 · · · al ∈ {0, 1}l, assume a0 = 1
and an LWE encoding ψ0(1) = (A0 +G)T s+ e0.
Evaluate C using NAND gates: ψNAND(a1NANDa2) = ψ0(1)− ψ×(a1a2).
⇒ we have αC(λ) = O(md) s.t. ‖ec‖∞ ≤ αC(λ)δ

1.2 The Boneh et al. ABE

Convention: SKC decrypts any ciphertext CT whose attributes a ∈ {0, 1}l
s.t. C(a) = 0.

Setup(1λ):

1. Choose m ∈ poly(λ) and q = q(n) as needed for (EvalPK, EvalCT, Eval-
Priv) and m = Θ(n log q).
Choose a noise distribution χ s.t. ‖e‖∞ ≤ δ for some δ > 0, for any
e ∼ χm w.h.p.
Choose σ = ω(

√
n log q log n) a standard deviation.

2. Run (A, TA)← TrapGen(1n, 1m, σ) where A ∼ U(Zn×mq ) and TA ∈ Zm×m

is a basis of Λ⊥q (A) with
∥∥∥T̃A∥∥∥ ≤ O(

√
n log q).

3. Choose u← U(Znq ) and A1, . . . , Al ← U(Zn×mq ).

4. Output MPK = (n,m, χ, σ,A, {Ai}li=1, u) and MSK = TA.

Keygen(MSK,C): given TA ∈ Zm×m and a circuit C : {0, 1}l → {0, 1}

1. Run AC ← EvalPK(C, {Ai}li=1) to get AC ∈ Zn×mq

2. Using TA, sample vC ∼ DΛmq ([A|Ac]),σ to get vC ∈ Z2m Gaussian s.t.

[A|AC ] · vC = u mod q.
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3. Return SKC = vC ∈ Z2m (of norm ‖vC‖ ≤ σ
√

2m w.h.p).

Encrypt(MPK, a ∈ {0, 1}l, µ ∈ {0, 1}):

1. Choose
s← U(Zmq )
S1, . . . , Sl ← U({−1, 1}m×m)
e0 ← χm, e1 ← χ.

2. Compute
ψ0 = AT s+ e0 ∈ Zmq
ψi = (Ai + aiG)T s+ STi e0 ∈ Zmq ,∀i ∈ [l]

ψu = uT s+ e1 + µb q2c

3. Output CT = (a, ψ0, . . . , ψl, ψu) ∈ {0, 1}l × (Zmq )l × Zq.

Decrypt(MPK,SKC , CT ): if C(a) 6= 0, return ⊥, otherwise:

1. Compute ψC = (AC+C(a)G)T s+eC ← EvalCT(C, {ψi(ai)}li=1, a), where
AC ← EvalPK(C, {Ai}li=1) and ‖eC‖∞ ≤ δmd.

2. View

(ψ0, ψC , ψu) =
(
AT s+ e0, A

T
C · s+ ec, u

T s+ e1 + µbq
2
c
)

as a dual Regev ciphertext for matrix [A|AC ] ∈ Zn×2m
q .

3. Using SKC = vC ∈ Z2m s.t. [A|AC ] · vC = u mod q, compute

µ′ = ψu − vTC ·
[
ψ0

ψC

]
.

If |µ′ − b q2c| <
q
4 , return µ = 1 otherwise µ = 0.

Correctness: Let χ ∼ DZ,αq.
For each i,

ψi = (Ai + aiG)T s+ ei︸︷︷︸
STi e0

for some ei ∈ Zm s.t. ‖ei‖∞ ≤ mαq
√
m = δ

⇒ ψC = (AC + C(a)G)T s+ ec with ‖eC‖∞ ≤ αqmd+1.5

µ′ = ψu − vTC
[
ψ0

ψC

]
= uT s+ e1 + µ

⌊q
2

⌋
− vTC · (

[
AT

ATC

]
s+

[
e0

ec

]
)

= µ
⌊q

2

⌋
+ (e1 − vTC

[
e0

eC

]
)
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If vC ∼ DΛu
[A|Ac]

,σ, we have ‖vC‖ ≤ σ
√

2m w.h.p.

Since
∥∥∥[ e0eC ]∥∥∥ ≤√(αq

√
m)2 + (αqmd+2)2 < αq

√
2md+2

⇒
∥∥µ′ − µb q2c∥∥ < 2σαqmd+3 < q

4
⇒ α < 1

8σmd+4 for correctness.

σ =
∥∥∥T̃A∥∥∥︸ ︷︷ ︸

O(
√
n log q)

ω(
√

logm)

e.g. σ = O(n)

⇒ σ < 1
8md+4 ⇒ q

|noise| ⇒
Ω(md)

Ω(2poly(λ))

Best algorithm for GapSV Pγ takes time 2Ω̃( m
log γ )

⇒ We need a large n = Poly(λ) for the hardness of LWE.

Theorem. The scheme provides selective CPA security under the LWE assump-
tion.

Proof. Consider a sequence of games

Game 0: Real selective CPA experiment.

Game 1: Change the generation of {Ai}li=1 in MPK.
Initially, A choose a∗ = (a∗1, . . . , a

∗
l ) ∈ {0, 1}l.

For each i ∈ {1, . . . , l}, challenger chooses S∗i ← U({−1, 1}m×n) and computes
Ai = AS∗ − a∗iG.
In the challenge phase, challenger computes

ψ0 = AT s+ e0

ψi = (Ai + a∗iG)T s+ S∗i
T e0

= S∗i
T (AT s+ e0)︸ ︷︷ ︸

ψ0

,∀i ∈ {1, . . . , l}

ψu = uT s+ e1 + µ
⌊q

2

⌋
By the generalized LHL, for each i ∈ {1, . . . , l}

(A,AS∗i , e
T
0 S
∗
i ) ≈s (A,U(Zn×mq ), eT0 S

∗
i )

⇒ Game 0 and Game 1 are statistically indistinguishable.

Game 2: Change the Keygen(MSK, ·) oracle. When A queries SKC for a circuit
C : {0, 1}l → {0, 1} s.t. C(a∗) 6= 0, challenger computes

EvalPriv(c, {Ai = AS∗i − a∗iG}li=1, {S∗i }li=1, a
∗)
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to get SC ∈ Zm×n s.t.‖SC‖∞ ≤ O(md) and AC = ASC − C(a∗)G, where
AC ← EvalPK(C, {Ai}li=1).
We have

[A|AC ] = [A|ASC − C(a∗)G]

so that TG and SC allow sampling from DΛ⊥q ([A|AC ]),σ.

Challenger uses TG and SC to sample vC ∈ Z2m from the distrib. DΛuq ([A|Ac]),σ
s.t. [A|AC ] · vC = u mod q and ouput SKC = vC whose distribution is statis-
tically close to that of Game 1.

Game 3: Same as Game 2 but we replace CT ∗ = (ψ∗0 , . . . , ψ
∗
l , ψ

∗
u) by random

elements over Zq
In Game 3, Pr[µ′ = µ] = 1

2 since CT ∗ is statistically independent of µ.
Hence, Adv(A) = 0

Lemma. Under the LWE assumption, Game 3 is indistinguishable from Game
2.

Proof. Let a distinguisher A with adv ε between the games. We build an LWE
distinguisher with adv ε.
Distinguisher B inputs(

ĀT =

[
AT

uT

]
∈ Z(m+1)×n

q , b =

[
b0
b1

]
?
= ĀT s+ e ∈ Zm+1

q

)
and decides if b =

[
b0
b1

]
= (
[
AT

uT

]
s+

[
e0
e1

]
) or V ∼ U(Zm+1

q ).

A initially chooses a∗ = (a∗1, . . . , a
∗
l ) ∈ {0, 1}l.

B chooses S∗1 , . . . , S
∗
l ← U({−1, 1}m×n) and sets Ai = AS∗i − a∗iG,∀i.

B gives A: MPK = (A, {Ai}li=1, u).
At each Keygen(MSK, c) query, we have C(a∗) 6= 0.
B computes SC ← EvalPriv(C, {Ai}li=1, {S∗i }li=1, a

∗) to get SC s.t.

ASC + C(a∗)G ← EvalPK(c, {Ai}li=1)

B uses SC and TG to sample SKC = vC Gaussian s.t. [A|AC ] · vC = u mod q
with distribution DΛuq ([A|AC ]),σ.

Challenge: B chooses µ← U({0, 1}) and sets

ψ∗0 = b0
?
= AT s+ e0

ψ∗i = S∗i
T · b0

?
= S∗i

T · (AT s+ e0) = (Ai + a∗iG)T s+ S∗i
T · e0

ψ∗u = b1 + µ
⌊q

2

⌋
= uT s+ e1 + µ

⌊q
2

⌋
Output: A outputs µ′ ∈ {0, 1}. If µ′ = µ,B returns 1 otherwise 0.
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If b = ĀT s+ e, then CT ∗ = (ψ∗0 , . . . , ψ
∗
l , ψ

∗
u) is distributed as in Game 2.

If b ∼ U(Zm+1
q ), then CT ∗ is statistically uniform over Zq by the LHL
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