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Abstract. The notion of privacy in the probing model, introduced by
Ishai, Sahai, and Wagner in 2003, is nowadays frequently involved to
assess the security of circuits manipulating sensitive information. How-
ever, provable security in this model still comes at the cost of a signif-
icant overhead both in terms of arithmetic complexity and randomness
complexity. In this paper, we deal with this issue for circuits processing
multiplication over finite fields. Our contributions are manifold. Extend-
ing the work of Belaid, Benhamouda, Passelegue, Prouff, Thillard, and
Vergnaud at Eurocrypt 2016, we introduce an algebraic characterization
of the privacy for multiplication in any finite field and we propose a
novel algebraic characterization for non-interference (a stronger security
notion in this setting). Then, we present two generic constructions of
multiplication circuits in finite fields that achieve non-interference in the
probing model. Denoting by d the number of probes used by the adver-
sary, the first proposal reduces the number of bilinear multiplications
(i-e., of general multiplications of two non-constant values in the finite
field) to only 2d + 1 whereas the state-of-the-art was O(d?). The second
proposal reduces the randomness complexity to d random elements in
the underlying finite field, hence improving the O(dlogd) randomness
complexity achieved by Belaid et al. in their paper. This construction is
almost optimal since we also prove that d/2 is a lower bound. Eventually,
we show that both algebraic constructions can always be instantiated in
large enough finite fields. Furthermore, for the important cases d € {2, 3},
we illustrate that they perform well in practice by presenting explicit re-
alizations for finite fields of practical interest.

Keywords. Side-Channel Analysis, Probing Model, Bilinear Complex-
ity, Randomness Complexity, Constructions, Lower Bounds, Probabilis-
tic Method.
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1 Introduction

While most symmetric cryptographic algorithms are now assumed to be secure
against classical black-box attacks (e.g., when the attacker gets the knowledge
of some inputs and/or outputs), their implementation can still be vulnerable to
side-channel attacks. These attacks, revealed by Kocher in the 1990s [19], make
additional use of the physical leakage of the underlying device (e.g., tempera-
ture, power consumption, execution time, ...) during the algorithm execution
to recover the secret key.

These side-channel attacks are actually very powerful both against hardware
and software implementations. In practice, keys from a classical block cipher
can be recovered in a few minutes on many devices. Therefore, there is a huge
need in efficient and secure countermeasures. Among the many ones proposed by
the community, masking (a.k.a. splitting or sharing) [9,16] is probably the most
widely deployed. The main idea is to split each sensitive data, which depends
both on the secret key and on known variables (e.g., inputs or outputs) into d+1
shares. The first d shares are generated uniformly at random and the last one
is computed so that the combination of the d 4+ 1 shares with some group law
* is equal to the initial value. With this technique, the attacker actually needs
the whole set of d + 1 shares to learn any information on the initial value. Since
each share’s observation comes with noise, the higher the order d is, the more
complex the attack is [9,21].

In order to evaluate the security of masking schemes, the cryptographic com-
munity has made important efforts to define leakage models which properly
reflect the reality of embedded devices. In 2003 [18], Ishai, Sahai, and Wagner
introduced the d-probing model in which the attacker can get access to the exact
values of at most d intermediate variables of its choice in the targeted imple-
mentation. While in practice, the attacker has access to the noisy values of all
the manipulated variables, this model may still make sense, since recovering the
exact value of d variables from their noisy observations is exponentially hard in
the order d. Furthermore, it is widely used for its convenience to realize secu-
rity proofs. Ten years later [21], Prouff, and Rivain extended a model initially
introduced by Chari et al. [9], referred to as the noisy leakage model. This time,
the model fits the reality of embedded devices since the attacker is assumed to
get the noisy observations of all the intermediate resultsof the implementation.
However, because it requires the manipulation of noisy data (i.e., real values),
this model is not convenient to make security proofs. Fortunately, Duc, Dziem-
bowski, and Faust [13] exhibited a reduction from the noisy leakage model to the
d-probing model, later improved in practice by Duc, Faust, and Standaert [14].
In other words, they proved that if an implementation is secure in the d-probing
model, then it is also secure in the realistic noisy leakage model for specific
number of shares, level of noise and circuit sizes. This sequence of works makes
the d-probing model both realistic and convenient to make security proofs of
masking schemes. An implementation secure in the d-probing model is said to
satisfy the d-privacy property or equivalently to be d-private [18].
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1.1 Owur Problem

For the large majority of symmetric cryptographic algorithms which manipulate
Boolean values, we naturally protect their implementation using Boolean mask-
ing for which * = &@. Each sensitive data is thus split into d + 1 shares whose
Boolean addition returns the initial value.’

In this context, the protection of linear functions is trivial since they just
need to be applied independently to each share. However, the protection of non-
linear functions is more complicated since the shares cannot be manipulated
independently from each other. Concretely, additional randomness is required to
randomize the computations which manipulate several shares of the same data.
In particular, it is not trivial to evaluate the best way to build such counter-
measures while minimizing the quantity of additional randomness as well as the
number of operations.

The first proposal to perform a d-private multiplication over the finite field
F5 was made by Ishai, Sahai, and Wagner in their seminal paper [18] (further
referred to as ISW multiplication). They achieved d-privacy with d(d+1)/2 ad-
ditional random bits and (d + 1)2 products over Fo. Their multiplication then
became the cornerstone of a sequence of works to build more complex d-private
implementations [3,10,13,14,24]. Their proposal was described to securely com-
pute a d-private multiplication over Fy, but it can actually be transposed to
secure a multiplication over any finite field F, (e.g. [15,24]) (in which case it
requires d(d+1)/2 random field elements and (d + 1) products over F,). Secure
implementation of multiplications over larger finite fields F, (in particular for
finite fields of characteristic 2), is of utmost practical interest to evaluate an
S-box expressed as a polynomial over a such a finite field. For instance, it has
been shown in [24] and [12] respectively that the implementation of the AES
S-box (resp. the DES S-boxes) may be done with 4 (resp. 3) multiplications over
Fas (resp. Fas), instead of several dozens of multiplications over Fy. However,
with the order d growing up in practice for security reasons, this multiplication
remains quite expensive. In particular, it consumes a large amount of random-
ness, which is generated by a physical source followed by a deterministic random
bit generator, and it also requires a large number of multiplications, which are
more expensive than linear operations.

That is why the community started to investigate more efficient d-private
multiplications. Belaid et al. [4] proposed a new d-private multiplication over
the finite field Fy with twice as less randomness while preserving the number
of multiplications. They also proved that any d-private multiplication over Fy
requires at least d random bits and they proved a O(dlogd) quasi-linear (non-
constructive) upper bound for this randomness complexity. Most of their results
can be readily generalized to d-private multiplication over any finite field Fan

9 An alternative is to apply so-called threshold implementations [20]. In [23], Reparaz
et al. have shown that the latter implementations can be built from circuits that
are made secure in the probing model. Thus, any improvement of the complexity of
arithmetic circuits secure in the probing model may lead to complexity improvement
for higher-order threshold implementations.
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of characteristic 2 (except for the lower bound which holds only in Fy). While
their multiplication is d-private, it offers less security than the ISW one since
it does not compose necessarily securely with other private circuits (see below
for formal security definitions). It still can be used in symmetric algorithms to
improve their performances: for instance, in the S-box of the block cipher AES
defined over Fas, three of the four multiplications can be replaced by theirs'®.
Nevertheless, the proposal remains expensive and there is still a huge need in
more efficient d-private multiplications.

1.2 Related Work

Other methods of encoding have been proposed in the literature. The inner prod-
uct masking, proposed by Balasch et al. [2] encodes, over any finite field F,, the
secret as a pair of vectors (L, R) such that the secret equals the inner product
of L and R. In [1], this construction was enhanced by fixing a public value for
L, hence allowing to achieve d-privacy using d + 1 shares. The subsequent ran-
domness and computation complexities for the multiplication are however still
quadratic in d. Another approach, proposed by Prouff, and Roche [22] uses poly-
nomial masking. Based on Shamir’s secret sharing scheme, the secret is viewed
as the constant coefficient of a certain polynomial, whose values when evaluated
at some public points (a;);<q constitute the shares.'*. Though the complexity
for the multiplication of the original proposal is cubic in d, Coron, Prouff, and
Roche [11] achieved a complexity in O(d?log*d) for fields of characteristic 2. The
recent work [17], which aims at achieving higher-order security in the presence
of so-called glitches, is based on ISW multiplication and therefore requires O(d?)
random values and field multiplications. It may moreover be noticed that this
work directly benefits from the improvement proposed in [4] and in this paper.

1.3 Owur Contributions

In this work, we aim to go further in the research of efficient d-private multipli-
cations over finite fields F, (where ¢ is some prime power). Given two sharings
a = (ao,...,aq) € FI' and b = (bo,...,ba) € FIt!, we aim to exhibit an
output sharing ¢ = (¢g,...,cq) € IFZ'H such that

10 We would like to thank Jean-Sébastien Coron who first noted that the AES S-box
defined over Fys achieved d-privacy with up to three d-private multiplications, while
the state-of-the-art only proved d-privacy of this S-box with up to two of them.

1 Tt may be remarked that the inner product masking with fixed public values for L
is very close to polynomial masking, where R plays a similar role as the tuple of
polynomial evaluations and where L plays a similar role as the reconstruction vector
(deduced from the public values (a;)i<a)-
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where the sum and product denote I, operations. The computation of this shar-
ing ¢ should achieve the d-privacy (and actually will achieve a stronger security
notion) with the use of a minimal number of random F, elements and a minimal
number of products in F,.

Extending the work of Belaid et al. [4], we first present an algebraic char-
acterization for privacy in the d-probing model for multiplication in any finite
field. Contrary to the work done in [4] in which the authors limited themselves
to multiplications based on the sum of shares’ products, in this paper, we extend
the possibilities by authorizing products of sums of shares.

As mentioned above, the scheme proposed by Belaid et al. offers less security
than the original ISW proposal since it does not compose necessarily securely
with other private circuits. It is thus necessary to consider new security properties
which strengthen the d-privacy. The introduction of such properties was made by
Barthe, Belaid, Dupressoir, Fouque, Grégoire, Strub, and Zucchini in [3], under
the name of non-interference, tight non-interference, and strong non-interference
(see Section 2 for formal definitions and for a comparison of these notions).

We then propose a novel algebraic characterization for non-interference in
the d-probing model for multiplication in any finite field (and actually for any
bivariate function over a finite field, as long as intermediate resultsare linear in
the randomness and linear or bilinear in the inputs).

Theorem 3.5 (informal). When ¢ > d + 1, a multiplication algorithm is non-
interfering in the d-probing model if and only if there does not exist a set of ¢ < d
intermediate results {p1, ..., p¢} and a Fy-linear combination of {p1, ..., pe} that
can be written as

am M-b+a"-p+v'-b+ 7,

where M € ngﬂ)x(dﬂ), n,v e IF;IH, and 7 € [Fy, and all the rows of the matrix
(M\u) € F((IdJrl)X(dJrz) or the matrix (MT|V) € F((IdJrl)X(dJrz) are non-zero.

We then present two generic algebraic constructions of multiplication circuits
in finite fields (based on this characterization) that achieve non-interference in
the d-probing model. Both constructions are explicit and improve the complexity
of previous proposals and their security is ensured as soon as some matrices
satisfy some precise linear algebraic condition.

The first proposal (Algorithm 4) aims at reducing the number of bilinear
multiplications (i.e., of general multiplications of two non-constant values in the
finite field). The scheme requires only 2d + 1 bilinear multiplications whereas
all previous proposals need O(d?) such multiplications (at the cost of increas-
ing the number of linear multiplications, i.e. multiplications by some constant).
This leads to an important efficiency improvement in practice since bilinear mul-
tiplications over F, cannot be tabulated for ¢ > 26 (such a tabulation indeed
requires log, (¢q)q? bits of ROM memory which is quickly too high for constrained
devices), while multiplications by a constant can often be tabulated as long as
q < 2'0 (such a tabulation indeed requires log,(q)g bits of ROM memory). When
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the processing cannot be tabulated, it must be computed on-the-fly, which im-
plies a non-negligible timing penalty: for instance a multiplication over Fos based
on log-alog tables'? would take around 40 CPU cycles on a classical AVR 8-bit
architecture, while a direct lookup table access only takes 2 cycles (see [6] for
more details about the different time/memory trade-offs for the multiplication
processing). Additionally, our new scheme (Algorithm 4) achieves the strong
non-interference security notion (Theorem 4.3) and composes therefore securely
with other private circuits.

The goal of the second construction (Algorithm 5) is to reduce the random-
ness complexity; it needs only d random elements in the underlying finite field
(improving the non-constructive upper bound O(dlog d) proven in [4]). This con-
stitutes an important improvement both from a theoretical and practical point
of views since the generation of random values on a constrained device may be
very time-consuming. Our second proposal achieves the non-interference security
notion (which is stronger than the privacy notion achieved in [4]).

We show (using the probabilistic method) that both algebraic constructions
can always be instantiated in large enough finite fields (Theorem 4.5 and Theo-
rem 5.4). The second construction is almost optimal (for randomness complex-
ity) since from our algebraic characterization, we can deduce the following lower
bound on the randomness complexity:

Proposition 5.6 (informal). A non-interfering multiplication algorithm in the
d-probing model uses more than [(d — 1)/2] random elements in F,.

With our upper-bound, this proposition shows that the randomness com-
plexity is therefore in ©(d). These asymptotic results provide strong theoretical
insights on the complexity of private multiplication. However, we also show that
our constructions perform well in practice. In particular, for the important cases
d € {2, 3}, that are used in real-world implementations, we present explicit real-
izations of our constructions for finite fields of practical interest (and in particular
for Fos used by the AES). Figure 1 illustrates the randomness complexities of
our constructions compared to the existing ones (left) and their complexity in
terms of number of multiplications (right) for general orders d and small orders.

In terms of performance, we also compared the efficiency of our proposed
constructions with the state of the art [4], for the practical masking orders d €
{2, 3} and the finite field Fos. The simulations have been done on a classical AVR
8-bit architecture; for different timing complexities of randomness generation'?
and of field multiplication, we measured the number of CPU cycles necessary to
run the algorithms.

12 More precisely, the non-zero field elements to multiplied are first represented as
powers of a primitive element o such that z = x X y becomes a° = a®*? with
(z,y,2) = (a®,a’,a®). The mappings z — a®, y — o’ and a® — z have been
tabulated for efficiency reasons. The particular case x = 0 or y = 0 has been treated
with care to not introduce timing dependency.

13 For comparison/testing purpose, we did not call the device random generator but,
instead, simulated the generation by a software code.
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Fig.1: Complexity in number of random elements in F, (left) and on number of
non-linear multiplications (right) in new and existing constructions

For d = 2 and a field multiplication taking 45 CPU cycles,'* the proposal
of [4] is more efficient, as soon as the generation of a random byte takes more
than 7 cycles. In the event where this generation is shorter, our Algorithm 4
(Section 4.1) is better. Algorithm 5 (Section 5.1) is, in this case, always worse
than the state of the art proposal, but it still outperforms Algorithm 4 as soon
as the generation of random takes more than 12 cycles.

When the masking order is d = 3, Algorithm 4 is better when the random
generation takes less than 16 cycles. Then, the algorithm of [4] is better when
this number is lower than 60. Finally, Algorithm 5 outperforms both other con-
structions when the generation takes more than 60 cycles.

Similarly, we ran several simulations studying the impact of the complexity
of the multiplication on our constructions. By fixing at 20 the number of cycles
for the random generation, we observed that Algorithm 4 outperforms state of
the art algorithms when the multiplication takes more than 6 cycles (resp. 93
cycles) for d = 2 (resp. d = 3).

14 This timing corresponds to a code written in assembly and involving log-alog look-up
tables.



8 Sonia Belaid et al.

A comparison of the complexities of state of the art algorithms and our new
proposals can be found in Table 1.1°

15 The complexities count every operation in the expression without any optimization
(e.g., one counts two linear products for computing (£ - 7,7, (§ + 1) - 7) while only 1
is necessary).

Table 1: Complexities of ISW, EC16, our new d-private compression gadget for
multiplication and our specific gadgets at several orders

Complexities [| ISW | EC16 [4]/small cases | Alg.4 [ Alg.5
Second-Order Masking (d = 2)
sums 12 12 / 10 38 12
linear products 0 0/0 8 6
products 9 9/9 5 9
random scalars 3 3/2 9 2
Third-Order Masking (d = 3)
sums 24 22 /20 84 24
linear products 0 0/0 18 12
products 16 16 / 16 7 16
random scalars 6 5/4 21 3
Fourth-Order Masking (d = 4)
sums 40 38 /30 148 40
linear products 0 0/0 32 20
products 25 25 /25 9 25
random scalars 10 8/5 38 4
d**-Order Masking
d(7d+10)/4  (d even) o
sums 2d(d+1) {(7d 1)+ 1)/4 (dodd) 9d° +d |2d(d+1)
linear products 0 0 242 d(d+1)
products (d+1)? (d+1)? 2d+1  |(d+1)?
2
random scalars||d(d + 1)/2 { 5 @’/4+d (deven) 2d? + @ d
(d°—1)/44+d (dodd)
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2 Preliminaries

This section defines notation and basic notions that we use in this paper.

2.1 Notation

For a finite set S, we denote by |S| its cardinality, and by s &S the operation
of picking up an element s of S uniformly at random. We denote by F, the finite
field with ¢ elements. Vectors are denoted by lower case bold font letters, and
matrices are denoted by bold font letters. All vectors are column vectors unless
otherwise specified. The image of the linear map associated to a matrix M is
denoted by im(M). For a vector x, we denote by x; its i-th coordinate and by
hw(x) its Hamming weight (i.e., the number of its coordinates that are different
from 0). When double indexing will be needed, we shall denote by x; ; the j-th
coordinate of the vector x;. For vectors @y, ..., x; in Fy, we denote (1, ..., xs)
the vector space generated by the set {x1,...,x:}.

The probability density function associated to a discrete random variable X
defined over S (e.g., F,) is the function which maps = € S to Pr[X = z]. It is
denoted by {X} or by {X}, if there is a need to specify the randomness source r
over which the distribution is considered.

Throughout the rest of this paper, when not specified, we consider the el-
ements to belong to the finite field I, for some prime power g. Some of our
results require ¢ to be larger than some lower bound that is then specified in the
corresponding statements.

2.2 Arithmetic Circuits and Privacy

An arithmetic circuit C'is a directed acyclic graph whose vertices are input gates,
output gates, addition gates, multiplication gates, or constant-scalar gates (over
F,) and whose edges are wires carrying the inputs/outputs of the operations
performed by the vertices. A constant-scalar gate is parameterized by a scalar v €
Fy, has fan-in 0, and outputs v. A randomized circuit is a circuit augmented with
random-scalar gates. A random-scalar gate is a gate with fan-in 0 that produces
a random scalar in I, and sends it along its output wire; the scalar is selected
uniformly and independently of everything else afresh for each invocation of the
circuit.

For a circuit C, we denote by (y1,y2,...) + C(x1,x2,...) the operation of
running C' on inputs (x1,s,...) and letting (y1,ys2,...) denote the outputs.
Moreover, if C is randomized, we denote by (y1,y2,...) & C(x1,xa,...) the
operation of running C' on inputs (21,9, ...) and with uniform fresh random-
ness. When we will need to specify this randomness we shall use the notation
(y1,y2,...) + C(x1,22,...;7r). Eventually, for any subset P of wires in C, we
denote by Cp(x1,x2,...;7) (or Cp(x1, z2,...) if the randomness is not specified)
the list of values on the wires in P.

We hereafter give a formal definition of the notion of gadget used in prior
works (e.g., [15]).
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Definition 2.1 (gadget). Let n,m be two positive integers and f be a function
from Fy to F7". Let u,v be two positive integers. A (u,v)-gadget for f is an arith-
metic (randomized) circuit C' such that for every tuple (€1, 2, ..., ®,)" € (F4)"
and every randomness v, (Y1,Y2,---,Ym)"  C(x1,T2,...,T,;7) satisfies

;
v v v u u u
E Y1, E Y2,5, s E Ymyg | =1f E 15, E T2y E Ly
=1 =1 i=1 =t =1 i=1

We usually define z; = Z;Zl z;; and y; = Z}):i yi ;. The element z; ; (resp.
y;,;) is called the j-th share of x; (resp. y;).

Let us now define the notion of privacy for a gadget.

Definition 2.2 (d-private gadget). Let n be a positive integer and let f be a
function defined over Fy. Let u and v be two positive integers. A (u,v)-gadget C
for f is d-private if and only if for any set P of d wires in C, the distribution

{Cp(x1,x2,...,xpn;7) | Vi€ {L,...,n}, Zq;zl T = xi}m’m%_“ - is the same
for every (x1,xa,...,2,)" € Fy.

Remark 2.3. In Definition 2.2, we recall that x; denotes the i-th input of f, while
x; represents a sharing of x;.

Remark 2.4. When there is no ambiguity, and for simplicity, the mention of the
privacy order d will sometimes be omitted.

From now on, and to clarify the link with the probing attack model introduced
in [18], the wires in a set P used to attack an implementation are referred as the
probes and the corresponding values in Cp(...;r) as the intermediate results.
To simplify the descriptions, a probe p is sometimes used to directly denote the
corresponding intermediate result. When the inputs w and the circuit C' are clear
from the context, the distribution {Cp (@1, ..., n;7)}, is simplified to {(p),cp}-

2.3 Compositional Security Notions

A (u,w)-gadget for the function f o f’ can be obviously built by composing a
(v, w)-gadget of f and a (u,v)-gadget of f’. However, the composition C o C’ of
two d-private gadgets C' and C” is not necessarily itself d-private. For the latter
to hold, gadget C’ must satisfy a property which strengthens the privacy. The
introduction of such a property has been made by Barthe et al. in [3]. Before
recalling their definitions, we first need to introduce the notion of ¢t-simulatability.

Definition 2.5 (t-simulatability). Let u and v be two positive integers. Let
C be a (u,v)-gadget for a function defined over Fy . For some positive integers {
andt, a set P ={p1,...,pe} of £ probes on C' is t-simulatable, if there exist n sets
I, I, ..., I, of at most t indices in {1,...,u} and a randomized function sim de-
fined from (Ffl)n to ]Ff; such that for any fired tuple (x1, s, ..., ®,) € (FY)", the
distributions {p1,...,pe} (which implicitly depends on (x1,x2,...,xy,), and the
random values used by the gadget) and {sim((x1,)ier,, (X2.i)iclys- -+ (Tn.i)ier,)}
are identical.
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Remark 2.6. The notation sim((z1,)ier,, (X2,4)iclyy- - > (Tni)ier,) Will be sim-
plified to sim(xy,,xy,,..., 2, ). Moreover, depending on the context, we will
sometimes call a t-simulatable set of probes, a set of probes which can be sim-
ulated with at most ¢ shares of each of the n inputs of the gadget (which is an
equivalent definition).

We now provide the notions of security that we will be using throughout the
rest of the paper.

Definition 2.7 (d-non-interference). A (u,v)-gadget C for a function f de-
fined over Fy is d-non-interfering (or d-NI) if and only if every set of at most d
probes can be simulated with at most d shares of each of its n inputs.

Definition 2.8 (d-tight non-interference). [3/ A gadget C is d-tight non-
interfering (or d-TNI) if and only if every set of t < d probes can be simulated
with at most t shares of each input.

Definition 2.9 (d-strong non-interference). A (u,v)-gadget C' for a func-
tion f defined over Iy is d-strong non-interfering (or d-SNI) if and only if for
every set Py of di probes on internal wires (i.e., no output wires) and every set
P, of ds probes on output shares such that di + do < d, the set Py U Py of probes
can be simulated by only dy shares of each of its n inputs.

The d-SNI property is stronger than the d-NI property, which is itself stronger
than the d-privacy property. The relations between all these notions are discussed
in more details below.

2.4 Relations Between Compositional Security Notions

We recall that, from [3], if C' is d-SNI (see Definition 2.9), then it is d-NI (see
Definition 2.7); and if it is d-NI, then it is d-private. But a d-private gadget is not
necessarily d-NT (see the counterexample given in [4, Appendix B]), and a d-NI
gadget is not necessarily d-SNI (see for instance gadgets implementing SecMult
in [24] or Algorithm 3 in [4]). Furthermore, in [4, Proposition 7.4], it is proven
that d-NI and d-TNI are equivalent. These relations are depicted in Fig. 2.

From [3], the composition of a d-TNI (or d-NI) gadget with a d-SNI'¢ is d-
SNI, while the composition of d-TNI gadgets is not necessarily d-NI. This implies
that d-SNI gadgets can be directly composed while maintaining the d-privacy
property, whereas a d-SNI refreshing gadget (which randomizes the shares of
its inputs using fresh random values) must sometimes be involved before the
composition of d-NI gadgets.

16 The inputs of the final gadget correspond to the inputs of the d-TNI one, while the
outputs of the final gadget correspond to the outputs of the d-SNI one.
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SNI TNI NI privacy

\ﬁ/\/\%/

Fig. 2: Relations between privacy, NI, TNI, and SNI

(normal arrows are implications, strike out arrows are separations)

2.5 Case of Study

In this paper, we focus on the construction of efficient d-NI or d-SNI multiplica-
tion gadgets over F, for any order d.

Definition 2.10 (multiplication gadget). A multiplication (u,v)-gadget is
a (u,v)-gadget C for the function f : (a,b) € F(QI —a-belF,.

Remark 2.11. When the sharing orders u and v will be clear from the context,
the term (u,v) will be omitted.

In the sequel, the two inputs of a multiplication (u, v)-gadget C' are denoted

by a and b. Their respective sharings are thus denoted by a = (ag,...,a,_1)" €
Fy and b = (b, .. b 1) € IF;?‘ The output is denoted by ¢ and its sharing
is denoted by ¢ = (cq,...,cpo—1)" € [Fy. We also denote by r = (ri,...,rr)"T €

FqR the vector of the random scalars that are involved in the gadget C. Thus,
any intermediate result, a.k.a. probe, in the evaluation of C' is a function of
aO)'"7a/u—17b07"'7bu—1ar17"~7rR~

3 Algebraic Characterizations

This section aims at introducing algebraic characterizations for the privacy and
the non-interference properties of a multiplication (d + 1,v)-gadget (for some
positive integers d and v) over F,.

3.1 Bilinear Probes and Matrix Notation

For our algebraic characterizations, we focus on specific probes we call bilinear
probes.

Definition 3.1. Let C be a (d + 1,v)-gadget for a function f: F2 — F,. A
bilinear probe p is a probe on C (and thus an expression of ag, ..., aq,b0,- .. ,ba,
T,...,TR), which is an affine functions of a;b;, a;, b; and ry (for 0 < 4,5 <d
and 1 < k < R). In other words, a bilinear probe p can be written as:

a’-Mp-b +a"-p, +v)-b+aol-r+m1,,

(d+1)x (d+1)

where M, € Fy ,mp €FITY v, e FIYY o) € FE, and 7, € F,.

q )

In the following sections we shall say that an expression f(x1,...,&,,r) func-
tionally depends on the variable r if there exists a1, . .., a, such that the function
r+— f(ay,...,an,r) is not constant.
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3.2 Algebraic Characterization for Privacy

We start by a simple extension of the algebraic characterization in [4] to any field
F, and to any function f: Fi — F, instead of just the multiplication function
f(a,b) = a - b (however, please note that our characterization consider only
bilinear probes). We consider the following condition:

Condition 3.1. Let C be a (d+ 1,v)-gadget for a two-input function f: F2 —
F,. A set of bilinear probes P = {p1,...,pe} on C satisfies Condition 3.1 if and
only if there exists a vector A € Fg such that the expression Zle Aip; can be

written as
0

Z/\ipi:aT-M-b—&— am-p 4+ vli-b+ 7,

i=1
where M € ngﬂ)x(dﬂ), JTRS IE‘Z‘H, v e ]Fg“, and 7 € Fy, and such that the
all-one vector uqyy = (1,...,1)T € FI is in the affine space p + im(M) or

v +im(MT), where im(M) is the column space of M.

We point out that, using notation of the above condition, for any set of bilinear
probes P = {p1,...,pe} on C and any A € Fg, the expression Zle Aip; can be
written as

14

Z)‘ipi:aT'MA'b+aT'u>\+Vf\~b+01-r+f>\7 (1)
=1

where My € F,(Idﬂ)x(d“), ux € ]Fg+1 vy € IFZ‘H, o € FqR, and 7y € F,.
Condition 3.1 is therefore equivalent to asking that there exists A € IFg such

that:

)

ox=0 and Ug41 € ([L)\ + im(M)\)) U (l/>\ + 1m(MI\)) .

Theorem 3.2. Let C be a (d+1,v)-gadget for a two-input function f: Fg — Fy.
Let P be a set of bilinear probes on C. Then P satisfies Condition 3.1 if and
only if there exist a(®, b0 oM p() ¢ Fy, such that:

{(D)pep | (a,0) = (@, 6N} #{(P)pep | (a,0) = (@™, 6)} .
That is, the distribution {(p)pep} does depend on the value of (a,b).

The proof essentially uses the same ideas as the proof of Theorem A.1 of [4] and
is detailed in Appendix A.

Remark 3.3. We do not restrict the size of the set P. Furthermore, the proof
does not rely on the correctness property of C.

Corollary 3.4. Let C be a (d+ 1,v)-gadget for a two-input function f: ]F,QI —
Fy. We suppose that any possible probe on C is bilinear. Then, C' is d-private
if and only if there does not exist any set P of d probes on C' satisfying Condi-
tion 3.1.
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Proof. The proof is straightforward from Theorem 3.2. ad

When ¢ = 2 and when f(a,b) = a - b, this corollary is actually equivalent to
Theorem A.1 of [5]. Contrary to this former theorem, we only need to consider
set of exactly d probes, as Condition 3.1 allows for discarding some probes (by
choosing A; = 0). Furthermore, the gadget C has at least 2d + 2 > d possible
probes: ag, ..., aq,bg,...,bq. Thus, any set £ < d probes can be completed into
a set of d probes.

3.3 Algebraic Characterization for Non-Interference

In this subsection, we introduce a novel algebraic characterization for Non-
Interference (NI). We consider the following condition:

Condition 3.2. Let C be a (d+ 1,v)-gadget for a two-input function f: Fg —
F,. A set of bilinear probes P = {p1,...,pe} on C satisfies Condition 3.2 if and
only if there exists X € Fg such that the expression Zle Aip; can be written as

0
> ANpi=aT-M-b+aT-p+vTb+ 7T,

i=1

where M € ngﬂ)x(dﬂ), p e FH v e FIM and 7 € Fy, and such that all

the rows of the matrix (M u) € Ffld+1)x(d+2) (which is the concatenation of
the matrix M and the column vector 1) are non-zero or all the columns of the

(M
matric (VT) € ]Ffldﬂ)x(dﬂ) are non-zero.

We recall that, using notation of the above condition, for any set of bilinear
probes P = {p1,...,pe} on C and any A € Fﬁ, the expression Zle Aip; can be
written as in Equation (1). Therefore, Condition 3.2 is equivalent to asking that
there exists A € Fg such that Zf:l Aip; is functionally independent from any 7
(0 < k < R) and functionally depends on every a; (0 < i < d) or on every b;
(0 < j < d). This condition is therefore quite natural.

Theorem 3.5. Let C be a (d+1,v)-gadget for a two-input function f: IE% — F,.
Let P be a set of bilinear probes on C. Then if P satisfies Condition 3.2, P is
not d-simulatable. Furthermore, if P is not d-simulatable and ¢ > d+ 1, then P
satisfies Condition 3.2.

We point out that the first part of the theorem does not require ¢ > d + 1. As
the second part is used for constructions while the first part is used for lower
bounds, the restriction ¢ > d 4 1 is never an issue in our paper.

Proof. Let us start by proving the first direction, the second being more complex.
Direction 1: Left to right. Let us assume that there exists aset P = {p1,...,p¢}
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of probes that satisfies Condition 3.2: that is, there exists A € F g such that the

’ .
sum 22:1 Aip; can be written as:

¢
s:Z)\Z-pi:aT-M-b—i—aT-u—i—l/T-b ,
i=1
and, without loss of generality (up to inverting the roles of a and b), such that
all the rows of the matrix M’ = (M u) € ngﬂ)x(dH) are non-zero, meaning
that s does functionally depend on every a; but does not functionally depend on
any r;.

Then, assume that the set P can be simulated knowing at most d of the a;’s,
e.g., using only ay, ..., aq, and let us further assume that the simulator has access
to all the b;’s. That is, there exists a randomized function sim that takes as inputs
(a1,-..,aq) and (bp,...,bq) such that the distribution sim(ay,...,aq, by, ., bq)
is exactly the same as the distribution P.

Since s functionally depends on ag, there exist specific values aq,...,aq,
b, ..., bq such that the function:

flar,aa,bosbiyeipa): @0 a’ - M -b+a’ - p+vT-b

is not constant, by definition of s functionally depending on ag.

Therefore, since sim(ay, ..., aq, bo, - . ., bq) does not depend on ay, it is impos-
sible that it perfectly simulates the distribution P. This implies that one cannot
simulate such a set of probes with at most d shares of each input and concludes
the proof of this first direction.

Direction 2: Right to left. Let us now consider a set P = {p1,...,p¢} of
bilinear probes that cannot be simulated with at most d shares of each input.
Probes in P being bilinear, any linear combination of these probes can be written

as
14

sA:Z)\Z-pi:aT-M,\-b+aT-u>\+V1-b+a;~r ,
i=1
by definition. We want to show that, since P cannot be simulated with at most
d shares of each input, there exists a particular A such that o) = 0 and all the

M
rows of (M>\ [J,)\) are non-zero or all the columns of ( l/T)\) are non-zero.

A
Let us consider the matrix S € F{*® whose coefficients s; ; are defined as

s;,; = a if and only if p; can be written as ar; 4 z; where z; does not functionally
depend on r;. That is, if we write p; = aT-Mp, -b+aT - pu; + 1437 -b+ 55,7 -7,
the i-th row of S is sp, 7. We can permute the columns of S and the rows of r
such that a row reduction on the matrix S yields a matrix of the form:

g’ — Ote—t Ot r—p+t
I, , S

It is clear that since the distribution {p1,...,pe} cannot be simulated with at
most d shares of each input, we have ¢ > 0. Indeed, otherwise we can simply
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simulate all probes by uniformly random values (and thus do not even need shares
of the input). Let N be the invertible matrix in F;** such that N - S = §’. We
write (p},...,p;)T = N - p. Then, the distribution {p},...,p,} also cannot be
simulated with at most d shares of each input. In addition, for ¢ < i < ¢, p]
does functionally depend on r; and no other p;- does functionally depend on 7;
(due to the shape of S’). Therefore, it is immediate that these probes can be
simulated by setting them to uniformly random values, and thus the distribution
{p},...,p,} also cannot be simulated with at most d shares of each input.

We remark that (p), ..., p}) does not functionally depend on any random bit,
due to the shape of §’. Therefore, for each 1 < ¢ < ¢, we can write:

pi=a’-M]-b+a” -p,+vT-b,

for some matrices M € ngH)X(dH) and vectors pf,v] € ]Fg“. Clearly, up

to switching to roles of a and b, this implies that for any a;, i € {0,...,d},
there exists j € {1,...,¢} such that p, functionally depends on a;, otherwise one
can simulate all the p/’s with at most d shares of a, and then one can simulate
P={p1,...,pe} as well.

We then just need to show that there exist A € Ffl such that Z§=1 ;- Pl satis-
fies Condition 3.2. This is actually immediate as soon as ¢ > d+1: fori =0,...,d,
the set H; = {A € F! | S \ipl, does not functionally depend on a;} is a sub-
space of Ffl, and thus we just need to prove that there exists A € IFZ \ UL Hs,
which is true as soon as g > d+ 1. This concludes the proof of Theorem 3.5. 0O

Remark 3.6. As for Theorem 3.2, we do not restrict the size of the set P in
Theorem 3.5. Furthermore, the proof does not rely on the correctness property
of C.

Corollary 3.7. Let C be a (d+ 1,v)-gadget for a two-input function f: ]F3 —
F,. We suppose that any possible probe on C' is bilinear. If ¢ > d + 1 and there
does not exist any set P of d probes on C' satisfying Condition 3.2, then C' is
d-NI. Furthermore, if C is d-NI, then there does not exist any set P of d probes
on C' satisfying Condition 3.2.

Proof. The proof is straightforward from Theorem 3.5. a

4 Construction with a Linear Number of Bilinear
Multiplications

Let us now show our generic d-SNI construction with a linear number of bilinear
multiplications (i.e., multiplications by a value which is not constant), in the
order d. The construction is in two steps. We first construct a d-NI multiplication
(d+1,2d+1)-gadget. In other words, our first construction outputs 2d+1 shares
instead of d + 1. We then show how to compress these 2d + 1 shares into d + 1
shares to get a d-SNI multiplication (d + 1,d + 1)-gadget, using the gadget
SharingCompress from the Appendix C.1 of [8], that we recall and prove to be
d-SNI (while it was only proved d-NT in [8]).17

17 NT is called perfect probing security in [8].
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We start by presenting the generic construction and its security proof. The
first part of our construction uses a matrix v € ng‘i satisfying some conditions.
That is why we then show that such a matrix exists for any d when ¢ is large
enough (but we only prove that ¢ being exponential in dlogd is sufficient) using
the probabilistic method. We conclude by explicitly constructing matrices « for
small values of d.

4.1 Construction

Construction with 2d + 1 output shares. Let v = (7i),<; j<4 € Fa*4 be
a constant matrix and let § € IB‘ZXd be the matrix defined by §; ; =1 — ;.

The main idea of our construction with 2d + 1 output shares is to remark
that:

d d
a-b= (ao + Z(Ti + al)> . <b0 + Z(Si + bz))

i=1
d

d d d
—ZH~ b0+2(5i7j8j+bj) —Zsi . ao+Z(7i,j7‘j+aj)
=1 =1

j=1 j=1

ifa= Z?:o a; and b = Z;l:o bj. On the right-hand side of the above equation
there are only 2d + 1 bilinear multiplications.

We can then construct a multiplication (d + 1,2d + 1)-gadget which out-
puts the following 2d + 1 shares (the computation is performed with the usual
priorities: parenthesis first, then products, then from left to right):

® = (ao + Y0 (ri+ ai)) : (bo + Y0 (si+ bz‘));
® C; = —T;- (bo + Z;l:l(éi’jsj + bj)), for i = ]., e ,d;
® Ciig=—5" (ao + Z?ﬂ(’)’z}ﬂj + aj)), fori=1,...,d.

The corresponding gadget is given in Algorithm 1 and is clearly correct.

However, the latter gadget has two issues. First, it outputs 2d 4+ 1 shares
instead of d + 1. Second, it is obviously not secure for every matrix . For
example, if v is a matrix of zeros or the identity matrix, the gadget is clearly
not d-private, let alone d-NI or d-SNI. Actually, it is not even clear that there
exists a matrix « for which the gadget is private. Let us now deal with these two
issues.

From 2d 4 1 output shares to d 4+ 1. For the first issue, we use the gadget
SharingCompress from the Appendix C.1 of [8] to compress the shares ¢y, .. ., cag
into d + 1 shares. We recall this gadget with generic bounds k and ¢ in Algo-
rithm 2.

Proposition 4.1. The gadget SharingCompress[k : {] depicted in Algorithm 2
is (¢ —1)-SNL
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Algorithm 1 ExtendedMult

Require: a = (ao,...,aq),b = (bo,...,baq)
Ensure: ¢ = (co,...,c2q) such that Z?io ci = (ijo ai) - (ijo bi)
T ap; y<+ bo
for i =1 to ddo
Ci < bo
Ci+d < Qo
for j =1toddo
Sj (iIFq
T (i]Fq
t < 6i58; +b;
ci ¢+t
y<y+(s;+b))
b Yigri +ay
Citd ¢ Citd +1
z <z + (r; +aj)
Ci < —Ti - C;

Citd £~ —8i* Citd
co+ Ty
return (co,c1,...C2q)

This proof is given in Appendix B. From this proposition, we deduce that the
instance SharingCompress[2d + 1 : d + 1] that we need is d-SNI.

Finally, the full gadget with a linear number of bilinear multiplications is
depicted in Algorithm 4. It essentially calls Algorithm 3 (with an additional
share equals to zero) which handles the special case where the number of input
shares is twice the number of output shares.

As we are composing the gadget SharingCompress with our multiplication
gadget above, we need to prove that the former gadget satisfies a security prop-
erty which behaves well with composition. In [8], only d-NI (called perfect prob-
ing security, in the latter paper) is proven which does not behave well with
composition. That is why we prove instead the stronger Proposition 4.1 in Ap-
pendix B.2.

Conditions on v and §. As mentioned before, the construction is completely
insecure for some matrices =y, such as the matrix of zeros. Let us now exhibit
necessary conditions for the scheme to be d-NI.

The probes involving only the a;’s and the r;’s'®

are of the following forms:

® i, Ty, Ty Qiy V5T ViaTi + Qi (for 0<i<dand 1<j< d)
® ap+ Zle(m +a;) (for 1 <k < d),
o ag+ X5 (iri +a;) (for 1< j<dand 1 <k <d).

18 By probes involving only the a;’s and the r;’s, we mean probes that do not func-
tionally depend on any b; nor any s;.
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Algorithm 2 SharingCompress|k : ¢] from [8, Appendix C.1]

Require: k-sharing (i),
. - ¢
Ensure: (-sharing (y:),.;., such that Zi:l Y=
K+ ([k/0) o
for j=k+1to K do
Tj 0
for j =1 to ¢ do
Yj < Tj

k

i=1 Ti

forjzlto%do

(y1,-..,ye)  SharingCompress(2€ : £](y1, - .. ye, Tjeq1, - Tjese)
return (y1,...,ye)

Algorithm 3 SharingCompress[2¢ : ¢] from [8, Appendix C.1]

Require: 2¢-sharing (“’i)lgigu
Ensure: {(-sharing (v;),,., such that Zle yi=>.
for i =1 to ¢ do T
for j =i+ 1 to ¢ do

2¢

i=1 T

rig & Ty
for i =1 to ¢ do
’UZ'(—O

for i =1 to £ do
for j=1toi—1do
Vi <= Vi — T
for j =i+ 1to ¥ do
Vi < U + 715
fori=1to ¢ do
Yi < Ti + v

Yi < Yi + Tipe
return (yi,...y¢)

Algorithm 4 Construction with a Linear Number of Bilinear Multiplications

Require: a = (ao,...,aq),b = (bo,...,baq)

Ensure: ¢’ = (c{,...,c};) such that E?:o ci = (Ej:o a;) - (Zj:o bi)
(coy . .. c2q) + ExtendedMult(a, b)
(cp, - --cjj) + SharingCompress[2d + 1 : d + 1](co, - . . c24)
return (cy,cl,...ch)
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Thanks to Theorem 3.5, a necessary condition for d-NI is that there is no linear
combination of at most d of these expressions, which do not functionally depend
on any r; but which does depend on all the a;’s.

The probes involving only the b;’s and the s;’s are similar except that a;,
r;, and ;,; are replaced by b;, s;, 0;; respectively. A similar necessary condition
can be deduced from Theorem 3.5.

Formally, let us introduce a first necessary condition on the matrix ~.

Condition 4.1. Let £ = (2d +4) - d + 1. Let I € F&*? be the identity matriz,
0pxn € FJ™ be a matriz of zeros (when n = 1, Opyxy is also written 0.y, ),
Linxn € FZ*™ be a matriz of ones, D~ j € Fng be the diagonal matriz such
that Dy jii = V46, Ta € Fng be the upper-triangular matrix with just ones, and
T, ; € F¥* be the upper-triangular matriz for which Ty j;, = v;q for i < k.
In other words, we have:

01 0 0 72 0
Ii=1. o D,,; = . . .
0...01 0 ... 0 74
11 .1 Y5,1 V4,1 - V4,1
01 1 0 72 V2
Td: . T’ij: : . .
0... 01 0 ... 0 va

We define the following matrices:

L — 1 01><d 01><d led 01><d . 01><d 11><d 11><d 11><d
0q | Iq |Ogxa| Iq | Ia I, | Ty | Ty .| Ty
M=( 04 |04xq| Iq | I |Dya| ... |Dya| Ta |Tya1| .. [Tvya)

Condition 4.1 is satisfied for a matrix v if for any vector v € Ff; of Hamming
weight hw(v) < d such that L-v contains no coefficient equal to 0 then M -v # 0.

Let us explain how this condition was constructed. The rows of L correspond
to ag,...,aq. The rows of M correspond to r1,...,r4. Any linear combination
of the probes involving only the a;’s and the r;’s can be written as

(agy-.. aq) L-v+(r1,...,rq) - M -v .
Hence the above condition.

Remark 4.2. If all the vectors v € F!, of Hamming weight hw(v) < d were
considered, this condition would be equivalent to saying that the linear code
of parity-check matrix M has minimum distance at least d. However, as we
only consider vectors v such that additionally L - v contains no coefficient equal
to 0, this simple relation to codes is not true. We remark however that if the
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linear code of parity-check matrix M has minimum distance at least d, then the
condition would be satisfied. Unfortunately for us, this code clearly has minimum
distance 1, as it contains the vector (1,0,...,0)T € Ff;. That is why we cannot
naively use classical coding theory results to prove the existence of a matrix -
satisfying Condition 4.1.

We remark that the same necessary condition should hold for the matrix §
by symmetry between a;,r;,v and b;, s;, 8. Therefore, the formal condition we
are considering is the following.

Condition 4.2. Condition 4.2 holds (for a matrix v € F¢*9) if Condition 4.1 is
satisfied for both v and &, where § € ng‘i is the matriz defined by 0; ; = 1 —y;;.

4.2 Security Analysis

We have shown that Condition 4.2 is necessary for our gadget (Algorithm 4) to
be d-NI. The next theorem shows it is also sufficient for it to be d-SNI.

Theorem 4.3. If v € Fng satisfies Condition 4.2 and if ¢ > d + 1, then
Algorithm 4 is d-SNI.

To prove this theorem, we use the following lemma.

Lemma 4.4. Let P be a set of t probes in Algorithm 1 such that t < d. Then,
there exists a set Q1 of at most t probes involving only the a;’s and the r;’s and
a set Q2 of at most t probes involving only the b;’s and the s;’s, such that the
set P can be simulated by the probes in Q1 U Q2.

Proof (Lemma 4.4). We list hereafter all the possible probes in Algorithm 1. We
gather them by sets for the needs of the proof.

Set 1: a;, ry, 7y + a;, VT, V4T + a;, (for 0 <i<dand1<j<d);

Set 2: ag + Zle(ri +a;) (for 1 <k <d);

Set 3: a¢ + Zle(yj,iri +a;) (for1<j<dand 1<k <d);

Set 4: b;, s;, s; + b;, 5]‘71'81', (5j,isi + b;, (fOI" 0<i<dand 1<j< d),

Set 5: by + 3¢, (si + b;) (for 1 < k < d);

Set 6: by + Ele(éj)isi +b) (for1<j<dand1<k<d);

Set 7: —r; - (bo + ijl(éiyjsj + bj)> (for 1 <14 <d);

Set 8: —s; - (ao + Zj:l(%',jrj + aj)) (for 1 <i < d);

Set 9: (ao + X0 (rs + @) - (bo + X0, (s + by).

Let us now consider a set P of ¢t probes among the listed ones. We initialize two
sets @1 and )2 to the empty set and show how to fill them with at most ¢ probes
involving only the a;’s and the r;’s for Q1 and at most ¢ probes involving only

the b;’s and the s;’s for Q2 in such a way that P can be perfectly simulated by
probes of @1 U Q.
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For all the probes of P which belong to Sets 1 to 3, then we add them
directly to @7 since they only depend on a;’s, ;’s and constants. Similarly, for
all the probes of P which belong to Sets 4 to 6, then we add them directly to
@2 since they only depend on b;’s, s;’s and constants. For P’s probes belonging
to Set 7, we add probe —r; to Q1 and by + Z?:1(5i,j3i + b;) to Q2. For P’s
probes belonging to Set 8, we add probe —s; to ()2 and ag + ijl(%,jm +a;)
to Q1. Finally, for probes of P from Set 9, we add ag + Zgzl(ri +a;) to Q4
and by + Zle(si +b;) to Q2. Since for each probe of P, at most one probe was
added to @1 and at most one probe was added to @9, it is clear that after all
the ¢t probes of P are processed, Q1 and Q) contain at most ¢ probes each.

Let us now prove that all the probes of P can be perfectly simulated by the
probes of @1 U Q2. For probes of P belonging to six first sets, the exact same
values were added to @ (for the three first sets) or Q2 (for Set 4 to 6) thus
the simulation is trivial. For probes of P in Set 7, —r; was added to @; and
bo + Z;{:l(éi,jsi + b;) to Q2. The multiplication of these two probes perfectly
simulate the initial probe of P. The same conclusions can be made for probes of
P in Sets 8 and 9 since each time probes were added to @ and ()2 so that their
product corresponds to the initial probe of P. a

Proof (Theorem 4.3). From Lemma 4.4, any set P of t < d probes in Algorithm 1
can be perfectly simulated by probes of two sets Q1 and Q2 of cardinal at most
t and containing probes involving only the a;’s and the r;’s for Q; and probes
involving only the b;’s and the s;’s for Q5.

From Condition 4.2, any combination of the ¢ probes of @1 either depend
on strictly less than ¢ a;’s or it is functionally dependent on at least one r;.
Thanks to Theorem 3.5 and the fact that ¢ > d + 1, the ¢ probes of @)1 can be
perfectly simulated using at most ¢ shares a;. The same statement can be made
for the probes of Q5. Therefore, from Lemma 4.4, any set of ¢ < d probes on
Algorithm 1 can be perfectly simulated by at most ¢ shares a; and ¢ shares b;,
which proves that Algorithm 1 is d-TNI.

Since from Proposition 4.1, SharingCompress[2d + 1 : d + 1] is d-SNI, from
the composition theorems established in [3], Algorithm 4 is d-SNI. a

4.3 Probabilistic Construction

In order to prove the existence of a matrix v which satisfies Condition 4.1 for ¢
large enough (but only exponential in dlog d), we state Theorem 4.5 that makes
use of the non-constructive “probabilistic method.” More precisely, we prove that
if one chooses 4 uniformly at random in Fng, the probability that the matrix
~ satisfies Condition 4.2 is more than zero, when ¢ is large enough. The proof
of Theorem 4.5 uses probability but the existence of a matrix v which satisfies
Condition 4.2 (for g large enough) is guaranteed without any possible error.

Theorem 4.5. For any d > 1, for any prime power q, if v is chosen uniformly
n Fng, then

Prly satisfies Condition 4.2 >1—2-(12d)*-d-q~" .
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In particular, for any d > 1, there exists an integer @ = O(d)d+1, such that for

any prime power q > @, there exists a matriz v € FZXd satisfying Condition 4.2.

As when ~ is uniformly random, so is &, Theorem 4.5 immediately follows
from the following proposition and the union bound.

Proposition 4.6. For any d > 1, for any prime power q, if v is chosen uni-
formly in Fng, then

Prly satisfies Condition 4.1 > 1 — (12d)" -d-q~" .

In particular, for any d > 1, there exists an integer @ = O(d)d+1, such that for
any prime power q > @, there exists a matriz v € FZXd satisfying Condition 4.1.

The proof of this proposition is very technical and is provided in Appendix C.

Remark 4.7. Note that the constants in the previous proof are not the best
possible and can be improved. In the following, we present explicit constructions
for small values of d.

4.4 Small Cases

We show here the instantiation for d = 2. The case for d = 3 is similar and is
provided in details in Appendix F.

Let d = 2. Let us now explicitly instantiate our construction for any non-
prime field F,[X]/P(X) where P(X) is a polynomial of degree k, k > 2. A
possible instantiation is:

(X X+1 s_(—X+1 X
T=lx+1 o x )0 270 —x —x+1

The computed shares are hence:

co = (ap + (r1 +a1) + (r2 + az)) - (bo + (51 + b1) + (52 + b2))
[ 5 b0+(( +1)81+b1)+(—X82+b2))
Cop = —T9- b0+ X81+bl)+((—X+1)82+bg))

(

(bo + (-
C3 — —S81 (ao —+ (X'f'l —+ (ll) ((X + ].)T'Q —+ ag))
Cy :—52'(a0+((X+1)7’1+a1) (XT2+(12))

Let us now prove that this scheme satisfies Condition 4.2. Let us consider
the matrices L and M as defined in Condition 4.1:

10 0j0 0j0 OJO0 O 0 01 1|1 1
L= ( 0/1 0|0 Of1 O|1 O 1 01 11 1
0/0 1]0 0|0 1|0 1 0 1(0 1]0 0 1
M — 0|0 0|1 0|1 0|X O |X4+10]1 1|X X |X+1X+1
“\L0l0 0|0 1|0 1|0 X+1] 0 X|0 1|0 X+1|] 0 X
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We will prove that, for any vector v such that hw(v) < 2, it holds that if
M - v =05, then L - v has a 0 coefficient.

Let us start by the case hw(v) = 1. If M -v = 05, the only non-zero coefficient
of v clearly must be in one of the first 1 + d = 3 coordinates. Denote by i
the index of this coefficient. Since ¢+ < 3, from the definition of L, we have
L v =I5 (v1,v2,v3)7, and thus its i-th coefficient is equal to the non-zero
coeflicient of v but the two other coeflicients of L-v are equal to 0. This concludes
this case.

Let us tackle the case hw(v) = 2. Note that L - v hence corresponds to a
linear combination of exactly two columns of L. By construction of L, all first
columns (until the occurrence of T'y) are of Hamming weight 1. Consequently,
for L - v to have only non-zero coefficients, at least one of the 3-d = 6 last
coordinates of v must be non-zero. The corresponding columns of L have two
possible values : (1, LO)T or (1,1, l)T. Let us consider the cases where one
coordinate of v corresponding to a column (1, 1,0)T is set. The corresponding
column in M is of the form (a,O)T, where o can be 1, X, X + 1. In order for
L - v to have only non-zero coefficients, the other non-zero coordinate of v must
correspond to a column of L where the last coefficient is non-zero. However,
for all of these columns, the corresponding column of M is always of the form
(\, B), with 8 # 0, in which case M - v # 04. It just remains to consider the case
where one non-zero coordinate of v corresponds to a column (1,1, 1)T of L. The
corresponding columns in M can be (1,1) ", (X, X +1)", or (X +1,X)". Note
that for no other column in L one can retrieve a corresponding column in M
whose coefficients are both non-zero. Consequently, both non-zero coordinates of
v must correspond to columns (1,1, 1)T of L. Since no two vectors among (1, 1),
(X,X 4+ 1), and (X + 1, X) are proportional, then we always have M - v # 0.

The exact same reasoning can be held for §, since no two vectors among
(1,1), (X +1,-X), (=X,—X + 1) are proportional.

5 Construction with Linear Randomness Complexity

In this section, we describe a construction that only requires a linear randomness
complexity. That is, our (d + 1,d + 1)-gadget only uses d random scalars. In
particular, our construction breaks the linear bound of d + 1 random scalars (for
order d > 3) proven in [4]. There is no contradiction since this lower bound is
proven only in Fy. Our construction is described below and once again makes
use of a matrix of scalars that needs to satisfy certain properties, as explained
later in this section.

5.1 Construction

Construction. Let v = (v, j)o<i<d € Ff}dH)Xd

1<j<d
rows instead of d for the previous construction).

be a constant matrix (with d+1
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Following the previous gadget with the objective of minimizing the random-
ness complexity, we can construct a multiplication (d + 1,d + 1)-gadget which
outputs the shares (co, ..., cq) defined as follows:

d
ci = agh; + »_ (Vi + ajbi),

J=1

for 0 < i < d. The gadget is formally depicted in Algorithm 5 and is correct
under the condition that for any 0 < j <d,

d
> i =0
=0

Algorithm 5 New Construction with Linear Randomness

Require: a = (ao,...,aq),b = (bo,...,baq)
Ensure: ¢ = (co, ..., cq) such that ijo ci = (Zj:o a;) - (ijo b;)
for i=1tod do
C; < aobi
for j =1toddo
$
rj < Fq
for i =0 to d do
ci + ci+ (Vi +a;bi)
return (co,...,cq

We remark that if this construction is secure, it breaks the randomness com-
plexity lower bound of d+ 1 random bits proven in [4] when ¢ = 2. Furthermore,
it is the first construction with a linear number of random scalars (in d). Previ-
ously, the construction with the best randomness complexity used a quasi-linear
number of random scalars [4].

However, as for our construction in Section 4.1, the construction is clearly
not secure for every matrix «. For example, if -y is a matrix of zeros, the gadget
is clearly not private, let alone NI or SNI. Actually, it is not even clear that there
exists a matrix -« for which the gadget is private. We prove in the following that
this is indeed the case if the finite field is large enough and we provide explicit
choices of the matrix « for small orders d € {2,3} over small finite fields.

Condition on ~. Similarly to Section 4.1, the following condition is necessary
for the above construction to be d-NI.

Condition 5.1. Let £ = (2d +4) - d+ 1. Let I € F&*? be the identity matriz,
Opxn € FJ'™™ be a matriz of zeros (when n = 1, Oy, xp s also written 0,y,),
Linxn € FZX™ be a matriz of ones, D~ ; € ]Ff]le be the diagonal matriz such
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that D~ jii = Vi, Ta € ng‘i be the upper-triangular matriz with just ones,
T,,; < Fng be the upper-triangular matriz for which Ty ;i = Vi for i < k.

Let wy,...,wq be (d+ 1) indeterminates and we consider the field of rational
fractions Fy(wo, . ..,wq). In other words, we have:
10 ...0 V4,1 0 ... 0
01 0 0 72 0
La=1. . . Dyi=1 . o
0...01 0 ... 0 74
11 ...1 V5,1 Vi1 - V41
01 1 0 V4,2 V4,2
Ta=|. . . Tyi=1 . o
0...01 0 ... 0 g

We define the following matrices:

I — 1 |01xq|01xd|01xd|01xd| -+ |O1xd|wolixa|wilixdg walixa
04 | I |Ogxq|wolg|wily walq| woTq | wiTyq waT'g
MI:( 04 ‘ded‘ I, ‘D%O‘Dml‘ ‘D%d‘ Ty ‘ Ty, ‘ ‘ Tya )

where L' € Fy(wo, . .. 7wd)(d+1)xe and M’ € IFZ”.

Condition 5.1 is satisfied for a matrix « if for any vector v € IE‘f; of Hamming
weight hw(v) < d such that L’ -v contains no coefficient equal to 0 then M’ -v #
0g4.

5.2 Security Analysis
Lemma 5.1. Each probe contains at most one share b; of b.

Proof. A probe can only target the partial expression of an output or an entire
output. In this construction, each output ¢; is built with a single share b; of b.
Therefore, a probe can contain at most one such share. a

Corollary 5.2. Any set of at most d probes contains at most d shares of b.

Proposition 5.3. The above construction with d random scalars is d-NI, if ~
satisfies Condition 5.1.

Proof. From Condition 5.1, any combination of at most d probes in our construc-
tion is either functionally dependent on at most d shares a; or on at least one
random scalar. Furthermore, using in addition Corollary 5.2, any combination
of at most d probes is functionally dependent on at most d shares b;. Therefore,
thanks to Theorem 3.5 and the fact that ¢ > d + 1, the construction is d-NI. 0O



Private Multiplication over Finite Fields 27

5.3 Probabilistic Construction

As in the previous section, in order to prove the existence of a matrix « which
satisfies Condition 4.2 for ¢ large enough (but only exponential in dlogd), we
state Theorem 5.4 that makes also use of the non-constructive “probabilistic
method.” Its proof is detailed in Appendix E.

Theorem 5.4. For any d > 1, for any prime power q, if v is chosen uniformly
-y € FédH)Xd under the condition that Z?:o vi,; =0 for 0 <i <d, then

Prly satisfies Condition 4.2 > 1 —d(d + 1) - (12d)* - ¢!

In particular, for any d > 1, there exists an integer Q = O(d**?), such that for
any prime power q > @Q, there exists a matriz v € Fng satisfying Condition 5.1.

5.4 Small Cases

We show here the instanciation for d € {2, 3}.

d = 2. Let d = 2. Let us now explicitly instantiate our construction for any
non-prime field F,[X]/P(X) where P(X) is a polynomial of degree k, k > 2.

1 X
v = X 1
-X-1-X-1

The computed shares are hence:

® (o :a0b0+(1~r1 +a1b0)+(X~r2+a2b0)
® (1 :a0b1+(X~r1+a1b1)+(1~r2+a2b1)
® (Co = aobg + ((—X — 1) -ry+ albg) + ((—X — 1) “To + agbg)

Let us now prove that this scheme satisfies Condition 5.1. The reasoning is
similar to the proof in Section 4.4.

In order for M’ -v to be null, and for L’ - v to be of full Hamming weight, we
observe that the two non-zero coefficients of v must correspond to two columns
of full Hamming weight of M’. However, no two vectors in (1, X), (X, 1), (—X —
1,—X — 1) are proportional. This ensures that Condition 5.1 is satisfied for ~.

d = 3. Let d = 3. Let us now explicitly instantiate our construction for any
non-prime field F,[X]/P(X) where P(X) is a polynomial of degree k, k > 4. A
possible instantiation is:

1 X X+1
1 x4 X
Tl X+1 X?4+X+1

1X24+X4+1 X+1

The computed shares are hence:
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o co=agby+ (1-7m1 + arby) + (X - ro 4+ azbo) + (X + 1) - r3 + asbo)
o ¢ =apby + (171 +aiby) + (X2 + 1) -rg + agby) + (X - r3 + azby)
o co =agby+ (1-7m1 +aibe) + ((X +1)-r2+asgbe) + ((X?+ X +1) 73 +agbe)
o c3=apbs+ (1-r1+arbs) + (X2 +X +1)-r9+aghz) + (X +1)-r3+asbs)

Let us now prove that this scheme satisfies Condition 5.1. The reasoning
is similar to the proof in Section 4.4. We check the non-proportionality of the
relevant vectors (1, X, X + 1), (1, X2+ 1,X), (1, X + 1, X2+ X +1),(1, X% +
X +1,X 4+ 1), and finish by computing all left determinants using a computer
algebra system. It follows that this construction satisfies Condition 5.1.

5.5 Lower Bound

Let us now show a lower bound on the randomness complexity of d-NI multipli-
cation gadgets satisfying the following condition.

Condition 5.2. A multiplication gadget satisfies Condition 5.2 if the output
shares are affine functions (over Fy) of the products a;b; and of the input shares
a; and b; (coefficients of the affine functions may depend on the random scalars).
In other words, each output share ¢; can be written as (possibly after expansion
and simplification):

ci=a’ - M(r)-b + a"-p(r) + vi(r)-b + n(r),

where M;(r) € ]Fédﬂ)x(dﬂ), pi(r) € FI vi(r) € FItt, and 7i(r) € Fy are
arbitrary functions of the vector r € FqR of random scalars.

This condition is very weak. In particular, it does not restrict output shares
to be bilinear and do not restrict internal values of the circuit at all. All the d-NI
multiplication gadgets we know [4,10, 18, 24] including the ours in Sections 4.1
and 5.1 satisfy this condition. We first need the following lemma.

Lemma 5.5. Let U € ]Fédﬂ)x(dﬂ) be the matriz of ones. Let M, M’ be two

matrices in ]FédH)X(dH) such that M + M’ = U. Then all the columns or all
the rows of M, or all the columns or all the rows of M’ are non-zero.

Proof. Let us prove the lemma by contraposition. We suppose that both M and
M’ have a column of zeros and a row of zeros. Let us suppose that the i-th
row of M is a zero row and the j-th column of M’ is a zero column. Then
Mi,j:Mi”j:O;«élemandM—i—M’;éU. O

We can now state our lower bound.

Proposition 5.6. Let C be a d-NI multiplication gadget satisfying Condition 5.2.
Then C uses more than | (d —1)/2] random scalars (i.e., R > d/2).

A d-NI multiplication gadget satisfying Condition 5.2 thus requires a linear
number of random scalars in d. We recall our construction in Section 5.1 uses d
random scalars, which is linear in d.
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Proof. Let us suppose that C' uses only R < [(d — 1)/2] random scalars. Let
k = |d/2]. Let us construct a set of probes which cannot be simulated by at
most d shares of each input a and b. As C satisfies Condition 5.2, we can write:

Co+"‘+0k:aT'M(r)’b + CLT'/J,(’T') + VT("')'b + T(’l"),
Ck+1+..._|_cd:a,T-Ml(’l")'b + aT~[,L’(T) + U,T(’I")-b + T/(T'),

where M (r), M'(r) € IE‘((IdH)X(dH), p(r), mu(r) € FIH v(r),v(r) € F&, and
7(r),7'(r) € F, are arbitrary functions of the vector 7 € FF of random scalars.

Let U € ng+1)x(d+1) be the matrix of ones. As Zj:o ci=ab=aT-U- -bby
correctnesss of C', we have M (r) + M’(r) = U. In particular, when » = 0 (for
example), Lemma 5.5 ensures that ¢y + -+ + ¢ or ¢xy1 + - - + ¢4 functionally
depends on every a; (0 < i < d) or on every b; (0 < j < d). Therefore, one of the
following set of probes cannot be simulated by at most d shares of each input a
and b:

{r1i,...,rr,coy-.-yck} and {ri,...,TR,Cht1,-.-,Cd} -

We conclude by remarking that R+(k+1) < [(d—1)/2|+|d/2]+1 < d, as either
d—1or dis odd and so either | (d—1)/2| < (d—1)/2—1or |d/2]| <d/2-1. O
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Appendix

A  Proof of Theorem 3.2

Direction 1: Left to right. Let us assume that there exists a set P = {p1,...,p¢}
of bilinear probes that satisfies Condition 3.1: that is, there exists A € IFS such
that the sum s = Zle Aip;equalsa™- M -b + am-u + vT7-b + 7 where
M e ngH)X(dH), JTRS Fg“, ve Fg"’l, and 7 € F,, and such that the all-one
vector uqy1 = (1,...,1)T € F&* is in the affine space p+im(M) or v+im(MT),
where im (M) is the column space of M. Without loss of generality, let us more-
over assume that 7 is 0 and that wg4q is in the affine space p + im(M) (so in
particular there exists v € ]Fg+1 such that g + M - v = ugy1). By definition of
the sharing a of a, we recall that we have a - uq+1 = a. Then, for every o € F,
we have:

Pris=o0]

=Prja™-M-b+a” - p+vT-b=o0]

=Prla™ - ugi1+vT-b=0cAM -b+ p=1ugs1]
—i—ZvEMH\{WH}Pr[aT-v+vT-b:a/\M-b—|—p:'u]

=Pr(vT-b=0c—aAM -b+p=1us41]
—i—zvemgﬂ\{udﬂ}Pr[aT-v—|—uT-b:a/\M-b—|—u:v]

Now, please note that the second term in the above equation is independent of a,
since it is a sum over v € FI1\ {1411} and aT-v is independent of a = aT-wgy 1,
by definition of an additive secret sharing. Hence, for every a € F,, we have:

Pris=0]a=«a]
=PrjvT-b=c—-ala=aAM -b+p=ugy1] - Pr[M -b+p=1ug]
+Zvng+1\{ud+l}Pr[aT~v+uT~b:U/\M-b+u:v]

To conclude the proof, we just need to show that the first term in the latter
equation does depend on the value a.

Denote by pg. the value PrivT-b=oc—a|la=aAM -b+p=1u441].
Let us consider the space Y = {b | M - b+ p = wug41}. For any by, by € U,
we have by — by € Ker(M). Therefore, as U # () by assumption, there exists bg
such that U = by + Ker(M).

Denote 6 = vT - bg. We have that Ker(M) contains vectors that are or-
thogonal to v (at least 09t1) and possibly vectors that are not, hence the two
following cases:
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— For u € Ker(M) N (v)*, we have vT - (bg + u) = vT - by = 4.

— For u € Ker(M) — (v)*, denote 8 = vT - u. By assumption, 3 # 0. Then,
for any v € Fy, there exists a unique A € F, such that v7 - (bg + X - u) =,
that is A = WTZ‘S.

Hence, as Ker(M) N (v)+ # 0, we have that for any fixed o, pr.o—5 > Po.a
for any a # o — ¢, and then Pr[s = o | a = a] does depend on the value of a,
which concludes the proof. To conclude, we just need to notice that wgy; is in
the affine space p + im(M) and then Pr[M - b+ p = ug41] # 0. This and the
above imply that the distribution {(p1,...,p¢)} is different depending on the
value of a. This concludes the proof of the first implication.

Direction 2: Right to left. First of all, we can assume that the distribution
{p1,...,p¢} differs when (a,b) = (a®,5®) and (a,b) = (a,bM), and we
can assume without loss of generality that 5 = (). Indeed, considering the
distribution {p1,...,ps} starting with (a,b) = (a(?,b©), then with (a,b) =
(a®, M), and finally (a,b) = (a?), b)), there are two consecutive distributions
that are distinct since distributions are distinct when (a,b) = (a(?),5()) and
(a,b) = (&™), bM)), and thus, up to inverting the role of a and b, one can assume
there exists a(® # a(M and b(®) such that the distribution {p1,...,p¢} differs
when (a,b) = (a(@,5©) and (a,b) = (a™),b).

Let us now consider the matrix S € F;*F whose coefficients s; ; are defined as
s;,; = a if and only if p; can be written as ar; +2; where z; does not functionally
depend on r;. In other words, if p; =aT-M; -b+aT - pu; +v;7-b+s;7 -7, then
the i-th row of S is s;7. We can permute the columns of S (which corresponds
to re-ordering the components of ) such that a row reduction on the matrix S
yields a matrix of the form:

PR AL T | Py -y
5= (%O

We write (p},...,p;)" = N - p. Then, the distribution {pj,...,p,} also differs
when (a,b) = (a®, b)) and (a,b) = (a™,b®)). In particular, we thus have ¢ >
0, otherwise each probe p depends on one independent and uniformly random
value and is uniformly random (thus the distribution does not depend on the
inputs a,b). In addition, for ¢ < i < ¢, p, does functionally depend on r;_,
and no other p does functionally depend on 7;_; (due to the shape of S’).
Therefore, it is immediate that the distribution {p},...,p}} also differs when
(a,0) = (a®,b0)) and (a,b) = (a™), b)), since for t < i < ¢, p, is uniformly
random and independent of other p}’s (1 < i < ).

We remark that (p}, ..., p}) does not functionally depend on any random bit,
due to the shape of §’. Therefore, for each 1 < ¢ < ¢, we can write:

p;=a"-M]-b+a” -p.+vT-b,

c F((IdJrl)x(dJrl)

for some matrices M and vectors pf,v] € Fit1,
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We now suppose by contradiction that there does not exist a vector A € }Fg
such that wgy; is in the affine space px +im(M ), where py and My are such
that as Z?ﬂ)\i-pi =aT-Myx-b+a™ px+v)-b

In particular, since (pi,...,p;)" = N - p, and thus (p},...,p,) is a linear
combination of the p;’s, this implies that there does not exist a vector X’ € ]Ffl
such that wg41q tis in the affine space p’ s +im(M’y+), where p' 5, and M’ y+ are
such that as > ;| A} -pi =aT - M’y -b+aT-p'y +0'], b

Then, for any vectors A’, b and any z:

t
S Npi=u
=1

:Pr[aT~M'>‘,-b+aT~u’X+y';\,~b:z’aT~ud+1:a(0)} ,

Pr a=a?

where the probability is over a. To conclude, we just need to remark that
Pr {aT-M'X bta’-p'y+V] b=2 ’ a’ ugiq :a(o)}
=Pr [aT~M'/\,.b+a7~u’x+y';,~b:x ’ a’ ugqq :a(l)} :

since w441 is not in the affine space p'y» +im(M’y+) for any A’ and therefore
M’y b+ p’s # ugy1, for any b, and then the expression a7- My, -b+aT -
W +v'5, - b=a’- (M'y b+ p'y) + v, - bis a linear combination of
(not all) random shares a; and thus is uniform and independent of the value of
a’ - ug41 =a.

This implies that the distribution of (p},...,p;) is independent of the value
of a, which contradicts the fact the distribution {p1,...,ps} does depend on the
value of a. This concludes the proof of Theorem 3.2. a

B On the SharingCompress Algorithms

We first show that the simplest instance SharingCompress [2¢ : ¢] (Algorithm 3)
is (¢ — 1)-SNI. Then, we prove that its generalization, SharingCompress [k : /]
with & > ¢ (Algorithm 2) is (¢ — 1)-SNI as well.

B.1 Security of SharingCompress[2£ : £]

Proposition B.1. Algorithm SharingCompress|[2( : ] depicted in Algorithm 3
is (¢ —1)-SNL

Proof (Proof of Proposition B.1). We want to show here that any set of ¢t < ¢
intermediate results, ¢; of which are on the internal wires and to = t—t; of which
are on the output shares, can be perfectly simulated with at most ¢; shares of
the input z.

First of all, we gather the intermediate results into categories as follows:
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Group 1: z; and 7y 5,

Group 2: v;; (v; after the loop j),
Group 3: z; + v;

Group 4: y;.

Now, we explain how to fill a set Z with the indices of inputs we will use to
simulate the probes we are considering. For each probe on an internal wire, we
add at most one index to Z and none for probes on the outputs so that we can
ensure, at the end, that the simulation can be realized with less than t; input
shares. For any probe in the first or second group, we add the index i to Z. For
any probe in the third group, we add the index ¢ + ¢ to Z.

Now that we built Z, we need to explain how to perfectly simulate any set of
t1 internal wires and t5 output shares with only input shares whose indices are
inZ:

Group 1: any probe on z; can be perfectly simulated by x; itself, while any
probe on 7; ; can be simulated by a random variable,

Group 2: any probe on v; ; can be simulated from random variables,

Group 3: to simulate a probe on x; + v;, we consider two cases:

— Case 1: the attacker also probed an intermediate result of x; +-v;: x;, 75 5,
or v; ;. In that case, Z contains the index 7. Therefore, he can perfectly
simulate z; + v; with x; and random variables.

— Case 2: otherwise, i ¢ Z. Note that x; + v; is made of d random values.
Each one of them is used individually in other intermediate results. Since
the attacker cannot probe more than ¢ — 1 wires, including the current
one x; + v;, then he can probe at most £ — 2 other wires which involve
at most £ — 2 of the random variables contained in x; + v;. That is, at
least one random r; ; or r;; involved in the computation of x; 4+ v; is
not involved in any computation of the other probes. x; + v; can thus be
perfectly simulated by a random variable.

Group 4: to simulate probes on y; (outputs), we consider two cases:

— Case 1: the attacker also probed an intermediate result of y; among z;,
Tij, or v;; but i +¢ ¢ Z. In that case, the same argument as for the
second case of Group 3 applies and y; = x; + v; + x;4¢ can thus be
perfectly simulated by a random variable.

— Case 2: the attacker also probed an intermediate result of y; among x;,
i, or v;; and ¢ + ¢ € Z. In that case y; can be simulated from the
simulation of x; + v; and x;4.

O

B.2 Security of SharingCompress[k : £]

Let us prove Proposition 4.1, using Proposition B.1.

Proof (Proof of Proposition 4.1). Without loss of generality, we assume that
the attacker makes t; probes on the internal wires and ¢, on the outputs, with
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t1 +ta < £. In the model of what was done in previous papers [3,4], we organize
the proof by starting with the last gadgets (i.e., the last calls of the simplest in-
stance SharingCompress[2¢ : £]) and showing that all the probes can be perfectly
simulated by at most ¢; input shares x;. The algorithm SharingCompress|k : ¢]
is organized with a succession, say n, of calls to SharingCompress[2/ : £] (n is at
least one). Each instance of SharingCompress[2( : ¢] takes two inputs: £ shares
{Zjo+i}o<i<e for the jth instance and the output of the previous instance. Let us
assume that the adversary probes t¢ intermediate variables during the ith call to
SharingCompress[2/ : £] (starting with the last one): >, 4 = ¢;. From Propo-
sition B.1, SharingCompress[2¢ : ¢] is (¢ — 1)-SNI, thus we can simulate every
set of t! probes on its instances with ¢i shares of each input, which are shares z;
and outputs of the previous instance. Note that this includes the first instance of
SharingCompress[2¢ : £] whose probes can be perfectly simulated independently
from the probes made on the outputs. At the end, since the inputs x; of each
instance are disjoint, we can simulate all the probes with at most Y ., th =t
shares x;.

O

C Proof of Proposition 4.6

In order to prove Proposition 4.6, we will actually consider a stronger condition
(that will be also useful to prove Theorem 5.4).

Condition C.1. Let { = (2d+4)-d+1. Let I; € IE‘ZXd be the identity matriz,
Opxn € FJ™™ be a matriz of zeros (when n = 1, Opyxy is also written 0.y, ),
Linxn € F*™ be a matriz of ones, D~ ; € Fng be the diagonal matriz such
that D~ jis =4, Ta € FZXCI be the upper-triangular matrix with just ones, and
T, € Fd*4 be the upper-triangular matric for which Ty ik = V4 fori < k.

q
In other words, we have:

01 0 0 72 0
La=1. . . Dyi=1 . o
0...01 0 ... 0 v
]. ]. ]. ’7]',1 ’Yj,l---’yj,l
01 1 0 V4,2 V4,2
Ta=1. . . Tri=1| U
0...01 0 ... 0 94
Let wy, . ..,wq be d indeterminates and we consider the field of rational frac-
tions Fg(wi,...,wq). We define the following matrices:
L — [ 1 |01xd|01xd|01xd [O1xd| - - |O1xa| Lixa |wilixa| ... |Walixd
¢ O0d | Ia |Odxa| Ia |wila wila| Ta | w1Tq | waTq

M =( 04 |0pa| Is | Ia |Dys| ... [Dya| Ta | Tor | ..o |Tya)
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where L, € Fy(w1,... ,wd)(dH)XZ and M € IFZ”.
Condition C.1 is satisfied for a matrix ~ if for any vector v € IFf; of Hamming
weight hw(v) < d such that:

L, - v contains no coordinate equal to 0

then
M-’U#Od .

We will prove the following proposition.

Proposition C.1. For any d > 1, for any prime power q, if ~v is chosen uni-
formly in Fng, then

Prly satisfies Condition C.1] > 1 — (12d)* -d-q~" .

In particular, for any d > 1, there exists an integer @ = O(d)dH, such that for
any prime power q > Q, there exists a matriz~y € ]Fng satisfying Condition C.1.

Proof (Proposition 4.6). Tt is readily seen that if a matrix v € F?*¢ satisfies

Condition C.1, it necessarily satisfies Condition 4.1 (indeed if hw(Lq- v)=d+1
then hw(L, - v) = d + 1, since L is obtained from L, by replacing all inde-
terminates w; by 1 for ¢ € {1,...,d}. Proposition 4.6 is therefore an immediate
corollary of Proposition C.1. a

Proof (Proposition C.1).  We want to lower-bound the probability that for -
picked uniformly at random in ng‘i, the matrix M satisfies Condition C.1, i.e.,
for any vector v € Ff; of Hamming weight hw(v) < d we have hw(L,, -v) < d+1
or M -v # 04.

The matrices L, and M have { = (2d + 4) - d + 1 columns. For any set
IC{1,...,£}, we denote by Ly the (d + 1) x |I| submatrix of L, obtained by
only keeping the columns in L,, whose indices are in I and M is the d x |I|
submatrix of M obtained by only keeping the columns in M whose indices are
in I. We will lower-bound the probability that for any set I C {1,...,¢} of
cardinal d and any vector v € ]Fg, if w(L;-v) =d+1 then M- v # 0g4.

We consider different cases (in order of increasing generality) which depend
on the columns selected with the set I:

1. I C{d®>+4d+2,...,0},ie., all columns in M are taken from the matrices
T, forie{l,...,d}

2. I C{d®>+3d+2,...,0},ie., all columns in M are taken from the matrix
T, or the matrices T ; for i € {1,...,d};

3. I C{1,...,d+1}U{d*+3d+2,...,£},i.e., all columns in M are taken from
the null vectors, from the matrix Ty or the matrices T ; for i € {1,...,d};

4. T C{1,...,¢}, i.e., the columns in M can be taken arbitrarily.

Case 1. In order to analyze the probability in the first case, we introduce a
probability distribution on structured matrices (where a number of elements
with known location are identically zero, and remaining elements are chosen
uniformly at random independently of each other).
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Definition C.2. Letn and m be two positive integers. Let a = (au, . .., ) be
an increasing finite sequence with 1 < a; < ag < -+ < ayy < n.

— A matriz © = (0, ;) € Fy*™ is called a progressive patterned matrix with
pattern a if 6, ; = 0 for all j € {1,...,m} and all i ¢ {a;—1+1,...,0;}
(where ag = 0).

— The unitary progressive patterned matrix ¥ = (u; ;) € [y ™™ with pattern
a is defined by u; ; =0 for all j € {1,...,m} and alli ¢ {o;_1 +1,...,0;}
and u; j =1 forall j € {1,...,m} and alli € {a;_1 +1,...,a;}.

— The distribution Dy is the probability distribution on random progressive
patterned matrix So = (si;) € Fy*™ whose elements s;; for (i,j) €
{1,...,n} x{1,...,m} are sampled uniformly at random and independently
according to:

1 ifs=0andu;; =0
Prls;; =s] =140 if s#0 and u; ; =0
qat ifuig =1
where X, = (u; ;) € [y ™ is the unitary progressive patterned matriz with
pattern o.

A matrix @ is thus a progressive patterned matrixz with pattern o = (o, .. ., )
if it is of the form described in Figure 3 where the symbol x denotes an arbitrary
value in IFy. For the unitary progressive patterned matrix T, this symbol * is
replaced by a 1 and for a random progressive patterned matrix S, each symbol
* is replaced by a value picked uniformly and independently at random in Fj,.

We also define more generally block column matrices formed of progressive
patterned matrices.

Definition C.3. Letn,m,t be three positive integers. Let mq, ..., m; be positive

integers such that mqi + --- +my = m and let a'? = (agi), - .,a%)i) be an

increasing finite sequence with 1 < ozli) < aéi) < e < aﬁ,’;{, < mn for all i €

{1,...,t}. We suppose that there exists at least one j € {1,...,t} such that
(4)

Q) = M.

— A matriz © € Fp*™ s called a block progressive patterned matrix with
pattern (a(l), e a(t)) if there exist progressive patterned matrices @) €
Foxmi with pattern o for alli € {1,...,t} such that @ = (OW|...|@M).

— The block unitary progressive patterned matrix Xom),  om € Fy™™ with
pattern (aV,...,a®) is Yoo a0 = (Taw ... [Tam).

— The distribution Do) o @8 the probability distribution on block random
progressive patterned matrix in Fy*™ defined by

Da(l)7”.)a(t) = (Da<1)| Ce "Da(f,)).

The main ingredient of the proof of Proposition C.1 is the following technical
lemma:
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m columns

* 0 0 0 0 0
* 0 0 O 0 0
a * 0 0 0 0 0
0 x 0 O 0 0
Q2 0. x 0 O 0 0
o3 0.0 % 0 0 0
0 0 0 = 0 0
oy 0.0 .0 =x 0 0

000 0 0o of "o
am-11 0.0 .0.0 * 0
0 00 O 0 *
Qm 0.0.0.0 0 x
0 0 0 O 0 0
0 00 O 0 0

Fig. 3: Form of a progressive patterned matrix with pattern o = (a1,...,am)

Lemma C.4. Let n,m,t be three positive integers with m > n and let oV for
i € {1,...,t} be patterns for block progressive patterned matriz as in Defini-
tion C.3. For a block random progressive patterned matriz S drawn following
the distribution Do), o, there exists a linear subspace of Ty of dimension
m — n that contains {v € F;" | hw(v) = m and - Sv = 0}, with probability at

least 1 —mq~1.

Proof (Lemma C.4). We will prove this lemma by induction on m.

For m = 1, the matrix S is simply a column vector whose first entries
51,15 -,8a,1, for some a > 1,are picked uniformly at random in F; and this
vector is null with probability ¢= < ¢~ .

The set {v € F, | hw(v) = 1 and S - v = 0} is therefore the empty set with
probability at least 1 — ¢! and it is thus included in the subspace of dimension

0 with probability at least 1 — g~ 1.

We now consider m > 2 and we suppose Lemma C.4 proven for all block
random progressive patterned matrix with strictly less than m columns.

We first assume that the matrix Ta(1)7.“,a(t) S IFZX’” is the matrix of ones
U, xm (i-e., does not contain any zero). Then S is simply a matrix drawn from
[y ™ with the uniform distribution. It is well known that the number of full-rank
n X m matrices over F, (with m > n) is:

(@" =™ —q)- (" ="

and the probability that S is of full rank is thus equal to:
(1 _ q—m)(l _ q—m—i-l) . (1 _ q—7n+n—1)
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which is greater than

. X 1
—1 —1 n—m-—1
D DR D D == vy LA

i=m—n+1 i=m—n+1

The subspace {v € Fj’ | Sv = 0} is therefore included in a linear subspace of
dimension m — n with probability at least 1 — 2¢"~™~! and the result follows
(since m > 2).

We now assume that the matrix X'oa) o0 € Fy™™ contains some 0. By
assumption, there exists some j € {1,...,¢} such that a% = n. We consider
the submatrix of X)), o € Fy*™ obtained by deleting the column of index

mi + --- + m; and the rows of indices in the set {a%ﬂ,l + 1,...,a,(f13.}. It is
easy to see that this submatrix is a block unitary progressive patterned matrix
with ' <n — 1 rows and m — 1 columns (see Figure 4). We can thus apply the
induction hypothesis to the submatrix S’ of S obtained by deleting the same
column and the same rows.

mi ma m; me
—_——
1 0 001 0O 1 0 0 1 0 0 O
1 0 0 01 0 O 1 0 0 1 0 0 O
1 0 0 01 0 O 01 0 01 0 0
01 0 0 1 00 01 0 01 0 0
01 0 0 1 00 01 0 01 0 0
001 0 0 1 0 01 0 0 01 0
00 01 0 0 1 0 1 0 0 010
0001 0 01 01 0 0 0 1 0
000 0 0 00O 01 0 0 01 0
00 0O 0 0 0O 0 1 0 0 0 0 1
0 00 0 0 0 O 0 0 1 0 0 0 1
000 0O 0 0 O 0 0 1 0 0 0 O

Fig.4: Example of a matrix ',y @ € Fg*™. The column and the rows
highlighted in red are deleted in order to apply the induction hypothesis.

We know that with probability at least 1 — (m — 1)g~ !, there exists a linear
subspace V' C Fy*~! of dimension m — 1 —n/ that contains the set {v € F'~! |
hw(v) =m — 1 and S’v = 0}.

If V' is of dimension 0, then {v € F}*~! | hw(v) = m—1 and §'v = 0} C {0}
and this set is thus the empty set. We then have {v € F}", hw(v) = m and Sv =
0} = () with probability at least 1 — (m —1)¢g~! > 1 —mgq~ !, and so there exists
a linear subspace V' of dimension m — n that contains this set.
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If V' is of dimension m —1—n’ > 0, we can assume without loss of generality
that the column of S deleted to obtain S’ was the last one (by permuting the
blocks of the matrix). We have the following block-decomposition of S

S’ 0,
S = (S" UXI)

where S§” is a (n —n’) x (m — 1) matrix and u a column vector of dimension
(n—n'). Note that w is a random vector in ;=" independent from S’ and S”.
Let v € F{* such that hw(v) = m and Sv = 0.

. w .
We write v = <T where w € an’l and 7 € I, is a scalar. We have

hw(w) = m—1 and S’w = 0, and therefore w € V. Since 7 # 0 by assumption,
the vector u thus belongs to the image W of V’ by S’ (with probability at least
1 — (m — 1)g~!).Moreover, W has dimension at most max(m — 1 —n’,n —n’).

— If W is of dimension at most n —n' — 1, since w is independent of S’ and S”
(and thus of W), u belongs to W with probability at most ¢~!. Therefore,
with probability at least (1—¢~')- (1 —(m—1)¢g~") >1—mqg ' {v € F}" |
hw(v) = m and Sv =0} = 0.

— If W is of dimension n — n’ then S’ is invertible. With probability 1 —
q_("_"/) >1—¢ ', we have u # O(n—n"yx1 and we can construct a basis
UL =U, ..., Up_n Of W.

All subspaces V' N S§”~1({u;)) are of dimension at least one and we have

’
n—m

V=PV NS ((us).

i=1
Therefore the linear subspace V defined as V = V' N 8”7 1({uy)) satisfies

dim(V) = dim(V') — i dim (V' N S" 1 ((u;)))

=2

IN

m—1-—n"—(n-n"—-1)

=m-—n.

Moreover, we have {v € F{" | hw(v) = m and Sv = 0} C V and since this
occurs with probability at least (1 —¢~1)(1 — (m —1)g~') > 1 —mq!, the
result follows.

This concludes the proof. a

Recall that we want to lower-bound the probability over the v € ]Fng, that
for a given set I C {d® +4d+2,...,/} of cardinal d, we have hw(L;-v) < d+ 1
or M -v # 04 for any vector v € Fg.

In the case I C {d® +4d + 2,...,(}, the non-zero coefficients in the lower
block of L; and in M are at the same positions. We thus have that M has
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no null row (since otherwise L; would also have a null row and for any v € }Fg
we would have hw(L; -v) <d < d+1).

The matrix M (up to some permutation of its columns) can be written as a
block matrix where each block is of the form described in Figure 5 (on the left).

Yi,l Vil Vi1 Vi1 i1 0 0
Yi,aep Vi, o Yi,ap v Yi,oq Yi,aq 0 0
O Yiaq+1 - Yiaq+1 o Yi,aq+1 0 Yiag+1 - 0
0 Vijog o Yijag e Vi, ag 0 Vi, . 0
0 0 Vi,apl oo Viag+l 0 0 Vijay 141 0
0 0 Yiiows - Yi s , o
. . z,OaJ ior 0 0 Vi,aj 0
o Tiagtl 0 0 0 0
5 ) o Visam 1 0 0 .. 0
' 0 0 v
0 0 e Vi, 4+l Vi o, 141
0 0 Vi am 0 0 Vi,oam
0 0 0 0 0
0 0 0 0

Fig. 5: Blocks appearing in matrices M and M[

From this matrix, one can construct another matrix M such that in each
block, one substract each column to the following columuns (i.e., one substract
iteratively the i-th column to the columns of index in {i + 1,...,m} for i €
{1,...,m}). The blocks appearing in the matrix M are given in Figure 5 (on
the right). Since we apply only elementary operations on the columus, if there
exists a vector v € Fg such that M v = 0 then, there exists a vector v’ € Fg
such that M v’ = 0.

Since M ; has no null row, we have «,, = n in one of this block (with the
notation from Figure 5) and the matrix M is thus a block random progressive
patterned matrix as defined in Definition C.3. By Lemma C.4, for each non-
empty subset J of the d columns of M, the probability over ~ that there exists
a vector v’ € Fg with support J (i.e., set of non-zero coordinates) such that
M v’ = 0 is upper bounded by d - ¢~'. By the union bound over all supports,
the probability over « that there exists a vector v’ € Fg such that M v’ =0 is
thus upper-bounded by 2¢-d - ¢~

For the sets I C {d* + 4d + 2,...,} of cardinal d, we have proved that
with probability at least 1 —2%-d - ¢! (over the choice of v € F4*?), we have

hw(L;-v) <d+1or M -v =0, for anyvector'veng.
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Case 2. We now consider matrices M ; were all columns are taken from the
matrix Ty or the matrices T ; for i € {1,...,d} (i.e., I C{d*+3d+2,...,(}).
With the notation from Definition C.3, we consider the modified distribution
ﬁa<1),m7a(t) defined as the following probability distribution in ngm:

Do, o) = (Law|Pae, . av) = (Xaw)|Pao |- [Daw)

(i.e., in which the first block is a fixed unitary progressive patterned matrix
instead of being a random progressive patterned matrix). We can easily extend
Lemma C.4 to this distribution (see Appendix D, for a proof).

Lemma C.5. Let n,m,t be three positive integers with m > n and let a®
for i € {1,...,t} be patterns for block progressive patterned matriz as in Def-
inition C.3. For a block random progressive patterned matrix matriz S drawn
following the distribution f)am,...,a(th there exists a linear subspace of Fj' of
dimension m —n that contains {v € F}* [ hw(v) = m and Sv = 0}, with proba-
bility at least 1 — mq~".

Using the same arguments as above (but replacing Lemma C.4 by Lemma C.5),
we obtain that for any set I C {1,...,¢} of cardinal d such that M ; has no iden-
tically zero column vectors, with probability at least 1—2¢-d-¢g~' over the choice
of v, we have hw(L; - v) < d+1 or M - v = 04 for any vector v € FZ.

Case 3. We now consider the sets I C {1,...,d+1}U{d?>+3d+2,...,¢} of cardinal
d for which M 1 has some identically zero column vectors (i.e., IN{1,...,d+1} #
0). For each i € IN{1,...,d+ 1} # 0, the i-th column in L, is the i-th vector
in the canonical basis of Fg“ (i.e., it corresponds to a probe of a value a;).
We can consider the submatrix of M; and L; in which we delete for each
ieIn{l,...,d+ 1} # 0, the i-th column and the i-th row (note that we can
also delete in M ; and in L the columns corresponding to the i-th vector in
the canonical basis if it appears in M in the corresponding unitary progressive
patterned matrix).

Let us denote M, and L’ the corresponding matrices (with m’ columns and
n' < dand n'+1 rows respectively, with m’ > n’). These matrices are of the form
handled in the previous Case 2 (with m’ < m). The previous argument shows
therefore that with probability at least 1—2%-d-q~ !, we have hw(L)-v) < n’+1
or M -v =0, for any vector v € IFZ“/. Going back to the original matrices Ly
and M| we have shown for any set [ C {1,...,d+1}U{d* +3d+2,...,4} of
cardinal d, with probability at least 1 —2%.d-¢~! over the choice of 7, we have
hw(L;-v) <d+1or M v =04 for any vector v € ]F;l.

Case 4. We now consider all sets I C {1,...,¢} (with no restrictions). Without
loss of generality, we can assume that all not identically zero column vectors in
M ; are pairwise distinct. Indeed, if two columns are equal, they come either from
the two submatrices I; of M, or from the first column vectors of a submatrix
I; and the submatrix T4, or from the first column vectors of a submatrix D., ;
for some i € {1,...,d} and the corresponding submatrix T ;. In all these cases,
one can replace the index of the second vector in I by an index in {1,...,d —1}
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(and modify the vector accordingly ) in such a way that M for the new set I’
has a new null column vector for each duplicate in the original matrix M.

We can now delete the columns corresponding to the null vectors as in Case
3 (ie., for each i € IN{1,...,d+ 1} # 0, the i-th column and the i-th row
in M and Lj). The only difference occurs if a column in M is equal to the
i-th vector in the canonical basis (for ¢ > 2) or to the scalar multiplication of
this vector by some element of the matrix v € F, (corresponding to the cases
IN{d+2,...,2d+1} #0 and IN{2d+2,...,d* +2d+ 1} # () respectively). As
in Case 3, we can delete the corresponding column and row in M ; and Ly (i.e.,
it corresponds to a probe of a value r;, a value r; + a; or a value v, ;7; + w;a;).

As above, if we denote M’ and L} the corresponding matrices (with m’
columns and n’ < d and n’ + 1 rows, respectively), the previous argument shows
that with probability at least 1 —2¢-d - ¢~!, we have hw(L} - v) < n’ + 1 or
MY’ -v =0, for any vector v € ]F;"l. Going back to the original matrices L; and
M we have shown for any set I C {1,...,¢} of cardinal d, with probability at
least 1—2%-d-q~! over the choice of 7, we have hw(L;-v) < d+1or M -v = 04
for any vector v € Fg

Conclusion. By the union on all such sets, we obtain that the probability that,
for « picked uniformly at random in ng‘i, the matrix M satisfies Condition C.1,
i.e., for any vector v € F} of Hamming weight hw(v) < d we have hw(L-v) < d+1
or M -v # 04 is at least

1— (2)2d.d.q1:1— <(2d+4;'d+1>2d.d.ql.

Using the classical upper-bound (7) < ((r - exp(1))/s)®, the binomial coefficient

in this lower-bound is always less than (Gd)d and we obtain the claimed bounds.
O

D Proof of Lemma C.5

We will prove Lemma C.5 by induction on m.

For m = 1, the matrix S is either (1) a column vector whose first entries
$1,1,---58a—1,1, for some « > l,are picked uniformly at random in F, or (2) a
constant non-null vector. In the first case, this vector is null with probability
¢~ < ¢! and in all cases the set {v € F, | hw(v) = 1 and Sv = 0} is therefore
the empty set with probability at least 1—¢~!. It is thus included in the subspace
of dimension 0 with probability at least 1 — ¢~ 1.

We now consider m > 2 and we assume Lemma C.5 proven for all block ran-
dom progressive patterned matrix matrix drawn from a distribution ,Da(l)’.“’a(t)
with strictly less than m columns.

We first assume that the matrix Ta(l)7‘__,a(t) S ]ngm is the unitary matrix
U,xm (i-e., does not contain any zero). Then, by assumption, we have m; = 1
and o) = n for i € {1,...,t}. The matrix S is thus the concatenation of the
vector 1,1 and a matrix draw from FZLxm_l with the uniform distribution.
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Using elementary operations on the columns of S, one can obtain a matrix of

the form
1 Oixm—1
Un—1 SI

where u,_1 € F;’_l is the all-one vector and S’ is a matrix drawn from
Fp=t*m=1 with the uniform distribution. As in the proof of Lemma C.4, the
matrix S is of full rank n — 1 with probability at least 1 —2¢”~™~2. The matrix
S is thus of full rank n with probability at least 1 — 2¢" ™2 and thus with
probability at least 1 — mq~?.

We now assume that the matrix ¥'na) o0 € Fyp™*™ contains some 0. By
assumption, there exists j € {1,...,¢} such that a%i = n. We consider the
submatrix of Yo 4w € Fy*™ obtained by deleting the column of index
mi + - - - +m; and the rows of indices ¢ in {aﬁi)j_l_‘_l, e ,a%}. This submatrix
is a block unitary progressive patterned matrix with n’ < n rows and m — 1
columns. We can thus apply the induction hypothesis to the submatrix S’ of
S obtained by deleting the same column and the same rows. We know that
with probability 1 — (m — 1)g~!, there exist a linear subspace V' of dimension
m — 1 —n’ that contains the set {v € F;*~' | hw(v) =m — 1 and §"v = 0}.

If V' is of dimension 0, then {v € FJ*~! | hw(v) = m—1 and §'v = 0} C {0}
and the set is the empty set. We thus have {v € F{", hw(v) = m and Sv =0} =0
and with probability 1 — (m — 1)g= > 1 — mq~!, there exist a linear subspace
V' of dimension m — n that contains this set.

If V' is of dimension m—1—n’ > 0, we can assume without loss of generality
that the deleted column of S to obtain S’ was the last one in the first block
(i.e., in the block where S is a unitary progressive patterned matrix) or the last
one in the last block (i.e., in a block where S is a random progressive patterned
matrix). By permuting some rows and columns, we can write

S’ 0
S = (S// UXI)
where S is a (n — n') x m — 1 matrix on which we can apply the induction
hypothesis (if m; > 1) or Lemma C.4 (if m; = 1 and the deleted column is the
column in S) and where uw a column vector of dimension (n — n’). Note that

v is a random vector in IFZ_"/ independent from M’. Let v € [y such that
hw(v) = m and Sv = 0. We can then conclude as in the proof of Lemma C.4.

E Proof of Theorem 5.4

In this section, we prove Theorem 5.4 using our technical Proposition C.1 which
gives a lower bound on the probability that for random matrix v € ]FédH)Xd,

Condition C.1 holds.

Proof (Theorem 5.4). For any vector v € F, of Hamming weight hw(v) < d, the
product M’ - v is a linear combination of at most d columns of M’. We denote
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I, C {1,...,¢} the support of v (i.e., the set of coordinates of v which are not
0; we have |I,| = hw(v)) and J,, C {1,...,d + 1} the set of indices i such that
some y; ; appears in a column involved in the linear combination of the product

(d+1)xd
q )

M’ - v (where v = (7;;)o<i<a €F . More formally, we have
<j<d

1<5<

Jo={ie{l,....d+ 1}, I, n{(24+i)d+2,...,(3+1i)d+ 1} # 0}
ufie{l,....d+ 1} I, n{d®>+ (2+i)d+2,...,d> + (3+i)d+ 1} # 0}

Let us recall that the matrices L’ and M’ from Condition 5.1 are the fol-

lowing:
I/ — 1 [01xd|01xd|01xa|01xd| --- |O1xd|wolixd|wilixa| --- |Walixd
Od Id 0d><d ond wlId . ded WOTd wle . wde
M’ = ( 04 |Oaxa| Ia |Dyo|Dya| ... |Dya|l Tyo | Toyx |- | Ty )
and the matrices L, and M from Condition C.1 are the following:
L — 1 |01xd|01xd|01xd|O1xd| --- |O1xa| lixd |wi1lixad| ... |wWalixd
@ Od Id ded Id wlId . WdId Td wle . wde
M =( 04 |04xq| Iq | Ig |Dya| ... |Dya| Ta | Ty1 | ... |Tya).
We can easily see that for each index ¢ € {1,...,¢}, there exists an index

Jj € {1,...,£} such that the i-th column vector of L’ is equal to the j-th column
vector of L, and the i-th column vector of M is equal to the j-th column vector
of M.

Let J be a subset of {1,...,d + 1} of cardinality d. We consider all vectors
v € Fg of Hamming weight hw(v) < d such that J, C J. By the previous
remark, if hw(L’-v) = d+ 1 and M’ - v = 0, then there exists a vector & € F}
of Hamming weight hw(?¢) = hw(v) < d, such that hw(L,, - o) = d + 1 and
M) .5 = 0 where M) is the matrix M from Condition C.1 constructed
from the d x d submatrix of v with rows from J.We know by Proposition C.1
that with probability at least 1— (12d)*-d-g~! over the choice!? of 4, that there
does not exist such a vector ¥ € Ff;. By the union bound on all d 4+ 1 subsets of
{1,...,d + 1} of cardinality d, we thus get the claimed bound. O

F  Small Case d = 3 for the Construction with a Linear
Number of Bilinear Multiplications

Let d equal 3. Let us now explicitly instantiate our construction for any non-
prime field F,[X]/P(X) where P(X) is a polynomial of degree k, k > 7. A

19 Note that v is a (d 4 1) x d matrix subject to the condition Z?:o vi,; = 0 for any
0 < j < d. Since we consider only a d x d submatrix of « for each subset J of
{1,...,d+1} of cardinality d, it is sound to assume that this matrix is indeed picked
uniformly at random in ng‘i.
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possible instantiation is:

X X+1 X2 -X4+1 -X -X%24+1
S=[X+1 X2 X |,~= -X X241 -X+1
X2 X X+1 X241 -X+1 -X

e co = (ap+(r1+ai)+(r2+az)+(rs+az))-(bo+(s1+b1)+(s2+b2) +(s3+b3))
o ¢ =11 (bg+ (Xs1+b1) + (X +1)sg + ba) + ((X?)s3 + b3))

o co =1y (bg+ ((X +1)s1 +b1) + ((X?)s2 + b2) + (X s3 + b3))

® C3 = —T3- (bo + ((X2)81 + bl) + (X82 + bg) + ((X + 1)83 + bg))

® C4 = —81 - (ao + ((—X + 1)7“1 + al) + (—XT2 + ag) + ((—X2 + 1)7“3 + b3))

® C5 = —S8g - (CLQ + (—Xrl + al) =+ ((—X2 + 1)7"2 + ag)) =+ ((—X =+ 1)7“3 =+ bg))
o cg=—33 (ag+ ((=X%2+1)r; +a1) + (=X + D)ra+az)) + ((=X)rs + b3))

We check with our automated tool that these matrices satisfy Condition 4.2.
We remark that contrarily to the case d = 2, there does not exist any matrix
~ satisfying Condition 4.2 when ¢ = 4.

Proposition F.1. Let d = 3 and g = 4 = 22. Then, there exists no matriz ~y
satisfying Condition 4.2.

We use the following lemma and corollary.

Lemma F.2. Let v be a matriz verifying Condition 4.1, then all coefficients of
Y are non-zero.

Proof. Reason by contraposition. Suppose that, for some i, j, we have ; ; = 0.
Hence, the last column of the submatrix T; is of Hamming weight at most d — 1.
Denote by k the index of this column in M. Then, the k-th column in L is of
full Hamming weight. Consider a vector v such that vy = 1 and, for any 7 < d
such that v; ; # 0, v44+; = Vi,j, and null coordinates everywhere else. Then, v is
of Hamming weight at most d. Moreover, we have that L - v is of full Hamming
weight, and that M - v is null. Thus, 7, ; does not satisfy Condition 4.1. a

We have the immediate following corollary, using the symmetry between -+ and

4.

Corollary F.3. For any scheme satisfying Condition 4.2, then all coefficients
of v and § are different from 1.

Proof (Proposition F.1). Let p = 2. For i € [1,3], let v; = (vi1,%,2). For
a scheme to satisfy Condition 4.2, it must holds that no two vectors between
v1, 2,03, (1,1),(1,0),(0,1) are linearly dependent (in order to resist attacks of
order 2). From Proposition F.2 and Corollary F.3, we have that the coefficients
of v1,va,v3 are all different from 0 and from 1. Since the cardinality of Fy is 4,
then necessarily either v; = v, v1 = v3 or vo = v3z. Without loss of generality
consider that v; = v2. Consequently, we have that 611 =d12=1—"71,1,021 =
02,2 = 1—721. Note that § should verify Condition 4.1. However, one can remark
that (61,1,01,2) is proportional to (1,1) and thus d does not verify this condition.

O
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