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The existence of quantum uncertainty relations is the essential reason that some classically unrealiz-
able cryptographic primitives become realizable when quantum communication is allowed. One operational
manifestation of these uncertainty relations is a purely quantum effect referred to as information locking
[DiVincenzo et al. 2004]. A locking scheme can be viewed as a cryptographic protocol in which a uniformly
random n-bit message is encoded in a quantum system using a classical key of size much smaller than n.
Without the key, no measurement of this quantum state can extract more than a negligible amount of infor-
mation about the message, in which case the message is said to be “locked”. Furthermore, knowing the key,
it is possible to recover, that is “unlock”, the message.

In this article, we make the following contributions by exploiting a connection between uncertainty re-
lations and low-distortion embeddings of Euclidean spaces into slightly larger spaces endowed with the £
norm. We introduce the notion of a metric uncertainty relation and connect it to low-distortion embeddings of
{9 into £1. A metric uncertainty relation also implies an entropic uncertainty relation. We prove that random
bases satisfy uncertainty relations with a stronger definition and better parameters than previously known.
Our proofis also considerably simpler than earlier proofs. We then apply this result to show the existence of
locking schemes with key size independent of the message length. Moreover, we give efficient constructions
of bases satisfying metric uncertainty relations. The bases defining these metric uncertainty relations are
computable by quantum circuits of almost linear size. This leads to the first explicit construction of a strong
information locking scheme. These constructions are obtained by adapting an explicit norm embedding due
to Indyk [2007] and an extractor construction of Guruswami et al. [2009]. We apply our metric uncertainty
relations to exhibit communication protocols that perform equality testing of n-qubit states. We prove that
this task can be performed by a single message protocol using O(log2 n) qubits and n bits of communication,
where the computation of the sender is efficient.
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1. INTRODUCTION

Uncertainty relations express the fundamental incompatibility of certain measure-
ments in quantum mechanics [Heisenberg 1927; Robertson 1929]. They quantify the
fact that noncommuting quantum mechanical observables cannot simultaneously have
definite values. Far from just being puzzling constraints on our ability to know the
state of a quantum system, uncertainty relations are at the heart of why some classi-
cally unrealizable cryptographic primitives become realizable when quantum commu-
nication is allowed. For example, so-called entropic uncertainty relations introduced
in Bialynicki-Birula and Mycielski [1975] and Deutsch [1983] are the main ingredi-
ents for modern security proofs for quantum key distribution [Tomamichel and Renner
2011; Tomamichel et al. 2012] and for secure computation in the bounded and noisy
quantum storage models [Damgard et al. 2005a, 2007; Konig et al. 2012]. A simple
example of an entropic uncertainty relation was given by Maassen and Uffink [1988].
Let B, denote a “rectilinear” or computational basis of C2 and By be a “diagonal” or
Hadamard basis and let By» and By~ be the corresponding bases obtained on the ten-
sor product space (C2)®". All vectors in the rectilinear basis 5,» have an inner product
with all vectors in the diagonal basis By» upper bounded by 2~™/2 in absolute value.
The uncertainty relation of Maassen and Uffink [1988] states that for any quantum
state on n qubits described by a unit vector |¢) € (C%)®", the average measurement
entropy satisfies

1
3 (H(PBM,W)) +HEB . p) = g, (1)

where pp |y) denotes the outcome probability distribution when [¢/) is measured in
basis B and H denotes the Shannon entropy. Equation (1) expresses the fact that mea-
suring in a random basis Bk, where K <, {+", x"} is uniformly chosen from the set
{+", x™}, produces an outcome that has some uncertainty irrespective of the state be-
ing measured.

A surprising application of entropic uncertainty relations is the effect known as
information locking [DiVincenzo et al. 2004] (see also Leung [2009]). Suppose Alice
holds a uniformly distributed random n-bit string X. She chooses a random basis
K €, {+", x"} and encodes X in the basis Bg. This random quantum state £(X, K)
is then given to Bob. How much information about X can Bob, who does not know K,
extract from this quantum system via a measurement? To better appreciate the quan-
tum case, observe that if X were encoded in a classical state &£ (X, K), then & (X, K)
would “hide” at most one bit about X; more precisely, the mutual information between
X and &.(X,K) is at least n — 1. For the quantum encoding &£, one can show that for
any measurement that Bob applies on £(X, K) whose outcome is denoted I, the mutual
information between X and I is at most n/2 [DiVincenzo et al. 2004]. The n/2 missing
bits of information about X are said to be locked in the quantum state £(X, K). If Bob
had access to K, then X can be easily obtained from £(X, K): The one-bit key K can be
used to unlock n/2 bits about X.

A natural question is whether it is possible to lock more than n/2 bits in this way.
In order to achieve this, the key K has to be chosen from a larger set. In terms of
uncertainty relations, this means that we need to consider ¢ > 2 bases to achieve
an average measurement entropy larger than n/2 (Eq. (1)). In this case, the natural
candidate is a set of ¢ mutually unbiased bases, the defining property of which is a
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small inner product between any pair of vectors in different bases. Surprisingly, it
was shown by Ballester and Wehner [2007] and Ambainis [2010] that there are up
to ¢t = 2"/2 mutually unbiased bases {Bo,B1,...,B;_1} that only satisfy an average
measurement entropy of n/2, which is only as good as what can be achieved with
two measurements (1). In other words, looking at the pairwise inner product between
vectors in different bases is not enough to obtain uncertainty relations stronger than
(1). It is for this reason that so little is understood about uncertainty relations for ¢ > 2
measurements. (See Wehner and Winter [2010].)

To achieve an average measurement entropy of (1 —¢)n for small € while keeping the
number of bases subexponential in n, the only known constructions are probabilistic
and computationally inefficient. Hayden et al. [2004] prove that random bases satisfy
entropic uncertainty relations of the form (1) with n* measurements with an average
measurement entropy of n — 3. This leads to an encoding that locks n — 3 bits about
X € {0,1}" using a key of 4logn bits. Recently, Dupuis [2010] and Dupuis et al. [2010]
prove that random encodings exhibit a locking behaviour in a stronger sense and that
it is possible to lock up to n — § bits for any arbitrarily small constant § while still
using a key of O(logn) bits. To obtain an explicit construction, standard derandom-
ization techniques are not known to work in this setting. For example, unitary designs
[Dankert et al. 2009] define an exponential number of bases. Moreover, using a §-biased
subset of the set of Pauli matrices [Ambainis and Smith 2004; Desrosiers and Dupuis
2010] fails to produce a locking scheme unless the subset has a size of close to 2" (see
Appendix D).

1.1. Our Results

In this article, we study uncertainty relations in the light of a connection with low-
distortion embeddings of (C9, ¢9) into ((Cd/,ﬂl). The intuition behind this connection
is very simple. Consider the measurements defined by a set of orthonormal bases
{Bo, B1,...,Bi_1} of (C?)®". The bases {Bo, B1, ..., B;_1} satisfy an uncertainty relation
if for every n-qubit state |¥) and “most” bases B, the vector representing |v) in B, is
“spread”. One way of quantifying the spread of a vector is by its ¢1 norm, that is, the
sum of the absolute values of its components. A vector |y) € (C2)®" of unit £3 norm is
well spread if its ¢; norm is close to its maximal value of +/27.

Embeddings from a Euclidean space (R, ¢9) into (R, ¢1) (or more generally, any
finite-dimensional normed space) that approximately preserve the norm up to a scal-
ing factor are typically studied in the area of asymptotic geometric analysis [Dvoretzky
1961; Figiel et al. 1977; Milman 1971; Milman and Schechtman 1986]. More recently,
low-distortion embeddings—and in particular from ¢9 into ¢;—started to gain interest
in the computer science community for their applications to approximation algorithms
and compressed sensing [Guruswami et al. 2008; Indyk 2006, 2007]. For our applica-
tions in quantum information theory, the relevant norm is not the ¢; norm but rather
a closely related norm called ¢1(¢2).

Motivated by these considerations, we measure the uncertainty of a distribution by
taking a marginal and measuring its closeness to the uniform distribution. This is a
stronger requirement than having large Shannon entropy and it leads to the defini-
tion of a metric uncertainty relation (Definition 2.1). Using standard techniques from
asymptotic geometric analysis, we prove the existence of strong metric uncertainty
relations (Theorem 2.5). This result can be seen as a strengthening of Dvoretzky’s
theorem [Dvoretzky 1961; Milman 1971] for the special case of the £1(¢9) norm. In
addition to giving a stronger statement with better parameters, our analysis of the
uncertainty relations satisfied by random bases is simpler than earlier proofs [Dupuis
et al. 2010; Hayden et al. 2004]. In particular, for large n, we prove the existence of
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entropic uncertainty relations with average measurement entropy strictly increasing
with the number of measurements. This result leads to better results on the existence
of locking schemes (Corollary 3.4). We also show in Theorem 3.7 how to use these
locking schemes to build quantum hiding fingerprints as defined by Gavinsky and Ito
[2010].

Moreover, adapting an explicit low-distortion embedding of (R?, ¢5) to R, ¢7) with
d = d*°® due to Indyk [2007], we obtain explicit bases of (C2)®" that satisfy strong
metric uncertainty relations for a number of bases that is polynomial in n. Measuring
in these bases can be performed by almost linear size quantum circuits. The use of
a strong permutation extractor is the main new ingredient that makes our “quanti-
zation” of Indyk’s construction satisfy stronger uncertainty relations than do general
mutually unbiased bases. A strong permutation extractor (Definition 2.13) is a small
family of permutations of bit strings with the property that for any probability distri-
bution on input bit strings with high min-entropy, applying a typical permutation from
the family to the input induces an almost uniform probability distribution on a prefix
of the output bits. It is a special kind of randomness extractor, a combinatorial object
with many applications to the theory of pseudorandomness and to cryptography; see
Shaltiel [2002] and Vadhan [2007]. Our construction of efficiently computable bases
satisfying strong metric uncertainty relations involves an alternating application of
approximately mutually unbiased bases and strong permutation extractors. Our ap-
proximately mutually unbiased bases consist of sets of single-qubit Hadamard gates.
Moreover, we build efficiently computable and invertible permutations that define an
extractor using the results of Guruswami et al. [2009].

Even though the idea of combining mutually unbiased bases and extractors comes
from Indyk [2007], in hindsight, it is very natural from the point of view of quantum
cryptography. Measurements in (approximately) unbiased bases are used in almost all
quantum cryptographic protocols. The objective of such a step is usually to bound the
probability that an adversary can guess the outcome of the associated measurement.
Once such a bound is guaranteed, one can distill the randomness produced into almost
uniform random bits using a step of privacy amplification which makes use of a ran-
domness extractor. Our quantization of Indyk’s construction can be seen as a repeated
“coherent” application of these two steps.

We use these uncertainty relations to build explicit locking schemes whose encoding
and decoding operations can be performed by quantum circuits of size almost linear
in the length of the message (see Table I). Moreover, we also obtain a locking scheme
where both the encoding and decoding operations consist of a classical computation
with polynomial runtime and a quantum computation using only a small number of
single-qubit Hadamard gates (Corollary 3.5). Performing these quantum operations
can in principle be done using the same technology as implementing the BB84 quan-
tum key distribution protocol [Bennett and Brassard 1984], but our idealized scheme
must still be made robust to noise and imperfect devices. It should be noted that for
this simple scheme, the message is encoded in a slightly larger quantum system. This
locking scheme can be used to obtain string commitment protocols [Buhrman et al.
2008] that are efficient in terms of computation and communication.

We also give an application of our uncertainty relations to a problem called quan-
tum identification. Quantum identification is a communication task for two parties
Alice and Bob, where Alice is given a pure quantum state |¢) and Bob wants to
simulate measurements of the form {|p)¢|, 1 — |¢)}¢|} on |) where |¢) is a pure quan-
tum state. This task can be seen as a quantum analogue of the problem of equality
testing [Ahlswede and Dueck 1989; Kushilevitz and Nisan 1997] where Alice and
Bob hold n-bit strings x and y and Bob wants to determine whether x = y using
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Table I. Comparison of Different Locking Schemes. n Is the Number of Bits of the Message X

‘ H Inf. leakage ‘ Size of key ‘ Size of ciphertext | Efficient ? ‘

[DiVincenzo et al. 2004] n/2 1 n yes
[Hayden et al. 2004] 3 4log(n) n no
[Dupuis et al. 2010] en 2 log(n/ez) +0(1) n no
Corollary 3.4 en 2log(1/€) + O(loglog(1/€)) | n+2[log(9/e)] no
Corollary 3.4 en 4log(1/¢) + O(loglog(1/e)) n no
Corollary 3.5 en O;s(log(n/e)) 4+8)-n yes
Corollary 3.5 en O(log(n/e) log(n)) n yes

The information leakage and the size of the key K are measured in bits and the size of the ciphertext £(X, K)
in qubits. Efficient locking schemes have encoding and decoding quantum circuits of size polynomial in n.
The locking schemes of the first and next to last actually have encoding circuits that are in principle im-
plementable with current technology; they only use classical computations and simple single-qubit trans-
formations. It should be noted that our locking definition implies all the previous definitions. Note that the
variable € can depend on n. For example, one can take € = /n to make the information leakage arbitrarily
small. The symbol O(-) refers to constants independent of € and n, but there is a dependence on § for the
next to last row.

a one-way classical channel from Alice to Bob. Hayden and Winter [2012] showed
that classical communication alone is useless for quantum identification. However,
having access to a negligible amount of quantum communication makes classical com-
munication useful. Their proof is nonexplicit. Here, we describe an efficient encod-
ing circuit that also uses less quantum communication: it allows the identification of
an n-qubit state by communicating only a single message of O(log2 n) qubits and n
classical bits.

1.2. Related Work

Aubrun et al. [2010, 2011] used a connection between low-distortion embeddings and
quantum information. They show in Aubrun et al. [2010] that the existence of large
subspaces of highly entangled states follows from Dvoretzky’s theorem for the Schatten
p-norm! for p > 2. This, in turn, shows the existence of channels that violate additivity
of minimum output p-Rényi entropy as was previously demonstrated by Hayden and
Winter [2008]. Using a more delicate argument [Aubrun et al. 2011], they are also
able to give an alternative proof of a violation of the additivity conjecture, which was
previously found by Hastings [2009].

In a cryptographic setting, Damgérd et al. [2004] used ideas related to locking to
develop quantum ciphers that have the property that the key used for encryption can
be recycled. In Damgéard et al. [2005b], they construct a quantum key recycling scheme
(see also Oppenheim and Horodecki [2005]) with near optimal parameters by encoding
the message together with its authentication tag using a full set of mutually unbiased
bases.

1.3. Notation and Basic Facts

We use the following notation throughout the article. For a positive integer n, we define
[n]={0,...,n —1}.

1.3.1. Probability. Random variables are usually denoted by capital letters X, K, ...,
while px denotes the distribution of X, that is, P {X = x} = px(x). The notation X ~ p
means that X has distribution p. unif(S) is the uniform distribution on the set S. To

1The Schatten p-norm of a matrix M is defined as the £p norm of a vector of singular values of M.
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measure the distance between probability distributions on a finite set X, we use the
total variation distance or trace distance A(p,q) = % Y vex IP@®) — q(x)|. We will also
write AX,Y) for A(px,py). When A(X,Y) < ¢, we say that X is e-close to Y. A useful
characterization of the trace distance is A(p,q) = miny., y~q P {X # Y} (this equal-
ity is known as Doeblin’s coupling lemma [Doeblin 1938]). Another useful measure of
closeness between distributions is the fidelity F(p,q) = ) ,.x vVP(*)q(x), also known
as the Bhattacharyya distance and related to the Hellinger distance. We have the fol-
lowing relation between the fidelity and the trace distance

1-Fp,q) < A(p,q) <\/1-F(@p,9? 2)

The Shannon entropy of a distribution p on X' is defined as H(p) = — ) ..y p(x) logp(x)
where the log is taken here and throughout the article to be base two. We will also
write H(X) for H(px). The mutual information between two random variables X and
Y is defined as I(X;Y) = HX) + H(Y) — HX, Y). The min-entropy of a distribution p
is defined as H,,in (p) = —logmax, p(x). We say that a random variable X is a k-source
if Hypin(X) > k. To refer to the ith component of a vector v € R”, we usually write v;
except when v already has a subscript, in which case we use v(i). The Hamming weight
of a binary vector v (number of ones) is denoted by w(v) and the Hamming distance
between two binary vectors v,v’ (number of components that are different) is written
as dg(v,v).

1.3.2. Quantum Mechanics. The state of a pure quantum system is represented by a
unit vector in a Hilbert space. Quantum systems are denoted A,B,C ... and are iden-
tified with their corresponding Hilbert spaces. The dimension of a Hilbert space A
is denoted by d4. Every Hilbert space A comes with a preferred orthonormal basis
{la)}acia,) that we call the computational basis. The elements of this basis are labeled

by integers from 0 to d4 — 1. For a Hilbert space of the form (C2)®”, this canonical basis
will also be labeled by strings in {0, 1}*. A >~ B means that the Hilbert spaces A and B
are isomorphic.

To describe a distribution {p1, ..., p,} over quantum states {|y1), ..., |¥,)} (also called
a mixed state), we use a density operator p = Y ;_; pz|1/fz)(%|, where |y )| refers to
the projector on the line defined by |). A density operator is a Hermitian positive
semidefinite operator with unit trace. The density operator associated with a pure
state is abbreviated by omitting the ket and bra ¢ := | )}¥|. S(A) is the set of density
operators acting on A. The Hilbert space on which a density operator p € S(A) acts is
sometimes denoted by a superscript, as in p2. This notation is also used for pure states
¥)4 € A
In order to describe the joint state of a system AB, we use the tensor product Hilbert
space A ® B, which is sometimes simply denoted AB. If pAB describes the joint state on
AB, the state on the system A is described by the partial trace p? := trg pAB. If U is
a unitary acting on A, and |) a state in A ® B, we sometimes use U|y) to denote the
state (U @ 18 )|¥), where the symbol 18 is reserved for the identity map on B.

The most general way to obtain classical information from a quantum state is by
performing a measurement. A measurement is described by a positive operator-valued
measure (POVM), which is a set {P1,...,Ps} of positive semidefinite operators that
sum to the identity. If the state of the quantum system is represented by the density
operator p, the probability of observing the outcome labeled i is tr[P;p] for all i €
{1,...,s}). For a state |¢/) € A, pjy) denotes the distribution of the outcomes of the
measurement of |) in the basis {|a)}. We have p|y)(a) = [{a|¥) |2. Similarly, for a mixed
state p, we define p,(a) = tr[|a)al|p].
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The trace distance between density operators acting on A is defined by A(p,0) =
% tr/(p — 0)2. The von Neumann entropy of a quantum state p# is defined by H(p?) =
—tr plog p. It will also be denoted H(A),. For a bipartite state 4B ¢ S(AB), the quan-
tum mutual information is I(4;B), = H), + HB), — H(A, B),. We use Fannes’ in-
equality [Fannes 1973], or more precisely an improvement by Audenaert [2007], which
states that for any states p and o on A,

|H(p) — H(0)| < A(p,0)logda + ha(A(p,0)), (3)
with hg(e) = —elog(e) — (1 — €) log(1 — €).

2. UNCERTAINTY RELATIONS

Outline of the Section. In this section, we start by introducing uncertainty relations
and setting up some notation (Section 2.1). Then, we define metric uncertainty rela-
tions in Section 2.2. In Section 2.3, we prove the existence of strong metric uncertainty
relations. Explicit constructions are given in Section 2.4.

2.1. Background

Consider a set of orthonormal bases B = {By,...,5;_1} of the Hilbert space C. Each
basis B, = (vlg, ... ,vfic_l) defines a measurement on C. The outcomes of these mea-
surements are indexed by x € [dc]. The outcome distribution pp, |4y when the mea-
surement is performed on the state |{) € C is defined by pp, |y)(x) = |(v3";'|1ﬁ)|2 for all
x € [d¢l. An uncertainty relation for a set of orthonormal bases 5 = {By,...,5;_1} ex-
presses the property that for any state |v) € C, there are some measurements in 3
whose outcomes given state |{) have some uncertainty. A common way of quantifying
this uncertainty is by using the Shannon entropy. The set of bases B is said to satisfy

an entropic uncertainty relation if there exists a positive number A such that for all
states |y) € C,

1 t—1
=2 Hpp, ) = h.
k=0

Note that, by choosing a state |/) in the basis By, we obtain H(pg, y)) = 0. As
H(pp,y)) < logdc, this implies that 2 cannot be larger than (1 — 1/¢) logdc.

It is more convenient here to talk about uncertainty relations for a set of unitary
transformations. Let {|x)C}. be the computational basis of C. We associate to the uni-

tary transformation U the basis {U"|x)},. On a state |v/), the outcome distribution is
described by

U @) = [(x| U2

As can be seen from this equation, we can equivalently talk about measuring the state
Ul¢) in the computational basis. An entropic uncertainty relation for Uy, ..., U;_1 can
be written as
1 t—1
=2 Hpu,p) = h. “)
k=0
Entropic uncertainty relations have been used to prove the security of quantum key

distribution and of cryptographic protocols in the bounded and noisy quantum storage
models [Berta et al. 2012; Damgard et al. 2007; Tomamichel and Renner 2011]. Other
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applications of entropic uncertainty relations are given in Section 3. For more details
on entropic uncertainty relations and their applications, see the recent survey [Wehner
and Winter 2010].

2.2. Metric Uncertainty Relations

Here, instead of using the entropy as a measure of uncertainty, we use closeness to the
uniform distribution. In other words, we are interested in sets of unitary transforma-
tions Uy, ..., U;_1 that for all |) € C satisfy

t—1

1
=2 APy, unif(ideD) < €
k=0

for some ¢ € (0,1). A(p,q) refers to the total variation distance between the distribu-
tions p and q. This condition is very strong, in fact too strong for our purposes, and
we will see that a weaker definition is sufficient to imply entropic uncertainty rela-
tions. Let C = A® B. (For example, if C consists of n qubits, A might represent the first
n —logn qubits and B the last logn qubits.) Moreover, let the computational basis for C
be of the form {|a)* ® |b)B}a,b where {|a)} and {|b)} are the computational bases of A and
B. Instead of asking for the outcome of the measurement on the computational basis
of the whole space to be uniform, we only require that the outcome of a measurement
of the A system in its computational basis {|a)} be close to uniform. More precisely, we
define for a € [dl,

dg—1
Pl @ =Y 1a*BEUI) P
b=0

We can then define a metric uncertainty relation. Naturally, the larger the A system,
the stronger the uncertainty relation for a fixed B system.

Definition 2.1 (Metric Uncertainty Relation). Let A and B be Hilbert spaces. We
say that a set {Up,...,U;_1} of unitary transformations on AB satisfies an e¢-metric
uncertainty relation on A if for all states |y) € AB,

1 t—1 ‘
A Z A(p‘?]kw,umf([dA])) <e. (5)
k=0

Remark. Observe that this implies that (5) also holds for mixed states: for any

Y € SA®B), %ZZ;% A(p‘?]wU%,unif([dA])> <e.

k

Metric Uncertainty Relations Imply Entropic Uncertainty Relations. In the next
proposition, we show that a metric uncertainty relation gives rise to an entropic uncer-
tainty relation. It is worth stressing that there are no restrictions on measurements.

PROPOSITION 2.2. Let € € (0,1) and {Uy,...,U;_1} be a set of unitaries on AB
satisfying an e-metric uncertainty relation on A:

t—1
%kX: A(pt?fklllﬂ’ unif([dA])) <e.
=0
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Then

1 t—1
=2 Hpu,p) = 1 - logdy — ha(e).
k=0

where hg is the binary entropy function.

PROOF. Recall that the distribution p‘?] ) (see Eq. (5) for a definition) on [dy4] is

a marginal of the distribution py,y). Thus, Hpy,y)) > H(p‘z‘]]e | W). Using Fannes-
Audenaert’s inequality (3), we have, for all &

H(pf, ) = logda — A(pfy, ), unif(ida))) logda — ha (A (pf, ), unif(idaD) ).
By averaging over & and using the concavity of h9, we get the desired result. O

Explicit Link to Low-Distortion Embeddings. Even though we do not explicitly use
the link to low-distortion embeddings, we describe the connection as it might have
other applications. In the definition of metric uncertainty relations, the distance be-
tween distributions was computed using the trace distance. The connection to low-
distortion metric embeddings is clearer when we measure closeness of distributions
using the fidelity. We have

dy—1
F (o> wnif(ida))) = Z VPO @
dy-1 |dg—1

1
=— (@A (bIBU )2
dA a=0 bg(:)

1
= _||Uk|w>”g?(gg)a (6)

Jda

where the norm Z‘f (Eg ) is defined by

Definition 2.3 (£1(€2) norm). For a state (V) =3 qcia, peidy] %abl@)*[0)5,

W) laen, = 2 leaplsla= 32 [ 20 leasl®

acldyl acldal | beldpl

Wewuse |- [li2:= 1" (B when the systems A and B are clear from the context.

Observe that this definition of norm depends on the choice of the computational
basis. The E‘i‘(ég) norm will always be taken with respect to the computational bases.
For {Uy, ..., U;_1} to satisfy an uncertainty relation, we want

”Ukwl ”gA(gB) >1-

Povin
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44:10 O. Fawzi et al.

This expression can be rewritten by introducing a new register K that holds the index
k. We get for all |) by writing C = AB

> (1—e€)t-da. (7

1
— ) U)X
Vi

(B

Using the Cauchy-Schwarz inequality, which in this context reads |/|¢)]| B <
Jdalll®) e for any |¢) € AB, we have that for all |y),

1 1
HjZUuw%K SNEARIWATECE IENGEIC
" (AR (B " >
Rewriting (7) and (8) as
1 C K
2R U™ IR® | e s
1—e < 1 _ H«ﬁ Hzl @ _ 1

VEds | LS UniCE |

we see that the image of C by the linear map |¢) +— \/% > UrlY) ® |k) is an al-
most Euclidean subspace of (A @ K ® B,Z‘%K (Zg)). In other words, as the map |y) —
JLZ > 1 ULlY) ® |k) is an isometry (in the {2 sense), it is an embedding of (C, ¢2) into
(AKB, ¢4 (¢8)) with distortion 1/(1 — ¢) [Matousek 2002].

Observe that a general low-distortion embedding of (C, ¢2) into (AKB, Z?K (Zg )) does
not necessarily give a metric uncertainty relation as it need not be of the form |) —
«/LZ > 1 ULlY) ® |k). When ¢t = 2, a metric uncertainty relation is related to the notion of

Kashin decomposition [Kashin 1977]; see also Pisier [1989] and Szarek [2006].

A Remark on the Composition of Metric Uncertainty Relations. There is a natural
way of building an uncertainty relation for a Hilbert space from uncertainty relations
on smaller Hilbert spaces. This composition property is also important for the crypto-
graphic applications of metric uncertainty relations presented in the second half of this
article, in which setting it ensures the security of parallel composition of locking-based
encryption.

PROPOSITION 2.4. Consider Hilbert spaces Aj, Ag, By, Bg. For i € {0,1}, let
{U;g.)}k,-e[ti] be a set of unitary transformations of A; ® B; satisfying an e-metric un-
certainty relation on A;. Then, {U Ig) U li) Vi koclty) x[to] SQtiSfies a 2e-metric uncertainty
relation on A1 ® As.

PROOF. Let |{) € (A1®B1)®(A2®Bg) and let py, 1, denote the distribution obtained
by measuring U]g) ® Ug) |¥) in the computational basis of A1 ® Ag. Our objective is to
show that

1
— Y A(Phyky, unif(lda, ] x[da,)) < 2¢. ©)

t1t
1t2 k1€lt1],koeltal
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We have
A (Phy g unif([da, ] x[da, )

1 1
=5 Dk by (@1,Q2) — ————

2 Z L2 dA dA

ay,a2 172
Aq Aq

1 Ppop, @] 1 Pjy k(@1 1
=5 Phyky(@1,02) — —22— |+ o ° -

2 agl:z v dA2 2 a%z dAz dAldA2

s, @) A, (10)

1

Priky(@1,a2) 1 1
= Zpklkzwi e e DD
as kl kz(a i) Az a1

where p‘211 ko (aq) := Za2 Dk, ks (@1,a2) is the outcome distribution of measuring the A;

system of U ,g) QU ,(;)W). The distribution p‘211 p, €N also be seen as the outcome of
measuring the mixed state

1), AB (DT
Ukl [ lUkl

in the computational basis {|a1)}. Thus, we have for any kg € [t2],

% kZ A(p;?ll,kz’unif([dAI])) <e.
1

Moreover, for a1 € [d4,], the distribution on [dy4,] defined by w is the outcome
pkl ko (a1)

distribution of measuring in the computational basis of As the state

2)  AoBoyr(2)T
U()wkf,af ()

where 1/fA2B2 is the density operator describing the state of the system AgBs given that

the outcome of the measurement of the A; system is a1. We can now use the fact that
{Ug)} satisfies a metric uncertainty relation. Taking the average over k1 and kg in
Eq. (10), we get

—_— A@kl,kg’unif([dAll X[dA2])) < 2e. O

This observation is in the same spirit as Indyk and Szarek [2010, Proposition 1], and
can in fact be used to build large almost Euclidean subspaces of Z‘i‘ (5123 ).

2.3. Metric Uncertainty Relations: Existence

In this section, we prove the existence of families of unitary transformations sat-
isfying strong uncertainty relations. The proof proceeds by showing that choosing
random unitaries according to the Haar measure defines a metric uncertainty relation
with positive probability. The techniques used are quite standard and date back to
Milman’s proof of Dvoretzky’s theorem [Figiel et al. 1977; Milman 1971]. In fact, using
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44:12 O. Fawzi et al.

the connection to embeddings of ¢9 into ¢1(£9) presented in the previous section, this
existential theorem can be viewed as a strengthening of Dvoretzky’s theorem for the
¢1(¢2) norm [Milman and Schechtman 1986]. Explicit constructions of uncertainty
relations are presented in the next section.

In order to use metric uncertainty relations to build quantum hiding fingerprints,
we require an additional property for {Uy,...,U;_1}. A set of unitary transformations
{(Uo,...,U;_1} of C% is said to define y-approximately mutually unbiased bases (y-
MUBEs) if for all elements |x) and |y) of the computational basis and all 2 # &/, we
have

x| U} Uprly) (11)

|< =
— drv/2

1-MUBs correspond to the usual notion of mutually unbiased bases.

THEOREM 2.5 (EXISTENCE OF METRIC UNCERTAINTY RELATIONS). Let ¢ = 16
and ¢ € (0,1). Let A and B be Hilbert spaces with dimB > 9/¢2 and d := dimA ® B.

Then, for all t > %, there exists a set {Uy,...,U;_1} of unitary transformations
of AB satisfying an e-metric uncertainty relation on A: for all states |yr) € AB,

1 t—1

-2 A<pi\7k|l//>, unif([dA])) <e.

t
k=0

Moreover, for y € (0,1) and d such that 4t?d®exp (—d1™") < 1/2, the unitaries
{Uy,...,U;_1} can be chosen to also form y-MUBs.

Remark. The proof proceeds by choosing a set of unitary transformations at random.
See (14) and (15) for a precise bound on the probability that such a set does not form a
metric uncertainty relation or a y-MUB.

PROOF. The basic idea is to evaluate the expected value of A(p‘?ﬂ w),unif([dA])>

for a fixed state |/) when U is a random unitary chosen according to the Haar mea-
sure. Then, we use a concentration argument to show that, with high probability, this
distance is close to its expected value. After this step, we show that the additional

averaging %22;10 A(p‘?Jkl w),unif([dA])) of ¢ independent copies results in additional

concentration at a rate that depends on ¢. We conclude by showing the existence of a
family of unitaries that makes this expression small for all states |¢) using a union
bound over a §-net. The main ingredients of the proof are stated here but only proved in
Appendix A.

We start by computing the expected value of the fidelity E {F (p‘{‘,| 0y unif( [dA])> },
which can be seen as an ¢1(f£9) norm.

LEMMA 2.6 (EXPECTED VALUE OF ¢4 (¢§) OVER THE SPHERE). Let |p)4Z be a ran-
dom pure state on AB. Then,

E (F(ptyunif(idaD)| = [1- 7.
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We then use the inequality A (p,q) < /1 — F(p,q)? to get

E{A(pfy), wnif(ldaD) )| < E {\/1 ~F(p), unif([dA])>2} .

By the concavity of the function x — /1 — x2 on the interval [0, 1],

E {A(ph), wnif(idaD) | < \/1 ~E [F(pfl,, unif(ida))) }2

1
=Jt-(- )

<e€/3.

The last inequality comes from the hypothesis of the theorem that dg > 9/¢2. In other
words, for any fixed |y), the average over U of the trace distance between p‘?]‘ ) and

the uniform distribution is at most ¢/3. Setting u = E EA (p‘l?p),unif( [dA])> ], the next

step is to evaluate P{‘% 2;10 A(p‘?]klw,unif([dA])) — u’ > 6/3}. This is done using a
concentration inequality on the product of spheres. For completeness, an approach
that is more elementary is presented in the appendix (Lemma A.1 and Lemma A.2).
While this second approach is more elementary, it leads to slightly worse constants
and additional technical constraints on the relation between ¢ and d. However, these
constraints do not substantially affect our conclusion.

LEMMA 2.7 (CONCENTRATION INEQUALITY ON THE PRODUCT OF SPHERES). Let
f @ (CH  Rand n > 0 be such that for all pure states |¢g),...,|p—1) and

[¥0), .-, 1¥-1) in CY,

-1
F100), - 10e-1)) = F(W0), -, Y1) < nJ > ) — 13-
1=0
Let |gg),...,|lpi—1) be independent random pure states in dimension d. Then for all

§>0,

5%d
P {00 o) =B {fllg0), o)} | 2 8] = dexp (=

where c is a constant. We can take ¢ = 16.

PROOF. We start by applying Example 6.5.2 of Milman and Schechtman [1986] to
obtain concentration around the median. Then, to prove concentration around the
mean, we can use the general Proposition V.4 also from Milman and Schechtman
[1986]. O
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We apply this concentration result to f : [|po)5,...,|¢i_1)28 — % 22;10
A (p‘l?pk),unif([dA])). We start by finding an upper bound on the Lipshitz constant 7.
For any pure states {|¢;)48}, and {|v;)2B};, we have

|f(|(p0>a ) |¢t—1>) _f(hh())? ] hht—l))'

1 t—1
A A
n A(pwk’pllfk>

IA

5%2 Z\lal bllgn) 12 = l(al (Bl 1va) 2|
=0

1251
- Z 5 [2_lltal®llen)] + al®llve)l|* Y |Hal(lign)] — [al by
= a,b

a,b

The first two inequalities follow from the triangle inequality. The third inequality is
due to the Cauchy Schwarz inequality. Continuing,

t 1

IFeo), .- lee—1) = F(o), - - 1Y) < < Z k) — 1¥r)ll2
k =0

J > ller) — 1) 13- (12)

The first inequality follows again from the triangle inequality and the last inequality
follows from the Cauchy Schwarz inequality. Applying Lemma 2.7 with n = 1/, we

obtain
P 1t A f([dA] > e/3l < (6/3)2td
" E A(pyw/,), uni (dA )) —u| =€/ _4eXp - |-

k=0

This inequality can also be achieved with a slightly worse constant by first applying

Lévy’s Lemma A.1 to the function A (p‘?]kl "

prove that averaging of ¢ independent copies results in additional concentration at a
rate of ¢.
Continuing with Lemma 2.6, we have

unify( [dA])) and then using Lemma A.2 to

t—1

1 . e2td
P :?g)A(p‘?}kW),umf([dA])) > 26/3} <4exp <— 9% ) . (13)

We would like to have the event described in (13) hold for all |) € AB. For
this, we construct a finite set N of states (a §-net) for which we can ensure that

1324 A (P, > unif(idal)) < 2€/8 for all [) € A" holds with high probability. See,
for example, Hayden et al. [2004, Lemma I1.4] for a proof.
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LEMMA 2.8 (5-NET). Let § € (0,1). There exists a set N of pure states in C¢ with
|j}/| < (8/8)% such that for every pure state |¥) € C¢ (ie., |||¥)lla = 1), there exists
W) € N such that

%) = 19)ll2 < 6.

Let N be the ¢/3-net obtained by applying this lemma to the space AB with § = ¢/3.
We have

1% . €2td
P {ahm N A(p?w),umf([dA])) > 26/3} < |N|-4exp (_¥>

k=0
(o -2m)
<4dexp|-d|— —2In9/¢) | ].
9c

Now, for an arbitrary state |¢) € AB, we know that there exists |/) € N such that
l¥) — |¥)lle < €/3. As a consequence, for any unitary transformation U,

A (pfhyy uniflldaD) < A(pfy ;. unif(idaD) + A (p3, 5 .2
< A(p 5, unif(ldaD)) + |UI) — Ulp)llp

< A(pf ;) uif(daD)) + /3,

In the first inequality, we used the triangle inequality and the second inequality can
be derived as in (12). Thus,

128 . 2
Pl3y) € AB: n Z A(pu, iy, unif([dal)) > e} <4exp <—d (69—0 - 21n(9/e)>> . (14)

k=0

Ift > %, this bound is strictly smaller than 1/2 and the result follows.

To prove that we can suppose that {Uy, ..., U;_1} define y-MUBs, consider the func-
tion f : |¢) — (Y¥|p) for some fixed vector |¢). Then, if |¢) is a random pure state, we
have E {f(l¢))} = 0. Moreover, f is 1-Lipschitz. Thus, Lemma 2.7 for ¢ = 1, or more

simply Lévy’s Lemma A.1, with § = d~7/2 gives

1—
P{i(ylg) = d7/2} < 4exp <—dc V>.

As a result,

1-y
P {ak #k, 2,y € [dl,|(x|UUply)| = d*V} < 4t2d% exp (-dc ) (15)

which completes the proof. O
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COROLLARY 2.9 (EXISTENCE OF ENTROPIC UNCERTAINTY RELATIONS). Let C be
a Hilbert space of dimension d > 2. There exists a universal constant ¢’ > 1 such that
for any integer t > 2, there exists a set {Uy,...,U;_1} of unitary transformations of C
satisfying the following entropic uncertainty relation: for any state |yr),

t—1
"logt 18t "logt
—ZH@Uka(l—\/C % )10 a-tog oo )—h2< ‘ f)

where ho(¢) is the binary entropy function. In particular, in the limit d — oo, we obtain
the existence of a sequence of sets of t bases satisfying

lim Z H(pUkW’) -1 [c’logt
d— 00 logd - t

Remark. Recall that the bases (or measurements) that constitute the uncertainty
relation are defined as the images of the computational basis by U]I . Note that as
argued previously, we can always choose a state |v) that is a basis vector for one of the

bases Uy, ..., U;_1. Thus, for any set of unitaries {Uy, ..., U;_1}, there exists |) such
that
=
- ZH(pUkW/ ) < (1 — —) logd.
k 0

It is an open question whether there exists uncertainty relations matching this bound,
even asymptotically as d — oo [Wehner and Winter 2010]. Wehner and Winter [2010]
ask whether there even exists a function f growing to +o0o such that

-1
lim EM -1 1
d—oo t logd - f@

The corollary answers this question in the affirmative with f(¢) = /c,+0gt.

PROOF. Define ¢’ = 100c where ¢ comes from Lemma 2.7, ¢ = /<8¢ 1°g ! and decompose

C =A ® B withdg = [9/¢*]. Applying Theorem 2.5 and observing that our choice of ¢

is such thatt > 72clog(9/¢)/€2, we get a family Uy, . .., U;_1 of unitary transformations
that satisfies

t—1
% > A (p, - unifildal)) <.
k=0

By Proposition 2.2, these unitary transformations also satisfy an entropic uncertainty
relation:

t 1
d
‘ZH(PUW )= (1 - 6)10g([9/ 21) — ha(e)

> (1 —e)logd — log(18/€2) — ha(e). ]

2.4. Metric Uncertainty Relations: Explicit Construction

In this section, we are interested in obtaining families {Uy, ..., U;_1} of unitaries sat-
isfying metric uncertainty relations where Uy,...,U;_1 are explicit and efficiently
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computable using a quantum computer. For this section, we consider for simplicity
a Hilbert space composed of qubits, that is, of dimension d = 2" for some integer n.
This Hilbert space is of the form A ® B where A describes the states of the first logda
qubits and B the last logdp qubits. Note that we assume that both d4 and dp are
powers of two.

We construct a set of unitaries by adapting an explicit low-distortion embedding
of (R%,¢s) into (RY,¢1) with d = d*°D found by Indyk [2007]. The construction
has two main ingredients: a set of mutually unbiased bases and an extractor. More
specifically the embedding consists of repeated applications of the following procedure.
The input vector is encoded into a small number of mutually unbiased bases from
Heath et al. [2006] and all these encodings are concatenated. The components of this
longer vector are then shuffled in a way specified by an extractor construction due to
Zuckerman [1997] so that the coefficients on some fixed known coordinates are flat. In
the following step, the same procedure is applied on the remaining coordinates that do
not necessarily have flat coefficients. Our construction uses the same paradigm while
requiring additional properties of both the mutually unbiased bases and the extractor.

In order to obtain a locking scheme that only needs simple quantum operations, we
construct sets of approximately mutually unbiased bases from a restricted set of uni-
taries that can be implemented with single-qubit Hadamard gates. Moreover, we im-
pose three additional properties on the extractor: we need our extractor to be strong, to
define a permutation and to be efficiently invertible. An extractor is said to be strong if
the output is close to uniform even given the seed. We want the extractor to be strong
because we are constructing metric uncertainty relations as opposed to a norm em-
bedding. The property of being a permutation extractor is needed to ensure that the
induced transformation on (C2)®” preserves the £9 norm. We also require the efficient
invertibility condition to be able to build an efficient quantum circuit for the permuta-
tion. See Definition 2.13 for a precise formulation.

The intuition behind Indyk’s construction is as follows. Let Vy, ..., V,_1 be unitaries
defining (approximately) mutually unbiased bases (defined in Eq. (11)) and let {Py},cs
be a permutation extractor (defined later in Definition 2.13). The role of the mutually
unbiased bases is to guarantee that for all states |¢) and for most values of j € [r], most
of the mass of the state V;|v/) is “well spread” in the computational basis. This spread
is measured in terms of the min-entropy of the distribution PVjly)- Then, the extractor

{P,}, will ensure that on average over y € S, the masses l{a|(b|P,V:|y)|? are almost
yiy g y b yVild

equal for all a € [dg]. More precisely, the distribution péyvj ) is close to uniform.

As shown in the following lemma, there is a construction of mutually unbiased bases
that can be efficiently implemented [Wootters and Fields 1989]. The proof of the lemma
is deferred to Appendix B.

LEMMA 2.10 (QUANTUM CIRCUITS FOR MUBS). Let n be a positive integer and
d = 2". For any integer r < d + 1, there exists a family Vy,...,V,._1 of unitary trans-
formations of C% that define mutually unbiased bases. Moreover, there is a randomized
classical algorithm with runtime O(n? polylogn) that takes as input j € [r] and outputs
a binary vector «; € {0, 1}2"=1 and a quantum circuit of size O(n polylogn) that when
given as input the vector «; (classical input) and a quantum state |y) € C9 outputs

Vily).

Remark. The randomization in the algorithm is used to find an irreducible poly-
nomial of degree n over Fo[ X]. It could be replaced by a deterministic algorithm that
runs in time O(n* polylogn). Observe that if  is odd and r < (d + 1)/2, it is possible to
choose the unitary transformations to be real (see Heath et al. [2006]).
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It is also possible to obtain approximately mutually unbiased bases that use smaller
circuits. In fact, the following lemma shows that we can construct large sets of approx-
imately mutually unbiased bases defined by unitaries in the restricted set

H={H":=H"®- --@ H™,v € {0,1}"},
where H is the Hadamard transform on C? defined by

1 11
H- (1)
In our construction of metric uncertainty relations (Theorem 2.15), we could use the
1-MUBs of Lemma 2.10 or the (1/2 — §)-MUBs of Lemma 2.11. As the construction of

approximate MUBs is simpler and can be implemented with simpler circuits, we will
mostly be using Lemma 2.11.

LEMMA 2.11 (APPROXIMATE MUBS IN H). Let n' be a positive integer and n = 2" .

(1) For any integer r < n, there exists a family Vy,...,V,_1 € H that define 1/2-MUB:s.

(2) For any § € (0,1/2), there exists a constant ¢ > 0 independent of n such that, for
any r < 2 there exists a family Vy, ..., V,_1 of unitary transformations in H that
define (1/2 — §)-MUBs.

Moreover, in both cases, given an index j € [rl, there is a polynomial time (classical)
algorithm that computes the vector v € {0, 1}" that defines the unitary V; = H".

PROOF. Observe that for any v,v’ and x,y € {0, 1}*

(| HYH y)| = [ [ il HY H" ;)

J

= 9dp(,v')/2° (16)

Using this observation, we see that a binary code C C {0, 1}" with minimum distance
yn defines a set of y-MUBs in H. It is now sufficient to find binary codes with minimum
distance as large as possible. For the first construction, we use the Hadamard code that
has minimum distance n/2. The Hadamard codewords are indexed by x € {0,1}"; the
codeword corresponding to x is the vector v € {0, 1} whose coordinates are v, = x - z
for all z € {0,1}". This code has the largest possible minimum distance for a nontrivial
binary code but its shortcoming is that the number of codewords is only n. For our
applications, it is sometimes desirable to have r larger than n (this is useful to allow
the error parameter € of our metric uncertainty relation to be smaller than n=1/2),
For the second construction, we use families of linear codes with minimum distance
(1/2 — 8)n with a number of codewords that is exponential in n. For this, we can use
Reed-Solomon codes concatenated with linear codes on {0,1}°®) that match the per-
formance of random linear codes; see for example Appendix E in Goldreich [2008]. For
a simpler construction, note that we can also get 22v™ codewords by using a Reed-
Solomon code concatenated with a Hadamard code. a

The next lemma shows that for any state |y ), for most values of j, the distribution
PV;ly) is close to a distribution with large min-entropy provided {V;} define y-MUBs.
This result might be of independent interest. In fact, Damgéard et al. [2007] prove a
lower bound close to n/2 on the min-entropy of a measurement in the computational
basis of the state U|y) where U is chosen uniformly from the full set of the 2" unitaries
of H. They leave as an open question the existence of small subsets of # that satisfy the
same uncertainty relation. When used with the y-MUBs of Lemma 2.11, the following
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lemma partially answers this question by exhibiting such sets of size polynomial in n
but with a min-entropy lower bound close to n/4 instead.

LEMMA 2.12. Letn > 1,d = 2" and € € (0,1) and consider a set of r = L%-I unitary
transformations Vy, . .., Vr_1 of C¢ defining y-MUBs. For all |y) € C,

Hj € [r]: A distribution q;, A(pvjw,),qj) < e and Hyin(q)) > )/z_n - 2” > 1A -e)r.

PROOF. This proof proceeds along the lines of Indyk [2007, Lemma 4.2]. Similar
results can also be found in the sparse approximation literature; see Tropp [2004,
Proposition 4.3] and references therein.

Consider the rd x d matrix V obtained by concatenating the rows of the matrices
Vo,...,Vr_1. For S C [rd], Vg denotes the submatrix of V obtained by selecting the

rows in S. The coordinates of the vector V|y) € C'¢ are indexed by z € [rd] and denoted
by (VI¥))z.

Claim. We have for any set S C [rd] of size at most d?/2 and any unit vector |),
then
IVIgDsig =1+ 2L, an
2= dv/2
To prove the claim, we want an upper bound on the operator 2-norm of the matrix (Vy),
which is the square root of the largest eigenvalue of G = VSV;. As two distinct rows of
V have an inner product bounded by (ﬁ, the non-diagonal entries of G are bounded

by dl'% Moreover, the diagonal entries of G are all 1. By the Gershgorin circle theorem,

all the eigenvalues of G lie in the disc centered at 1 of radius |§|V721. We conclude that
(17) holds.

Now pick S to be the set of indices of the d”/? largest entries of the vector
{|(V|1//))2|2}ze[,d]. Using the previous claim, we have ||(V|w))s||§ < 2. Moreover, since
S contains the d?/2 largest entries of {|{(V|¥))|%},, we have that for all z ¢ S,
|(VIY):2d" /% < [|(VI¥))sll3 < 2. Thus, for all z ¢ S, |(V|y)).|? < ﬁ.

We now build the distributions g;. For every j € [r], define

wj = > (V1Y) 12,

zeSnyr,...,j+1r—1}
which is the total weight in S of V;|v/). Defining Te = {j : w; > €}, we have |T¢|e <
I(VI¥)sl3 < 2. Thus,

|T:] <2/e <er.

We define the distribution g; for j € [r] by

@l Vily) 2 + 5 ifjd +x ¢ S

QJ(x) = wj if i
+ ifjd+xeS.

Journal of the ACM, Vol. 60, No. 6, Article 44, Publication date: November 2013.



44:20 O. Fawzi et al.

Since

dYogi@=wi+ Y &ViIE= D 1@V

[dl;jd+x¢S xeld]

qj is a probability distribution. Moreover, we have that for j ¢ T,

1 2
Mpvra) =5 | X G+ X (FHevim?) | sw e
xin+x¢S xjd+xeS
The distribution g; also has the property that for all x € [d], g;(x) < # + % < dv% In
other words, Hpin(g)) > %5 — 2. O

We now move to the second building block in Indyk’s construction: randomness ex-
tractors. Randomness extractors are functions that extract uniform random bits from
weak sources of randomness.

Definition 2.13 (Strong Permutation Extractor). Let n and m < n be positive inte-
gers, £ € [0,n] and € € (0,1). A family of permutations {P,},cs of {0,1}" where each

permutation P, is described by two functions Pf : {0,1}" — {0,1}™ (the first m output
bits of P,) and Pf :{0,1}" — {0, 1}"~™ (the last n —m output bits of P,) is said to be an
explicit (n,¢) —. m strong permutation extractor if:

— For any random variable X on {0, 1}" such that H,;,(X) > ¢, and an independent
seed Ug uniformly distributed over S, we have

A<p(US,Pf,S(X))’unif(S x {0, 1}m)) <e

which is equivalent to

1
5 3 a (pP&E(X), unif({0, 1}m)) <e. (18)

yeS

—PFor all y € S, both the function Py and its inverse P, 1 are computable in time
polynomial in 7.

Remark. The usual definition of extractors does not require the functions to be
permutations or to be efficiently invertible. But for this article, these conditions are
needed. A similar definition of permutation extractors was used in Reingold et al.
[2000] in order to avoid some entropy loss in an extractor construction. Here, the
reason we use permutation extractors is different; it is because we want the induced
transformation P, on C2" to preserve the ¢ norm.

We can adapt an extractor construction of Guruswami et al. [2009] to obtain a per-
mutation extractor with the following parameters. The details of the construction are
presented in Appendix C.

THEOREM 2.14 (EXPLICIT STRONG PERMUTATION EXTRACTORS). For all (con-
stant) § € (0,1), all positive integers n, all ¢ € [clog(n/¢),n] (c is a constant independent

Journal of the ACM, Vol. 60, No. 6, Article 44, Publication date: November 2013.



From Low-Distortion Norm Embeddings to Explicit Uncertainty Relations 44:21

of nand ¢), and all € € (0,1/2), there is an explicit (n,{) —. (1—8)¢ strong permutation
extractor {Py},cs with log|S| < O(log(n/¢)). Moreover, the functions (x,y) — Py(x) and

(x,y) — P;l(x) can be computed by circuits of size O(n polylog(n/¢)).

A permutation P on {0, 1} defines a unitary transformation on (C?)®" that we also
call P. The permutation extractor {Py} will be seen as a family of unitary transforma-
tions over n qubits. Moreover, just as we decomposed the space {0, 1}" into the first
m bits and the last n — m bits, we decompose the space (C2)®" into A ® B, where A
represents the first m qubits and B represents the last n — m qubits. The properties of
{Pf } will then be reflected in the system A.

Recall that Lemma 2.12 stated that after a measurement in a randomly selected
basis from an approximately mutually unbiased set, the min-entropy of the outcome
is quite large. This means that if we follow this measurement with an extractor, the
output will be almost uniform, which is exactly what we need. Thus, using the con-
struction of Theorem 2.14, we obtain a set of unitaries satisfying a metric uncertainty
relation.

THEOREM 2.15 (EXPLICIT UNCERTAINTY RELATIONS: KEY OPTIMIZED). Let § >
0 be a constant, n be a positive integer, ¢ € (27°",1) (¢’ is a constant independent of
n). Then, there exist t < (’e—‘)C (for some constant c independent of n and €) unitary

transformations Uy, ..., U;_1 acting on n qubits such that: if A represents the first (1 —
Hn/4 — O(1) qubits and B represents the remaining qubits, then for all |) € AB,

1 t—1

t kz A<p?]k|w>’ unif([dA])) <e.
=0

Moreover, the mapping that takes the index k € [t] and a state |y) as inputs and outputs
the state Ug|y) can be performed by a classical computation with polynomial runtime
and a quantum circuit that consists of single-qubit Hadamard gates on a subset of the
qubits followed by a permutation in the computational basis. This permutation can be
computed by (classical or quantum) circuits of size O(n polylog(n/¢)).

Remark. Observe that in terms of the dimension d of the Hilbert space, the number
of unitaries ¢ is polylogarithmic.

PROOF. Let ¢ = ¢/6. Lemma 2.11 gives r = [2/€?| unitary transformations
Vo, ..., V,._1 that define y-mutually unbiased bases with y = 1/2 — §/4. Moreover, all
theses unitaries can be performed by a quantum circuit that consists of single-qubit
Hadamard gates on a subset of the qubits. Theorem 2.14 with £ = (1 —§/2)n/4 — 2 and
error € gives |S| < 2¢1°8®/€) permutations {Py},.s of {0,1}" that define an (n,¢) >
(1 — 8/2)¢ extractor and are computable by classical circuits of size O(n polylog(n/¢)).
We now argue that this classical circuit can be used to build a quantum circuit of size
O(n polylog n) that computes the unitaries Py.

Given classical circuits that compute P and P~1, we can construct reversible circuits
Cp and Cp-1 for P and P~1. The circuit Cp when given input (x,0) outputs the binary
string (x, P(x)), so that it keeps the input x. Such a circuit can readily be transformed
into a quantum circuit that acts on the computational basis states as the classical
circuit. We also call these circuits Cp and Cp-1. Observe that we want to compute the
unitary P, so we have to erase the input x. For this, we combine the circuits Cp and
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|P(x))

[0)

Cp (CP—])_I

[0)

Fig. 1. Quantum circuit to compute the permutation P using quantum circuits Cp for P and Cp_1 for p-1
C -1 )_1 is simply the circuit C p-1 taken backwards. The bottom register is an ancilla register.

Cp-1 as described in Figure 1. Note that the size of this quantum circuit is the same as
the size of the original classical circuit up to some multiplicative constant. Thus, this
quantum circuit has size O(n polylog(n/¢)).

The unitaries {Uy, ..., U;_1} are obtained by taking all the possible products P,V for
j € lrl,y € S. Note that ¢ = r|S|. We now show that the set {Uy, ..., U;_1} satisfies the
uncertainty relation property. Using Lemma 2.12, for any state |¢), the set

Ty == {j : 3g, Pv;jy),qj) < € and Hiin(g)) = (1 —8/2)n/4 - 2}

has size at least (1 — €’)r. Moreover, for all @ € [dA],p‘gyViM(a) =% |(0¢|(b|PyVi|1p)|2 =
P {Pf X) = a}, where X has distribution py,y). By definition, for i € T|y), we have

Apv,1y),qi) < € with Hyin(gi) = (1 —8/2)n/4 — 2. Using the fact that {P;J} is a strong
extractor (see (18)) for min-entropy (1 — §/2)n/4 — 2, it follows from the triangle in-

quality that
Z Pp,v unif /
|S| ( Yy i) 1 ([dA])> < 2¢

yeS

for alli € T|y). As |T}y)| = (1 — €')r, we obtain

t

-1
1 .
n Z A (p‘?]klw,umf([dA])) <3 =¢€/2.
k=0

To conclude, we show that ¢ can be taken to be a power of two at the cost of multiplying
the error by at most two. In fact, let p be the smallest integer satisfying ¢ < 2P, so
that 2P < 2¢. By choosing an arbitrary subset of 2° — ¢ unitaries and duplicating them,
we obtain a set of 2P unitaries. It is easily seen that we obtain an e-metric uncertainty
relation with 27 unitaries from an €/2-metric uncertainty relation with ¢ unitaries. O

Note that the B system we obtain is quite large and to get strong uncertainty rela-
tions, we want the system B to be as small as possible. For this, it is possible to repeat
the construction of the previous theorem on the B system. The next theorem gives a
construction where the A system is composed of n —O(loglogn) —O(log(1/¢)) qubits. Of
course, this is at the expense of increasing the number of unitaries in the uncertainty
relation.

THEOREM 2.16. (EXPLICIT UNCERTAINTY RELA’I;IONZ MESSAGE LENGTH
OPTIMIZED). Let n be a positive integer and ¢ € (27¢",1) where ¢’ is a constant

1
(%)C ogn

independent of n. Then, there exist t < (for some constant ¢ independent
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A

Ay

By = A3B, Uk(»Z)
2

| B

Fig. 2. Composition of the construction of Theorem 2.15: In order to reduce the dimension of the B system,
we can re-apply the uncertainty relation to the B system.

of n and ¢) unitary transformations Uy,...,U;_1 acting on n qubits that are all
computable by quantum circuits of size O(n polylog(n/¢)) such that: if A represents the
first n — O(loglogn) — O(log(1/¢)) qubits and B represents the remaining qubits, then
for all |y) € AB,

1 t—1
22 A(pty uniflda)) ) < e. (19)
k=0

Moreover, the mapping that takes the index k € [t] and a state |V) as inputs and out-
puts the state Up|yr) can be performed by a classical precomputation with polynomial
runtime and a quantum circuit of size O(n polylog(n/¢)). The number of unitaries t can
be taken to be a power of two.

Remark. Later in Theorem 4.3, we will need to apply different U,’s in superposi-
tion. In this case, to analyze the size of the quantum circuit, we need to bound the
running time of the classical computation that describes the quantum circuit for U,
given k. For this, it is simpler to use the mutually unbiased bases construction of
Lemma 2.10, for which we can bound this running time by O(n2 polylogn).

PROOF. Using the construction of Theorem 2.15, we obtain a system A over which
we have some uncertainty relation and a system B that we do not control. In order
to decrease the dimension of the system B, we can apply the same construction to
that system. The system B then gets decomposed into AgBg, and we know that the
distribution of the measurement outcomes of system Ay in the computational basis is
close to uniform. As a result, we obtain an uncertainty relation on the system AA9 (see
Figure 2).

More precisely, we start by demonstrating a simple property about the composition
of metric uncertainty relations. Note that this composition is different from the one
described in (9), but the proof is quite similar.

Claim. Suppose the set {U(()D, . Ut(llll} of unitaries on A1B; satisfies a (1, ¢€1)-
metric uncertainty relation on system A; and the {U, (()2), e, Ut(ZZ)—l} of unitaries on By =

AgBy satisfies a (¢9, €9)-metric uncertainty relation on Ay. Then the set of unitaries
]1A1 U(z) . U(l)

{( @k Uhy ]kl,kZE[tﬂX[tz]

A1A22 for all |1ﬁ> S AlAQBQ,

satisfies a (¢1t9, €1 + €2)-metric uncertainty relation on

1 .
_ Z A (pU(z>U(1>w),unlf([dAldA2])> < €1 + €9.
kg Uk;

tit
12 b hoelty)x o]
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We now prove the claim. For a fixed value of k; € [t1] and a1 € [da,],
(11U, ¥

a1 41U, 1) 12

ﬁ > b, ((@11(b1|Ug, |¥)) 1b1) € By = A2B2. As {|b1)}s, = {la2)1b2)}ay,b,, We have
Uy 1Y)

we can apply the second uncertainty relation to the state

1
ZZ S 2 a1 (@2 (022 (1% © Up) Uy, W) — ——| < e2.
k2 as pUk W) (al by Ay

We can then calculate, in the same vein as (10)

1
> D 2 larltaalte (bol 2 (14 © Upy U, 19} — ——
tltz k1,ko 01,02 | by A1%A,
1
Py W,)(al)
= — Z DD Haaltt g2 (be P2 (14t @ Uy, ) U, 1v) 12 — kld
172 ki,ko Q1 b2 Ag
i1 Z 5 pUk |x/f>( a1) 1
L%, aras dAldAz
= - Zszk %) (al)E2 + €1
kl ay
< €9+ €71.

This completes the proof of the claim.

To obtain the claimed dimensions, we compose the construction of Theorem 2.15 A
times with an error parameter ¢’ = ¢/h and § = 1/2. Starting with a space of n qubits,
the dimension of the B system (after one step) can be bounded by

7 7
gn <logdp < gn +0(1).
So after h steps, we have

(7/8)" n < logdp, < (7/8)"n +0(1).

Note that A cannot be arbitrarily large: in order to apply the construction of

Theorem 2.15 on a system of m qubits with error ¢/, we should have ¢/ > 27¢™_ In other
words, if

logdp, > —log(h/e), (20)

then we can apply the construction A times. Let ¢” be a constant to be chosen later and
h = Llog(8/7) (logn —log(c” loglogn +¢” log(l/e)))J. First, this choice of 4 satisfies (20):

logdp, > c¢”loglogn +¢"log(1/¢)
1
> — log(h/e)
c
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if ¢’ is chosen large enough. Moreover, we get
logdp, = g~ logn  glogO(loglogn+log(1/e)) . 1y — O(loglogn + log(1/e€))

as stated in the theorem.
Each unitary of the obtained uncertainty relation is a product of 4 unitaries each
obtained from Theorem 2.15. The overall number of unitaries is the product of the

number of unitaries for each of the 2 steps. As a result, we have ¢ < (%)cmgn for
some constant c. ¢ can be taken to be a power of two as the number of unitaries at
each step can be taken to be a power of two. As for the running time, every unitary
transformation of the uncertainty relation can be computed by a quantum circuit of
size O(n polylogn) as it is a product of O(logn) unitaries each computed by a quantum
circuit of size O(n polylogn). O

It is of course possible to obtain a tradeoff between the key size and the dimension
of the B system by choosing the number of times the construction of Theorem 2.15
is applied. For example, in the next corollary, we choose the number of repetitions
of the construction of Theorem 2.15 so that we get an average entropy of (1 — e)n
while keeping the number of unitaries polynomial. Note that if we are concerned with
(Shannon) entropic uncertainty relations, there is not much to be gained from repeat-
ing the construction n%1°¢™ times as in Theorem 2.16 because we always lose a mul-
tiplicative factor (1 — ¢) from Fannes’ inequality.

COROLLARY 2.17 (EXPLICIT ENTROPIC UNCERTAINTY RELATIONS). Letn > 100

be an integer, and € € (10n=1/2,1). Then, there exists t < (%)“Og(l/e) (for some constant
¢ independent of n and €) unitary transformations Uy, ..., U;_1 acting on n qubits that
are all computable by quantum circuits of size O(npolylogn) satisfying an entropic

uncertainty relation: for all pure states | ) € ((C2)®n,
1 t—1
= 2 Hu, ) = (1= 20n — ha(e) (21)
k=0

where ho is the binary entropy function. Moreover, the mapping that takes the
index k € [t] and a state |Y¥) as inputs and outputs the state Up|y) can be per-
formed by a classical precomputation with polynomial runtime and a quantum cir-
cuit of size O(npolylog(n/¢)). The number of unitaries t can be taken to be a power
of two.

PROOF. The proof is basically the same as the proof of Theorem 2.16, except that
we repeat the construction 2 = ©(log(1/¢)/log(8/7)) times. We thus have

logdp, < (7/8)"n+0(1) < en.

We obtain a set of ¢ < (%)Clog(l/ © unitary transformations. Applying Proposition 2.2,
we get
=
=2 Hpy, ) = A - —en = hy(e)
1=0

> (1 —2¢e)n — hy(e). O

3. LOCKING CLASSICAL INFORMATION IN QUANTUM STATES

Outline of the Section. We apply the results on metric uncertainty relations of the
previous section to obtain locking schemes. After an introductory section on locking
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classical correlations (Section 3.1), we show how to obtain a locking scheme using a
metric uncertainty relation in Section 3.2. Using the constructions of the previous sec-
tion, this leads to locking schemes presented in Corollaries 3.4 and 3.5. In Section 3.3,
we show how to construct quantum hiding fingerprints by locking a classical finger-
print. In Section 3.4, we observe that these locking schemes can be used to construct
efficient string commitment protocols. Section 3.5 discusses the link to locking entan-
glement of formation.

3.1. Background

Locking of classical correlations was first described in DiVincenzo et al. [2004] as a vi-
olation of the incremental proportionality of the maximal classical mutual information
that can be obtained by local measurement on a bipartite state. More precisely, for a
bipartite state «*5, the maximum classical mutual information I, is defined by

I.(A;B), = max_I(4;1p),
(M4}, (M5B}

where {M‘i“} and {MfB } are measurements on A and B, and I4,Ig are the (random)

outcomes of these measurements on the state 8. Incremental proportionality is the
intuitive property that ¢ bits of communication between two parties can increase their
mutual information by at most ¢ bits. DiVincenzo et al. [2004] considered the states

1 d-1
=—ZZ|x X @ [k)EIE @ (Uplx)x|U))C (22)
k=0 x=0

for £ € {0,1} where Uy = 1l and U; is the Hadamard transform. It was shown by
DiVincenzo et al. [2004] that the classical mutual information I.(XK;C), = %logd.
However, if the holder of the C system also knows the value of k2, then we can represent
the global state by the following density operator
1 d-1
o KK = Z > X @ R)EE ® Uyl Up)C @ (k) EE
k 0x=0

It is easy to see that I.(XK;CK’), = 1 + logd. This means that with only one bit of
communication (represented by the register K’), the classical mutual information be-
tween systems XK and C jumped from % logd to 1+ logd. In other words, it is possible
to unlock %logd bits of information (about X) from the quantum system C using a
single bit.

Hayden et al. [2004] proved an even stronger locking result. They generalize the
state in Eq. (22) to

1 d-1t-1
™K€ = = NN X @ kNEK @ (Urlx)x|UDC @ 1k)EK, (23)
td
x=0 k=0

where U}, are chosen independently at random according to the Haar measure. They
show that for any € > 0, by taking ¢ = (logd)® and if d is large enough,

I.X;0), < elogd and I. XK;CK"), = logd + logt

with high probability. Note that the size of the key measured in bits is only logt =
O(loglogd) and it should be compared to the (1 — ¢)logd bits of unlocked (classical)
information. It should be noted that their argument is probabilistic, and it does not
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say how to construct the unitary transformations U}. It is worth stressing that stan-
dard derandomization techniques are not known to work in this setting. For example,
unitary ¢-designs use far too many bits of randomness [Dankert et al. 2009]. Moreover,
using a §-biased subset of the set of Pauli matrices fails to produce a locking scheme
unless the subset has a size of the order of the dimension d [Ambainis and Smith 2004;
Desrosiers and Dupuis 2010] (see Appendix D).

Here, we view locking as a cryptographic task in which a message is encoded into
a quantum state using a key whose size is much smaller than the message. Having
access to the key, one can decode the message. However, an eavesdropper who does not
have access to the key and has complete uncertainty about the message can extract
almost no classical information about the message. We should stress here that this is
not a composable cryptographic task, namely because an eavesdropper could choose to
store quantum information about the message instead of measuring. In fact, as shown
in Konig et al. [2007], using the communicated message X as a key for a one-time pad
encryption might not be secure; see also Dupuis et al. [2010].

One could compare a locking scheme to an entropically secure encryption scheme
[Dodis and Smith 2005; Russell and Wang 2002]. These two schemes achieve the same
task of encrypting a high entropy message using a small key. The security definition
of a locking scheme is strictly stronger. In fact, for a classical eavesdropper (i.e., an
eavesdropper that can only measure) an ¢-locking scheme is secure in a strong sense.
This additional security guarantee comes at the cost of upgrading classical communi-
cation to quantum communication. With respect to quantum entropically secure en-
cryption [Desrosiers 2009; Desrosiers and Dupuis 2010], the security condition of a
locking scheme is also more stringent (see Appendix D for an example of an entropi-
cally secure encryption scheme that is not e-locking). However, a quantum entropically
secure scheme allows the encryption of quantum states.

Nonetheless, we note that an e-locking scheme hides the message in a stronger sense
if the adversary is limited to a small quantum memory. In fact, using the same tech-
nique as Hallgren et al. [2010, Corollary 2] based on Radhakrishnan et al. [2009], if
the adversary is allowed to store m qubits, then the joint state of the message and
the knowledge of the adversary is (c2™e¢)-close to a product state for some univer-
sal constant c. For example, if m = O(logn), then a key of logarithmic size can still
be used. This is especially interesting for the scheme presented in Corollary 3.5, for
which the sender and the receiver do not use any quantum memory. One could then use
such a scheme for key distribution in the bounded quantum storage model, where the
adversary is only allowed to have a quantum memory of logarithmic size in n and an
arbitrarily large classical memory. Note that even though this is a strong assumption
compared to the unconditional security of BB84 [Bennett and Brassard 1984], one ad-
vantage of such a protocol for key distribution is that it only uses one-way communica-
tion between the two parties. In contrast, the BB84 quantum key distribution protocol
needs interaction between the two parties.

Definition 3.1 (e-Locking Scheme). Let n be a positive integer, £ € [0,n] and ¢ €
[0,1]. An encoding £ : [2"] x [t] — S(C) is said to be (¢, ¢)-locking for the quantum
system C if:

—Forallx #x' € [2"] and all & € [t], A(E(x, k), £/, R)) = 1.
— Let X (the message) be a random variable on [2"] with min-entropy H,;n (X) > ¢,

and K (the key) be an independent uniform random variable on [¢]. For any mea-
surement {M;} on C and any outcome ¢,

A (px|ir=i), Px) < €. (24)
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where I is the outcome of measurement {M;} on the (random) quantum state
EX,K).

When the min-entropy bound ¢ is not specified, it should be understood that ¢ = n
meaning that X is uniformly distributed on [2"]. The state £(x, k) for x € [2"] and
k € [t] is referred to as the ciphertext.

Remark. The relevant parameters of a locking scheme are: the number of bits n
of the (classical) message, the dimension d of the (quantum) ciphertext, the number
t of possible values of the key and the error €. Strictly speaking, a classical one-time
pad encryption, for which ¢ = 2", is (0, 0)-locking according to this definition. However,
here we seek locking schemes for which ¢ is much smaller than 2", say polynomial in
n. This cannot be achieved using a classical encryption scheme.

Note that we used the statistical distance between px;—;; and px instead of the
mutual information between X and I to measure the information gained about X from
a measurement. Using the trace distance is a stronger requirement as demonstrated
by the following proposition.

PROPOSITION 3.2. Let € € [0,1) and £ : [2"] x [t] - S(C) be an e-locking scheme.
Define the state

XKCK' X K c K
w _—dZZ Yal® @ |k)kI® © Ex, k)" @ |k)k|

Then,
I.(X;C), < en + hy(e) and I. XK;CK"), =n +logt

where ho(e) = —elog(e) — (1 — ¢€) log(1 — ¢€).

PRrROOF. First, we can suppose that the measurement performed on the system X
is in the basis {|x)},. In fact, the outcome distribution of any measurement on the X
system can be simulated classically using the values of the random variables X.

Now let I be the outcome of a measurement performed on the C system. Using
Fannes’ inequality, we have for any i

HX) - HX|I =i) < A(px, pxi=i)) » — h2 (A (px, px)1=i)))
<en + hy(e)

using the fact that £ defines an e-locking scheme. Thus,
IX;H=HX)- ) P{I=iHX|I=i)

i
<en+ hg(e).
As this holds for any measurement, we get I.(X; C),, < en + ha(e). O

The trace distance was also used in Dupuis [2010] and Dupuis et al. [2010] to define
a locking scheme. To measure the leakage of information about X caused by a mea-
surement, they used the trace distance between the joint distribution of px 1) and the
product distribution px x p;. Note that our definition is stronger, in that for all out-
comes of the measurement i, A (PX|[I=i]7 pX) < € whereas the definition of Dupuis et al.
[2010] says that this only holds on average over i. To the best of our knowledge, even
the existence of such a strong locking scheme with small key was unknown.

For a survey on locking classical correlations, see Leung [2009].
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3.2. Locking Using a Metric Uncertainty Relation

The following theorem shows that a locking scheme can easily be constructed using a
metric uncertainty relation.

THEOREM 3.3. Let € € (0,1) and {Uy,...,U;_1} be a set of unitary transformations

of A ® B that satisfies an ¢-metric uncertainty relation on A, that is, for all states |)
€ AB,

t—1
% 2 A(”@ww u”if([dA])) <e.
k=0

Assume dy = 2. Then, the mapping & : [2""] x [t] - S(AB) defined by

dg—1
_ 1 t A B
Eb = 2o ) Uj (it @ b)o1*) Up.
b=0
is e-locking. Moreover, for all ¢ € [0,n] such that 2°™" > ¢, it is (¢, QK_QTG%)-locking.

Remark. The state that the encoder inputs in the B system is simply private ran-
domness. The encoder chooses a uniformly random b € [dg] and sends the quantum
state U£|x)A|b)B. Note that & does not need to be part of the key (i.e., shared with the
receiver). This makes the dimension d = dadp of the ciphertext larger than the num-
ber of possible messages 2". If one insists on having a ciphertext of the same size as
the message, it suffices to consider b as part of the message and apply a one-time pad
encryption to 6. The number of possible values taken by the key increases to ¢ - dp.

PRrROOF. First, it is clear that different messages are distinguishable. In fact, for
x # x' and any &,

B B |

1 1 1
A(E@, k), EW k) = 5 tr \/|x)(x|A ® P I/ Y/ A ® | = 1.

We now prove the locking property. Let X be the random variable representing the mes-
sage. Assume that X is uniformly distributed over some set S C [d4] of size |S| > 2°¢.
Let K be a uniformly random key in [¢] that is independent of X. Consider a POVM
{M;} on the system AB. Without loss of generality, we can suppose that the POVM ele-
ments M; have rank 1. Otherwise, by writing M; in its eigenbasis, we could decompose
outcome i into more outcomes that can only reveal more information. So we can write
the elements as weighted rank one projectors: M; = &;le;)e;| where & > 0. Our objec-
tive is to show that the outcome I of this measurement on the state £(X, K) is almost
independent of X. More precisely, for a fixed measurement outcome I = i, we want to
compare the conditional distribution px,;=;) with px. The trace distance between these
distributions can be written as

da—1
Y PX=xI=i}-PX=x} (25)
x=0

1
2
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Towards this objective, we start by computing the distribution of the measurement
outcome I, given the value of the message X = x (note that the receiver does not know
the key):

t—1 dBfl

Y tr[Ukleieil Uy, - lx)Xxl* @ 1b)bI]
k=0 b=0
t—1dp—1

= 5‘ 33 0B Ugleieil Uy lx)*16)8
k=0 b=0
t—1dp—1

Y |t e Uen|

k=0 b=0
t—1
EL 1 A
= 22 D Py @
k=0

Since X is uniformly distributed over S, we have that for allx € S

PX=x}P{I =i|X =x}
Zx/ESP{X:x/}P{I: l|X=x’}

_am- kP, e ®)
A/8) - Ywes LrP, 0y @)

Observe that, in the case where X is uniformly distributed over [2"] (S = [2"]), it is
simple to obtain directly that

_ &
tdp

tdB

PX=x|I=1}=

(26)

1
ZpUklez T on

using the fact that {U,} satisfies a metric uncertainty relation on A. Now let S be any
set of size at least 2¢ and let o = % D oweS Dk p‘[“Jk| ei)(x/ ). We then bound

1
(pX\ z],pX = 5 <€

x=0

dy—1
1 A

5 Z PX=xl[=i}-P {X_x}|_22

xeS

A/ - CpPh @ 1
o 18I

12 o
A
=) PUen @ —
- th:(:) Uple;) |S|‘
1 1
=9 ;Z(Z
k

1 o

Tl TS|

A
pUklei)(x) T on

xeS )

We now use the fact that {U}} satisfies a metric uncertainty relation on A: we get

—ZZ

xeS

pUk\e zn

pUk‘ez 2n — t =€

xE[dA
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and
11| 11S] 1« 22
j— A /
2 27_“‘_5 o " 7 2 2Pl )| S < @D
x'eS k=0
As a result, we have
2¢
A(px)=i;»px) < o
Using (27), we have o > [S|27" — e > 27" —¢. If e < 207", we get
2¢
Apxi=i1,Px) = g —-

In the general case when X has min-entropy ¢, the distribution of X can be seen as a
mixture of uniform distributions over sets of size at least 2¢. So there exist independent
random variables J € N and {X;} uniformly distributed on sets of size at least 2¢ such
that X = X;. One can then write

1
3 2 [PX =xl=i) - P(X=x}

1
=§Z\P{J=j}(P{Xj=x|1=i,J=j}_p{Xj=x|J=J-})|
X

2¢
e T i
Using Theorem 3.3 together with the existence of metric uncertainty relations
(Theorem 2.5), we show the existence of ¢-locking schemes whose key size depends
only on ¢ and not on the size of the encoded message. This result was not previously
known.

COROLLARY 3.4 (EXISTENCE OF LOCKING SCHEMES). Let n be a large enough in-
teger and € € (0,1). Then there exists an e-locking scheme encoding an n-bit message
using a key of at most 2log(1/e) + O(loglog(1/¢)) bits into at most n + 2log(18/¢)
qubits.

Remark. Observe that in terms of number of bits, the size of the key is only a
factor of two larger (up to smaller order terms) than the lower bound of log(1/(e +
27™)) bits that can be obtained by guessing the key. In fact, consider the strategy of
performing the decoding operation corresponding to the key value 0. In this case, we
have P{X =i|I =i} > P{K = 0} = 1/¢. Thus, A(px|7=i,px) = 1/t —27".

Recall that we can increase the size of the message to be equal to the number of
qubits of the ciphertext. The key size becomes at most 41log(1/¢) + O(log(log(1/¢)).

PRrROOF. Use the construction of Theorem 2.5 with d4 = 2" and dg = 29 such that
2¢-1 < 9/e2 < 27 and d = dudp. Take t = 2P to be the power of two with 2?1 <
4.18clog(9/¢) op
6—2 < . D

The following corollary gives explicit locking schemes. We mention the constructions
based on Theorems 2.15 and 2.16. Of course, one could obtain a tradeoff between the
key size and the dimension of the quantum system.
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COROLLARY 3.5 (EXPLICIT LOCKING SCHEMES). Let § > 0 be a constant, n be a
positive integer, € € (2™, 1) (¢ is a constant independent of n).

— Then, there exists an efficient ¢-locking scheme encoding an n-bit message in a quan-
tum state of n’ < (4 + 8)n + O(log(1/¢)) qubits using a key of size O(log(n/¢)) bits.
In fact, both the encoding and decoding operations are computable using a classi-
cal computation with polynomial running time and a quantum circuit with only
Hadamard gates and preparations and measurements in the computational basis.

— There also exists an efficient ¢-locking scheme &' encoding an n-bit message in a
quantum state of n qubits using a key of size O(log(n/¢) -logn) bits. £’ is computable
by a classical algorithm with polynomial runtime and a quantum circuit of size
O(n polylog(n/e¢)).

PROOF. For the first result, we observe that the construction of Theorem 3.3 encodes
the message in the computational basis. Recall that the untaries U;, of Theorem 2.15
are of the form U, = P,V where P}, is a permutation of the computational basis.
Hence, it is possible to classically compute the label of the computational basis element
P,: |x)|b). One can then prepare the state P,: |x)|b) and apply the unitary V,Z to obtain the
ciphertext. The decoding is performed in a similar way. One first applies the unitary
V., measures in the computational basis and then applies the permutation P, to the
n-bit string corresponding to the outcome.

For the second construction, we apply Theorem 2.16 with n' = n +
¢’ [loglogn +log(1/€)| for some large enough constant ¢’. We can then use a one-time
pad encryption on the input to the B system. This increases the size of the key by only
¢’ [loglogn + log(1/€)| bits. O

As mentioned earlier (see Eq. (22)), explicit states that exhibit locking behaviour
have been presented in DiVincenzo et al. [2004]. However, this is the first explicit
construction of states » that achieves the following strong locking behaviour: for any
§ > 0, for n large enough, the state wXCkK satisfies I.(X;C), < § and I.(X;CK),, =
n + logdg where K is a classical O(log(n/§))-bit system. This is a direct consequence
of Corollary 3.5 taking ¢ = §/(20n), and Proposition 3.2. We should also mention that
Konig et al. [2007] explicitly construct a state exhibiting locking behaviour where the
key is large but the stronger condition I.(XK; C),, < § is satisfied.

3.3. Quantum Hiding Fingerprints

In this section, we show that the locking scheme of Corollary 3.4 can be used to build
mixed state quantum hiding fingerprints as defined by Gavinsky and Ito [2010]. A
quantum fingerprint [Buhrman et al. 2001] encodes an n-bit string into a quantum
state p, of n’ « n qubits such that given y € {0, 1}"* and the fingerprint p,, it is possible
to decide with small error probability whether x = y. The additional hiding property
ensures that measuring p, leaks very little information about x. Here, we prove that
such a hiding fingerprint can be obtained by locking a classical fingerprint. The hiding
property is then a direct consequence of the locking property. In order to prove the
fingerprinting property, we use the mutually unbiased property of the bases involved
in the scheme of Corollary 3.4.

Gavinsky and Ito [2010] used the accessible information? as a measure of the hiding
property. Here, we strengthen this definition by imposing a bound on the total varia-
tion distance instead (see Proposition 2.2).

2The accessible information about X in a quantum system C refers to the maximum over all measurements
of the system C of I(X;I) where [ is the outcome of that measurement.
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Definition 3.6 (Quantum Hiding Fingerprint). Let n be a positive integer, §,¢ €
(0,1) and C be a Hilbert space. An encoding f : {0,1}* — S(C) together with a set
of measurements {M”, 1 — M?} for each y € {0,1}" is a (6, €)-hiding fingerprint if

(1) (Fingerprint property). For all x € {0,1}", tr[M*f(x)] = 1 and for y # «x,
tr [MYf(x)] < 6.

(2) (Hiding property). Let X be uniformly distributed on {0, 1}". Then, for any POVM
{N;} on the system C whose outcome on f(X) is denoted I, we have for all possible
outcomes i,

A(px|ii=i),Px) < €.

We usually want the Hilbert space C to be composed of O(logn) qubits. Gavinsky
and Ito [2010] proved that for any constant c, there exists efficient quantum hiding
fingerprinting schemes for which the number of qubits in the system C is O(logn) and
both the error probability § and the accessible information are bounded by 1/n¢. Here,
we prove that the same result can be obtained by locking a classical fingerprint. The
general structure of our quantum hiding fingerprint for parameters n,8 and ¢ is as
follows:

(1) Choose a random prime p € P, ¢ s uniformly from the set P, ¢ 5.

(2) Set ¢ = [clog(1/e)e 2], dy = p and dp = [c'/€?| and generate ¢ random unitaries
Ug, el U‘;l actingon A ® B.

(3) The fingerprint consists of the random prime p and the state (U’Z )" lx mod p)A|b)B
where & € [t] and b € [dg] are chosen uniformly and independently. The density
operator representing this state is denoted f(x) := % Zk’b(UZ )"l mod p)x mod

plAbXbIBUL.

Observe that even though this protocol is randomized because the unitaries are chosen
at random, it is possible to implement it with polynomial resources in n as the size of
the message to be locked is O(logn) bits. In fact, one can approximately sample a
random unitary in dimension 200°2") ysing a polynomial number of public random
bits. The mixed state protocol of Gavinsky and Ito [2010] achieves roughly the same
parameters. Their construction is also randomized but it uses random codes instead
of random unitaries. For this reason, the protocol of Gavinsky and Ito [2010] would
probably be more efficient in practice.

THEOREM 3.7. There exist constants c,c¢’ and ¢, such that for all positive integer n,
8,€ € (0,1/4) if we define Py s to be the set of primes in the interval [1,u] where

¢’ log?(1/e) 109
[ = (Eg—s) +10n and u=1[1+ (2n/8)*
€
and provided u < 2" 2, the scheme previously described is a (8, €)-hiding fingerprint
with probability 1 — 272 over the choice of random unitaries.

The proof of this result involves two parts. First, we need to show that the finger-
print of a uniformly distributed X € {0, 1} does not give away much information about
X. This follows easily from Theorem 2.5 and Theorem 3.3. We also need to show that
for every y € {0, 1}, there is a measurement that Bob can apply to the fingerprint to
determine with high confidence whether it corresponds to a fingerprint of y or not. In
order to prove this, we use the following proposition on the Gram-Schmidt orthonor-
malisation of a set of almost orthogonal vectors.
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PROPOSITION 3.8. Let v},...,v, be a sequence of unit length vectors in a Hilbert
space. Let 0 < § < %. For any i # j, suppose |(v§|v})| < 4. Let vy,...,v, be the cor-
responding sequence of vectors obtained by Gram-Schmidt orthonormalising vy, ...,v,.

Then, for any i, |jv; — v|l2 < 8+/32( — 1).

PROOF. Since |(v;[v)| < § < 1/r for any i # j, the vectors v},...,v, are linearly

independent. Define I to be the zero linear operator. For i > 1, define IT; to be the

orthogonal projection onto the subspace spanned by the vectors v}, ..., v}. Observe that
Vi~ )

WL T T Ve

shall prove by induction on i that ||Hi(U}e)||2 < 45+/i for all i and all £ > ;. This will

prove the desired statement since

for any i, v},...,v; and vy,...,v; span the same space, and v;;1 =

2
lv; — ViIZ = IT_1@)IZ + (1 — v} — 1 @) lI2)
2
= M1 )3+ (1 - J1- ||ni1<v;>||§)
=2-2/1— |13 < 2-2,/1-1682G—1)
< 32521 - 1).

For the first equality, we write v; = I1;_1(v}) + [[v; — I1;_1(v))[|2 v; and we use the fact
that T1;_1(v)) and v; are orthogonal.
The base case of i = 1is trivial. Assume that the induction hypothesis holds for a par-

ticulari. Let 1 <j <i+1and% > i+1. Observe that v} = Hj,l(vj/-)+,/1 - ||HJ~,1(UJ/.)||% vj.

We have
(LI @) + /1= 1T 1 @I @}lo)]
= (M1 @I 1 @) + /1= 1T 1 @13 W)
> 1= 1M1 @I 1w} lop ] = 1Tt @) 2 1T @),

TCABAY

which implies that

[ )] + [ITTj—1 @) 2 [ITT—1 () 12

l(v)lv)| < -
J1- IIHj—1(UJ’-)|I2

§+1682(G—1) _ 848

< <
V1-1682( — 1) 1-5
< 4$.
Thus, [|TT;41 )12 = Z}I} |(v),lv,)I? < 1682 + 1), which gives |[TT;11(v})]l2 < 46v/i + 1
completing the induction. a

Using this result, we can prove the following lemma.
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LEMMA 3.9. Let {Uy,...,U;_1} be a set of unitary transformations on AB that define
y-MUBs and d~V/? < 1/(16tdp) where d := dadpg. Define for y € [da] the subspace
F, = span{UZ|y)|b),k € [t],b € [dgl}. Then, for any x € [dal, y # x, ko € [t] and
bo € ldgl,

tr [T, U ) bo) | < 2/32(td)%d 7,
where Ty is the projector on the subspace F.

PROOF. Consider the set of vectors {U [Y)16)} kel beldg)- We have for all (k,b) #
(%', 0,
|16 | Up ULy b)) < d /2,
Picking any fixed ordering on [f] x [dg], define {le;;(y))}% 5 to be the set of vectors ob-
tained by Gram-Schmidt orthonormalising {U,Z [¥)16)} kel beldp)- Using Proposition 3.8,

we have [|leg.4(»)) — UL y)Ib)llz < d~7/2/32tdp. Thus,
tr [ Mg, U} 10)lbo) | = Z|ekb(y)| 1b0)

/ F T 2
< Z 10161 T U )10} + lewp @) — ULy} )]
k,b

<tdg-d7" (\/m-i- 1)2

< 2+/32(tdp)*d ™. O
PROOF OF THEOREM 3.7. We start by proving the hiding property. For any fixed p,
the random variable Z := X mod p is almost uniformly distributed on [p]. In fact, we
have foranyz € [p], P{Z =2z} < %. In other words, Hy,in (Z) > logp —log(1+p27").
Thus, using Theorem 2.5 and Theorem 3.3, we have that except with probability expo-
nentially small in n (on the choice of the random unitary), the fingerprinting scheme
satisfies for any measurement outcome :
2¢
A(pzji=i)»pz) < —1 =<4e
Tz ~ €

where I denotes the outcome of a measurement on the state f(X). Recall that we are
interested in the information leakage about X not Z. For this, we note that the random
variables X, Z, I form a Markov chain. Thus,

A (px)ir=i}, PX)

= Y D PZ=2l=iPX=xl=i,Z=2}-P{Z=2P{X =xZ =2}
x€{0,1}" |ze[p]

- Z ZP{Z=z|I=i}P{X=x|Z=z}—P{Z:z}P{X=x|Z=z}

x€{0,1}" |zelp]
<Y PiZ=zI=0i)-P{Z=2) Y PX=xZ=2)
z€lpl xe{0,1}7

= A(pzji=i),Pz) < 4e.
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This proves the hiding property.
We then analyse the fingerprint property. Let x,y € [2"] and p be the random prime
of the fingerprint. We define the measurements by M” = I, for all y € {0,1}" where

I, is the projector onto the subspace F) = span{Uiny mod p)|b),k € [t],b € [dp]}. If

x =y, then f(x) is a mixture of states in span{UZT|y mod p)|b),k € [t],b € [dg]}. Thus,
tr[ MYf(x)] = 1.

We now suppose that x # y. First, we have for a random choice of prime p € Py s,
P {x mod p =y mod p} = P{x —y mod p =0} < §/2 as the number of distinct prime
divisors of x — y is at most n and the number of primes in [/, u] is at least 2n/§ for n
large enough. Then, whenever x mod p # y mod p, Lemma 3.9 with y = 0.9 gives

tr [ f(x)] < 2v32(tdp)®(dadp) *?

2 8
< 232 . 4¢3 log (81/6) . 562
€ c¢”log”(1/¢)

<4/2

for ¢’ large enough with probability 1 — 2-2@ads) = 1 — 2-2(®) gyer the choice of the
random unitaries (using Theorem 2.5). Finally, we get tr [1'[ 7l (x)] < & with probability

1-—278%m, a

3.4. String Commitment

In this section, we show how to use a locking scheme to obtain a weak form of bit
commitment [Buhrman et al. 2006]. Bit commitment is an important two-party cryp-
tographic primitive defined as follows. Consider two mutually distrustful parties Alice
and Bob who are only allowed to communicate over some channel. The objective is to
be able to achieve the following: Alice secretly chooses a bit x and communicates with
Bob to convince him that she fixed her choice, without revealing the actual bit x. This
is the commit stage. At the reveal stage, Alice reveals the secret x and enables Bob to
open the commitment. Bob can then check whether Alice was honest.

Using classical or quantum communication, unconditionally secure bit commitment
is known to be unrealizable [Lo and Chau 1997; Mayers 1997]. However, commit-
ment protocols with weaker security guarantees do exist [Buhrman et al. 2006, 2008;
Damgard et al. 2005a; Spekkens and Rudolph 2001]. Here, we consider the string
commitment scenario studied in Buhrman et al. [2008, Section III]. In a string com-
mitment protocol, Alice commits to an n-bit string. Alice’s ability to cheat is quantified
by the number of strings she can reveal successfully. The ability of Bob to cheat is
quantified by the information he can obtain about the string to be committed. One can
formalize these notions in many ways. We use a security criterion that is similar to
the one of Buhrman et al. [2008] except that we use the statistical distance between
the outcome distribution and the uniform distribution, instead of the accessible infor-
mation. Our definition is slightly stronger by virtue of Proposition 3.2. For a detailed
study of string commitment in a more general setting, see Buhrman et al. [2008].

Definition 3.10. An (n,«, B)-quantum bit string commitment is a quantum commu-
nication protocol between Alice (the committer) and Bob (the receiver) which has two
phases. When both players are honest the protocol takes the following form.

— (Commit phase). Alice chooses a string X € {0, 1} uniformly. Alice and Bob com-
municate, after which Bob holds a state px.
— (Reveal phase). Alice and Bob communicate and Bob learns X.
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The parameters o and B are security parameters.

— If Alice is honest, then for any measurement performed by Bob on her state px, we
have A (px, px)|(i=ij) < g where I is the outcome of the measurement.

— If Bob is honest, then for all commitments of Alice: } (o 1)» Px < 2%, where py is
the probability that Alice successfully reveals x.

Following the strategy of Buhrman et al. [2008], the following protocol for string
commitment can be defined using a locking scheme £.

— Commit Phase. Alice has the string X € {0, 1}"* and chooses a key K € [¢] uniformly
at random. She sends the state £(X, K) to Bob.

— Reveal Phase. Alice announces both the string X and the key K. Using the key, Bob
measures some value X'. He accepts if X = X'.

A protocol is said to be efficient if both the communication (in terms of the number
of qubits exchanged) is polynomial in n and the computations performed by Alice and
Bob can be done in polynomial time on a quantum computer. The protocol presented in
Buhrman et al. [2008] is not efficient in terms of computation and is efficient in terms
of communication only if the cost of communicating a (random) unitary in dimension
2" is disregarded. Using the efficient locking scheme of Corollary 3.5, we get

COROLLARY 3.11. Let n be a positive integer and B € (n27",n) (c is a constant
independent of n). There exists an efficient (n,clog(n?/B), B)-quantum bit string com-
mitment protocol for some constant ¢ independent of n and B.

PROOF. We use the first construction of Corollary 3.5 with € = g/n. If Bob is honest,
the security analysis is exactly the same as Buhrman et al. [2008]. If Alice is honest,
the security follows directly from the definition of the locking scheme. O

3.5. Locking Entanglement of Formation
The entanglement of formation is a measure of the entanglement in a bipartite quan-
tum state that attempts to quantify the number of singlets required to produce the
state in question using only local operations and classical communication [Bennett
et al. 1996]. For a bipartite state pX¥, the entanglement of formation is defined as
Ef(X;Y), = min > piH®X)y, (28)
i

where the minimization is taken over all possible ways to write XY = Y ipilviXil
with ), p; = 1. Entanglement of formation is related to the following quantity:
I"X;Y), = maxI(X; 1),
{M;}

where the maximization is taken over all measurements {M;} performed on the system
Y’ and I is the outcome of this measurement. Koashi and Winter [2004] showed that

for a pure state [p)X¥YY’, a simple identity holds:
E/X;Y), +1I7X;Y"), = HX),. (29)
Let {Uy,...,U;_1} be a set of unitary transformations of A ® B >~ C and define
/ 1 C ,
ABCA'K _ Ap\B (71t A\ K
PN = 3wt (Ul @) e k.

keltl,acldyl,beldpl
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If {Uy,...,U;_1)} satisfies an e-metric uncertainty relation, then we get a locking effect
using Theorem 3.3 and Proposition 3.2. In fact, we have I (A4;C), < elogdy + ha(e)
and I (A4;CK) = logdy. Thus, using (29), we get

E(A;A'BK), =H@A), —-I7(A4;C), = (1 —€)logds — ha(e)
and discarding the system K of dimension ¢ we obtain a separable state
E/(A;A'B), =0.

Explicit states for which the entanglement of formation increases by n/2 by adding a
one-bit system K have been presented in Horodecki et al. [2005] following DiVincenzo
et al. [2004]. Here, using Corollary 2.17, we obtain explicit examples of states where
the increase is (1 — ¢)n by adding a system K of O(lognlog(1/¢)) bits for arbitrarily
small e.

4. QUANTUM IDENTIFICATION CODES

Consider the following quantum analogue of the equality testing communication prob-
lem. Alice is given an n-qubit state |¢) and Bob is given |¢). Namely, Bob wants to
output 1 with probability in the interval [|(¥|¢)|2 — €, | (¥]|¢)|2 + €] and 0 with probabil-
ity in the interval [1— |(¥|¢)|2 — €, 1 — |(¥|@)|% + €]. This task is referred to as quantum
identification [Winter 2004]. Note that communication only goes from Alice to Bob.
There are many possible variations to this problem. One of the interesting models is
when Alice receives the quantum state |/) and Bob gets a classical description of |¢).
An e-quantum-ID code is defined by an encoder, which is a quantum operation that
maps Alice’s quantum state |1/) to another quantum state which is transmitted to Bob,
and a family of decoding POVMs {D,, 1 —D,} for all |¢) that Bob performs on the state
he receives from Alice.

Definition 4.1 (Quantum Identification [Winter 2004]). Let #Hq,Ho,C be Hilbert
spaces and ¢ € (0,1). An e-quantum-ID code for the space C using the channel
N : S(H1) — S(Hsz) consists of an encoding map £ : S(C) — S(H1) and a set of
POVMs {D,, 1 — D,} acting on S(Hz2), one for each pure state |¢) such that

Vi) le) €€, [t [DNEWD] - el <e.

Here we consider channels A transmitting noiseless qubits and noiseless classical
bits. We also say that e-quantum identification of n-qubit states can be performed using
¢ bits and m qubits when there exists an e-quantum-ID code for the space C = (C2)®"

using the channel N = id;guZ ® id?m, where idy and idg are the noiseless bit and
qubit channels. Hayden and Winter [2012] showed that classical communication alone
cannot be used for quantum identification. However, a small amount of quantum com-
munication makes classical communication useful. Specifically, they proved that quan-
tum identification of n-qubit states can be done using m = o(n) qubits and ¢ = n bits
of communication. Using our metric uncertainty relations, we prove better bounds on
the number of qubits of communication and give an efficient encoder for this problem.

Our protocol is based on a duality between quantum identification and approxi-
mate forgetfulness of a quantum channel demonstrated in Hayden and Winter [2012,
Theorem 7]. Specialized to our setting, the direction of the duality we use states that if
V :C — A ® B defines a low-distortion embedding of (C, £5) into (AB, E‘f (Eg)), then the
maps [y : C — B for a € [da] defined by |¢) — ZbedB((a|(b|V|1/f))|b) approximately
preserve inner products on average. The following lemma gives a precise statement.
We give an elementary proof in the interest of making the presentation self-contained.
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LEMMA 4.2. Let V : C — A ® B be an isometry, i.e., for all |y) € C, |[V|¥)|o =
1Y) 2. For any vector |y) € C, we define the vectors |Y,) € B by V|y) = Zae[dA] la) | V).

Assume that V satisfies the following property:

) 112
da

VivieC > |lIvallls - < elly) 3. (30)

acldy]
Then we have for all unit vectors |V, |¢) € C with V|¥) = Zae[dA] la)|¥q) and V]p) =
Zae[dA] la)|pq)

(Val@a) |

- 12 2./€. 31
| Tadlaligal Tz = 12 +2/¢ 31

— [(Ylg)|?

PROOF. Let |y/) and |(p) be unit vectors in C. We use the triangle inequality to get

1 [(Valga)l* 2
T 2 (et
wo |(Valga)|?
alPa al®a . 32
) Zd] (eleell| + %] Waleal = G el | 2
ae A acldy
We start by dealing with the first term in (32). Observe that
2 R 2 I 2
'|(1/fa|¢a>|2 - Ihﬁ;w)l < |(Re(Wqlpa)? — (eiiﬂ + | (m(Yalga))® — ( m2p|¢))
A A A
<2 ‘Re(l/fakﬂa) - M +2 ‘Im(wakpa) — —Im(1//|<p) ‘ . (33)
da da

In the last inequality, we used the fact that |x2 —y2| < 2|x —y| whenever |x + y| < 2. To
bound these terms, we apply the assumption about V (Eq. (30)) to the vector |y) — |¢):

) 1Y) — 1) I13

- < elly) — oI5 < 4e.
A
aeldy]

¥a) — lga)l% —

By expanding |||v) — |(pa)||% and |||v) — |¢) ||g, we obtain using the triangle inequality

2 2
3 ‘2Re Valga) — —R‘;(l/"‘p) <det Y ”'?"2
A aE[dA] A

acldyl

)13
da

1¥a) 13 —

+ ‘nwa)n% -

< be.

In the last inequality, we used Eq. (30) for |y) and |¢). The same argument can be
applied to i|¥) and |¢) to get

Im(y/|g)

2 Y [tmtvalen - 7 <6
A
aeldyl
Thus, substituting in Eq. (33), we obtain
(W ]g) |2
> [ialea? - O < 12,
a A
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K
75 i [k) T
A /7<
k,a
)y — Uk
B Df}’a —— Outcome

[
Classical description of |¢)

Fig. 3. Quantum identification based on a metric uncertainty relation. The system K is prepared in a
uniform superposition state % > & Ik). Then, controlled by system K, the unitary U}, is applied to C =
A ® B, where the unitary transformations {U},} satisfy a metric uncertainty relation. The KA system is then
measured in its computational basis. The outcome %,a of this measurement is sent through the classical

channel. The system B is sent using the noiseless quantum channel. The receiver constructs a POVM Dﬁ’a
based on a classical description of the state |¢) he wishes to test for and the classical communication k,a he
receives.

We now consider the second term in (32). We have, using the Cauchy-Schwarz in-

: [{(Valpa)l
equality, y g, = 1- Hence,
|(Val@a)?
2 | Waleall® = o oTs
acldy] a @
‘nwfa Mzlllga)llz — —‘
ac dA
I¥a)llz 1
< > a2 |lgadllz — + Y —
aeldy] vd aeidyll V4 -~ da
1 ? 1 ?
< [ valg | D] llealllz = —==| + > IVa)ll2 = —==
aelda] acldy] vaa acldy] VEA
1
=< l@a) ”2 -+ a) “2_ -
ae[d A aed ]
< 2/€.

For the third inequality, we used once again the Cauchy-Schwarz inequality and for
the fourth inequality, we used the fact that Zae[dA] |||1pa)||§ = ||V|1ﬂ)||§ = 1 and the

inequality |x —y|? < |x — y|lx + y| = [x2 — y?| for all nonnegative x,y. Plugging this
bound into Eq. (32), we obtain the desired result. O

THEOREM 4.3 (QUANTUM IDENTIFICATION USING CLASSICAL COMMUNICATION).
o, . /! . .
Let n be a positive integer and € € (27°",1) where ¢’ is a constant independent of n.

Journal of the ACM, Vol. 60, No. 6, Article 44, Publication date: November 2013.



From Low-Distortion Norm Embeddings to Explicit Uncertainty Relations 44:41

Then, for some m = O(log(1/¢)), e-quantum identification of n-qubit states can be
performed using a single message of n bits and m qubits.

Moreover, for some m = O(log(n/¢)-log(n)), e-quantum identification of n-qubit states
can be performed using a single message of n bits and m qubits with an encoding quan-
tum circuit of polynomial size.

PROOF. Let {Uy,...,U;_1} be a set of unitaries on n qubits satisfying an ¢’- metric
uncertainty relation with ¢/ = 1/2 - (¢/28)2. We start by preparing the uniform super-
position le ZZ_:% |kYK and apply the unitary U}, on system C controlled by the register
K. We get the state \% > |BYE (U |y )AB = Zk,a |k)K|a)A|wk,a)B for some unnormalized
vectors |, ,) € B. Alice then measures the system KA in the computational basis ob-
taining an outcome %, ¢ and sends k,a and h[Afk’a} to Bob, where |1/A/k,a) = Vo) / 1Vra)ll2.
Observe that Zk,a |||1/fk,a>||% =1and |||1pk,a)||§ = % ~p‘l4]k|w>(a) so that the metric uncer-
tainty relation property can be written as

1
= /. 4
”‘56 (34)

This shows that the isometry |v/) \[ drlk) K (U, |y )AB satisfies the condition (30)

of Lemma 4.2.
The decoding POVMs for received classical information &, a and state |¢) are defined

by Dy = [9ra)dnal where 237 DK UhloAP = Y, DK I)A1010)" and |9ha) =
|©%,a)/ |9k ll2. The protocol is illustrated in Figure 3.

We now analyse the probability that Bob outputs 1. Recall that outcome 1 cor-
responds to the projector |p)¢|. The probability that the protocol in Figure 3
outputs 1 is

> ke -t [DE 1k albal | = D 100.0) 131 Ftal )
ka ka

Applying Lemma 4.2, we get
1 7 A
i 2 |1 aldna) = 410) | < 1432 = /2. 35)
k,a

Using the triangle inequality, Eqs. (35) and (34), we obtain
> Ikl || (Fnaldra) 2 = ¥ 10)P|

k,a

Z = [1raltnal® - 1i0r2| + 3
k,a

1
a3 — i -2

§6/2+46 <e.

Thus, the probability of obtaining outcome 1 is in the interval [|(¥|@)|2 —¢, |(¥ @) |2 + €].

We conclude by using the metric uncertainty relations of Theorems 2.5 and 2.16. For
the explicit construction, we still need to argue that the encoding can be computed by
a quantum circuit of size O(n? polylog(n/e¢)) and depth O(n polylog(n/¢)) using clas-
sical precomputation. Note that we need to apply the unitaries from Theorem 2.16
in superposition. This means that in order to obtain an efficient circuit, we need an
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efficient way of mapping the integer & to a description of the circuit computing U,.
In order to obtain the desired size for the quantum circuit, we substitue the 1-MUBs
of Lemma 2.10 in the construction of Theorem 2.16. The reason is that Lemma 2.11
concerning approximate MUBs does not give an explicit bound on the running time of
the procedure that determines the circuit as a function of k. The only thing we need
to precompute is an irreducible polynomial of degree n over Fo[X]. Then, using the
same argument as in the proof of Lemma 2.10, we can compute the unitary operation
that takes as input the state |j) ® |) and outputs the state ;) ® V;|) using a circuit

of size O(n2 polylogn) and depth O(n polylogn). Since the permutation extractor we
use can be implemented by a quantum circuit of size O(n polylog(n/¢)), the unitary
transformation |k) ® |¢) — |k) ® Up|y) can be computed by a quantum circuit of size
On? polylog(n/€)) and depth O(n polylog(n/e)). a

This result can be thought of as an analogue of the well-known fact that the public-
coin randomized communication complexity of equality is O(log(1/¢)) for an error prob-
ability ¢ [Kushilevitz and Nisan 1997]. Quantum communication replaces classical
communication and classical communication replaces public random bits. Classical
communication can be thought of as an extra resource because on its own it is useless
for quantum identification [Hayden and Winter 2012, Theorem 11].

5. CONCLUSION

We have seen how the problem of finding uncertainty relations is closely related to
the problem of finding large almost Euclidean subspaces of ¢1(£2). Even though we did
not use any norm embedding result directly, many of the ideas presented here come
from the proofs and constructions in the study of the geometry of normed spaces. In
particular, we obtained an explicit family of bases that satisfy a strong metric uncer-
tainty relation by adapting a construction of Indyk [2007]. Moreover, using standard
techniques from asymptotic geometric analysis, we were able to prove a strong result
on the uncertainty relations defined by random unitaries [Hayden et al. 2004].

We used these uncertainty relations to exhibit strong locking effects. In particular,
we obtained the first explicit construction of a method for encrypting a random n-bit
string in an n-qubit state using a classical key of size polylogarithmic in n. More-
over, our nonexplicit results give better key sizes than previous constructions while
simultaneously meeting a stronger locking definition. In particular, we showed that
an arbitrarily long message can be locked with a constant-sized key. Our results on
locking are summarized in Table I. We should emphasize that, even though we pre-
sented information locking from a cryptographic point of view, it is not a composable
primitive because an eavesdropper could choose to store quantum information about
the message instead of measuring. For this reason, a locking scheme has to be used
with great care when composed with other cryptographic primitives.

We also used uncertainty relations to construct quantum identification codes. We
proved that it is possible to identify a quantum state of n qubits by communicating
n classical bits and O(log(1/¢)) quantum bits. We also presented an efficient encoder
for this problem that uses O(log n log(n/¢)) qubits of communication instead. The main
weakness of this result is that the decoder uses a classical description of the state |¢)
that is in general exponential in the number of qubits of |¢). But as shown in Winter
[2004, Remark 16], if Bob was to receive a copy of the quantum state |¢), there is no
strategy for Alice that is asymptotically more efficient in terms of communication than
sending her state to Bob.

We expect to see more applications to quantum information theory of the tools used
in the theory of pseudorandomness. An interesting open question is whether these
techniques can be helpful in constructing explicit subspaces containing only highly
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entangled states. We say that a subspace S of the Hilbert space of a bipartite system
A ® B is a maximally entangled subspace if all states in S have a marginal on A with
almost maximal entropy. Using probabilistic arguments, Hayden et al. [2006] showed
that subspaces with this property can be surprisingly large, for example, almost as
large as A ® B if we use the von Neumann entropy. Such subspaces are related to
one of the central problems in quantum information theory: the classical capacity of
a quantum channel. Unlike for classical channels, there is no known computable for-
mula for the classical capacity of a general quantum channel. The main difficulty in
the quantum setting is the possibility of having entanglement between the inputs of
subsequent uses of the channel. It remained unknown for a long time whether entan-
gled inputs can be beneficial for the transmission of classical information, or in other
words whether the Holevo information is additive. Recently, using a probabilistic con-
struction of a maximally entangled subspace, Hastings [2009] constructed a channel
for which the Holevo information is not additive; see also Hayden and Winter [2008] for
violations of related additivity questions. In a different context, maximally entangled
subspaces were also used to build protocols for superdense coding of quantum states
[Harrow et al. 2004]. These applications motivate the search for explicit constructions
of maximally entangled subspaces. As shown by Aubrun et al. [2010, 2011], this prob-
lem amounts to finding explicit almost Euclidean sections for matrix spaces endowed
with Schatten p-norms, which corresponds to the ¢, norm of the singular values. In
addition to the applications in quantum information theory, such almost Euclidean
sections are closely related to rank minimization problems for which the nuclear norm
heuristic allows exact recovery [Dvijotham and Fazel 2010].

APPENDIXES
A. EXISTENCE OF METRIC UNCERTAINTY RELATIONS

In this section, we prove the lemmas used in Theorem 2.5.
We start with Lemma 2.6 on the average value of ZA (¢B) on the sphere. Note that
using (6), the formulation here is equivalent to the or1g1n ?1 formulation.

LEMMA 2.6 (AVERAGE VALUE OF ¢4 (¢8) ON THE SPHERE). Let |p)AB be a random
pure state on AB. Then,

Pdp+y) Tdadp) |1 =

AB _
E {1100 la ) | = da Fdp) Tdadp+3 \  ds

where T is the Gamma function I'(z) = fooo w?le~*du forz > 0.

PROOF. The presentation uses methods described in Ball [1997].

Observe that the random variable |||¢)4B|12 is distributed as the Z‘liA (ngB) norm of a
real random vector chosen according to the rotation invariant measure on the sphere
S2dads=1 We define for integers n and m the norm (7 (¢£3') of a real n - m-dimensional
vector {v; j}ic[n),jc[m] @s for the complex case (Definition 2.3)

lollenqemy = Z Z Jvi,j12.

Note that we only specify the dimension of the systems as the systems themselves are

not relevant here. In the rest of the proof, we use || - |12 as a shorthand for | - ||£d A 2,
1

Our objective is to evaluate the expected value E {||®]/12} where ® has rotation invari-

ant distribution on the real sphere S*~1 and s = 2d with d = dsdp. For this, we start
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by relating the E {||Z| 12} and E {||®||12} where Z has a standard Gaussian distribution
on R% . By changing to polar coordinates, we get

1 2
—g Liz1%;

e
E{|Z|12} = e T
{I1Z1l12} /s llxll12 @) dx

/ / ol S STdo®) gy
- 12<2 $2 TG+

where o is the normalized rotation-invariant measure on S°~1. The term =% r ( +1) is the

surface area of the sphere in dimension s — 1. Using the equality I'(z + 1) = zT'(2), we

/2 2 s/2
have 22— = 21" Th
ave I‘(%—i—l) T( % us,

E{||Z|12} = se " /2dr . /;H 161112d0 (0)

2 /
2m)3/21(5) Jo

-1 " ert2g 8l12do (6
—28/2_—”,(%)0 re re 8871” ll12do (6)

We then perform a change of variable u = r2/2:

1 )
_ (s—=1)/2 —u .
E{lZl12} = —28/2—1I‘(§) /0 (2u) e “du /SH 101l12do (6)

_267b2psgl 4 )

257211 (5) _, 1€ll12do ()
Varetl)
F(%) {||®||12} (36)
Now, we compute
— 311112
E(1Zl) = [ Ixlie’ s

|le|2

—Z/ ||xl||2(2 7

where we decomposed x = (x1,...,%q,) where x; € R2d8_ As all the terms of the sum

are equal
o~ 5 loli3 o3 lall3 dat
E{|Z]12} =dA/2d IIxollzwde fRMB @m)dE dax1

\/_1—1(2033-5—1
I'(dp) /

«/_F(ng_H'
I'(dp)

dp——=—-"— 18ll2do (6)

:dA
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To get the second equality, we use the same argument as for equation (36). We conclude
using Eq. (36)
E{llo)l sz, | = E1OI12)

Fdp+3)  T(dadp)

-d .
A" TWp)  T(dadg+ )

We now prove the inequality in the statement of the lemma. We use the following
two facts about the I' function: logI' is convex and for all z > 0, ['(z + 1) = zI'(2). The
first property can be seen by using Holder’s inequality, for example, and the second
using integration by parts. Using these properties, we have

1 1 1
logT(x+ =) < =logl'x) + = logl(x + 1)
2 2 2
1 2
=3 log <xF(x) )
= log (vaI'(x)) .
1 1
r?&)z) < J/x. Similarly, we have % <. x- % which implies that r(lf(;f) >

JJx— % when writing ['(x + 1/2) = (x — 1/2)'(x — 1/2).
We conclude that

1 1
E [|||‘P>||e‘f(£§)} zdp- ‘/‘;,/dAdB
—Vdp- 1- s a1 L .
2dp

dp’

Thus,

We now state two more standard results that can be used in place of Lemma 2.7.
First, we state a version of Lévy’s lemma on the concentration of the rotation-invariant
measure on the sphere presented in Milman and Schechtman [1986]. Note that this
is not the standard version of Lévy’s lemma which uses the median instead of the
expectation.

LEMMA A.1 (LEVY’S LEMMA). Letf : C¢ — R and n > 0 be such that for all pure
states |¢1), lp2) in C<,

IF (1) = F(p2)| < nllle1) — lp2) 2.

Let |¢) be a random pure state in dimension d. Then, for all 0 < g,
8%d
P{lf(¢) —E{f(»)}| =5} < 4exp “e2 |’

where ¢ is a constant. We can take ¢ = 1872.

PROOF. We can instead study the concentration of a Lipschitz function on the real
sphere S2¢—1. Note that the induced function (that we also call f) is still »-Lipschitz.
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Concentration on S2¢~1 can be proved in a simple way using concentration of the
standard Gaussian distribution. This proof is due to Maurey and Pisier and can be
found in Milman and Schechtman [1986, Appendix V]. Specifically, using Milman and
Schechtman [1986, Corollary V.2], we get

s22d 2d
P{lIf(e) —E{f(e)}I =68} <2exp (—#) + 2exp (_W>

8%d
< 4exp _—97T2772 .

In the notation of the proof of Milman and Schechtman [1986, Corollary V.2], we have

set § = 1/(2+/2). This can be done because using the same arguments as in the proof
of Lemma 2.6, we can show that the expected ¢9 norm of the standard real Gaussian

distribution in dimension 2d is at least +/2,/d — % > Jd ford > 2.

We used this version of Lévy’s lemma because it has an elementary proof and it
gives directly the concentration about the expected value. Different versions involving
the median of f and giving better constants can be found in Milman and Schechtman
[1986, Corollary 2.3] or Ledoux [2001, Proposition 1.3] for example. a

The following lemma proves that the average of independent random variable hav-
ing sub-Gaussian tails is well concentrated around its expectation. The proof uses stan-
dard techniques for proving concentration inequalities.

LEMMA A.2. Leta,b > 1, and t a positive integer. Suppose X is a random variable
with zero mean, satisfying the tail bounds for all n > 0

PX>n< ae_b”Z and P{X <-n}< ae_b”Z.

Let X1, ...,X; be independent copies of X. Then, if § > 0 and §2b > 1642,

2
P{ 26}§exp(—s2ﬁ).

PROOF. For any A > 0, using Markov’s inequality

1 t
7 2%

k=1

¢ ¢
P {ZXk > t(S} =P {exp (A ZXk> > exp (/\té)}
k=1

k=1

¢
<E {exp (A ZXk> } e M8
k=1

=E {e)“X}te_M‘s.
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We now bound the moment generating function E {*X } of X using the tail bounds.
E { )“X} / du
- / P {X > ln—” } du
0 A
1 0
=/ P{X> ln—}d +/ P{Xz ln—u}du
0 A 1 A
o0 1 2
§1~|—/1 aexp(—b ;2 u)du
00 sz
—1 _2 ) etd
+a/0 exp ( o2 )e 4

by making the change of variable z = log u.

2
o b 22 22
A'X —— —_— — —
E{e }§1+a/0 exp( 2 (z Zb) +4b)dz
<1 )\2 o0 b )\2 2 d
<l+4aexp b [mexp Y z— % z
2
_1+aexp<4b>«/_/ exp( 2)du

V2 <,\2>
=14+a——— -exp o

JTA 22
§2max(1,a NG - exp m .

We choose A = 285 (this is not the optimal choice but it makes expressions simpler),

iZXk > tS} < max( 2t <2a ) <fbt>> exp (—Atd)

( 252t + tln2> ,exp (62bt — 282bt + tln(4aﬁ5JE)))
(( 252b + 1n 2) ) exp ((—3% +ln(4aﬁ8x/3)) t)}

Claim. Foralle>1andx >c

= max (ex

= max {ex

11() - X
nex) —x < 5"

The function x — 5 — 5 ln(cx) is increasing for x > 1. It suffices to show that it is

nonnegative for x = c. To see that, we differentiate the function y — y —In(y?) to prove
that for ally > 1, we have y — ln(yz) > 0. This proves the claim.

Journal of the ACM, Vol. 60, No. 6, Article 44, Publication date: November 2013.



44:48 O. Fawzi et al.

Using this inequality, we have for §2b > 16a2r,

2 52b 2 82b
=4 b+ln(4aﬁ8«/g)§—7 and — 26 b+ln2§—7

Finally,

t 2
54bt
P{Zszta} §exp<—7). |

k=1

B. EFFICIENT MUTUALLY UNBIASED BASES

PrROOF OF LEMMA 2.10. We define V7 = 1, and the remaining unitaries are in-
dexed by binary vectors u € {0, 1}"*, for example, the binary representations of integers
from O to r — 2. The construction is based on operations in the finite field Fo». The field
Fon can be seen as an n-dimensional vector space over Fo. Choose 6 € For such that
1,6,...,0" ! form a basis of Fo». For any x,y € [n], 6* - 67 € Fon can be decomposed in
our chosen basis as 6% - 6Y = Z;& my(x,y)0° for some my(x,y) € Fg. We can thus define
the matrices My, M1, ...,M,_1 from the multiplication table

1
0 1
(16 -0y =My +M0+-- +M,_16" "
enll
where M, = (m¢(x,y))xyc[n)- For a given u € {0, 1}"*, we define the matrix

n—1

Ny =) uM;.
(=0

Notice that as 6% - ¥ = #**Y, the entry N, (x,y) of N, only depends on x + y, that is,
Ny(x,y) = N,(x',y") if x +y = &’ +y’. So we can represent this matrix by a vector
ay(x+3y) = Ny(x,y) of length 2n — 1. We then define a Z4-valued quadratic form by: for
v e {0,1}",

T,()=vIN,v mod 4.

Note that the operations v"N,v are not performed in Fy but rather in Z. Using the
vector «,,, we can write

2n—2 z
T,(v) = Z UxlNy (x,y)vy mod 4 = Z <vavz_x) ay(z) mod 4

xyeln] z=0 \x=0

if we define v, = 0 for x > n. We then define the diagonal matrix D, = diag (iT“(”)) -
2
Finally, we define for 1 <j <r—1,

Vj = Dyin-1H®"

where bin(j) € {0, 1}"* is the binary representation of length n of the integer ;.

The fact that these unitaries define mutually unbiased bases was proved in Wootters
and Fields [1989]. We now analyse how fast these unitary transformations can be
implemented. Note that we want a circuit that takes as input a state |y) together
with the index j of the unitary transformation and outputs V;|y).
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Given the index j as input, we show it is possible to compute z = bin(j — 1) and
compute the vector «; := a, in time On? polylogn). In fact, we start by computing
a representation of the field For by finding an irreducible polynomial @ of degree n
in Fo[X], so that Fo» = Fo[X] /Q. This can be done in expected time O(n? polylogn)
(Corollary 14.43 in von zur Gathen and Gerhard [1999]). There also exists a determin-
istic algorithm for finding an irreducible polynomial in time O(n* polylogn) [Shoup
1990]. We then take # = X. Computing the polynomial X* - X¥ = X** mod @ can be
done in time O(n polylogn) using the fast Euclidean algorithm (see Corollary 11.8 in
von zur Gathen and Gerhard [1999]). As x +y € [0, 2n — 2], we can explicitly represent
all the polynomials X? for 0 < z < 2n — 2 in time O(n2 polylogn). It is then simple to
compute the vector o, using the vector u in time O(n?).

To build the quantum circuit, we first observe that applying a Hadamard transform
only takes n single-qubit Hadamard gates. Then, to design a circuit performing the
unitary transformation Dy;,(j_1), we start by building a classical circuit that computes

2n—2 z
T,(v) = Z (Z vxvzx) oy (z) mod 4

z=0 \x=0
on inputs v and «y,. Observing that Y 2_ v,v,—, is the coefficient of Y# in the polynomial

2
(Z;L;Ol vax> , we can use fast polynomial multiplication to compute T (v) in time

O(n polylogn) (Corollary 8.27 in von zur Gathen and Gerhard [1999]). This circuit can
be transformed into a reversible circuit with the same size (up to some multiplicative
constant) that takes as input (v, «j,g) where v € {0,1}", o € {0, 1}2»~1 and g € Z4, and
outputs (v,aj,g + Ty (v) mod 4).

This reversible classical circuit can be readily transformed into a quantum circuit
that computes the unitary transformation defined by W : |v)|g) — |v)lg + Ty (v)
mod 4). Recall that we want to implement the transformation D, : |v) +— iT«®|p)
efficiently. This is simple to obtain using the quantum circuit for W. In fact, if we use
a catalyst state |¢) = |0) —i|1) — |2) + {|3), we have

Wlv)lg) = iT® [v)|¢) = Dpingj_1)Iv)|9).

Finally, Dypin;_1yH®" can be implemented by a quantum circuit of size
O(n polylogn). O

C. PERMUTATION EXTRACTORS

In order to prove the existence of strong permutation extractors with good parameters,
we use the construction of Guruswami et al. [2009] which is inspired by list decoding.
Specifically we use their lossy condenser construction based on Reed-Solomon codes,
which can be transformed into a permutation condenser. Then we use their general
construction of an extractor based on the repeated application of a condenser. The
construction is described in this section. For completeness, we reproduce most of the
proof here, except the results that are used exactly as stated in Guruswami et al.
[2009].

It is also worth mentioning that to obtain metric uncertainty relations, we want
strong extractors. Even though Guruswami et al. [2009] mostly talk about weak ex-
tractors in their presentation, it is simple to convert their extractors into strong ones.
In this section, we describe all the condensers and extractors as strong.

Definition C.1 (Condenser). A function C : {0,1}" x S — {0, 11 is an (n,k) —«
(n', k") condenser if for every X with min-entropy at least k2, C(X, Ug) is e-close to a
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distribution with min-entropy & when Ug is uniformly distributed on S. A condenser
C is strong if (Ug, C(X, Uy)) is e-close to (Ug, Z) for some random variable Z such that
for ally € S, Z|y4—, has min-entropy at least k.

A condenser is explicit if it is computable in polynomial time in n.

Remark. The set S is usually of the form {0,1}¢ for some integer d. Here, it is
convenient to take sets S not of this form to obtain permutation extractors. Note also
that an extractor is an (n,k) —. (m,m) condenser.

Definition C.2 (Permutation Condenser). A family {Py},cs of permutations of {0, 1}"
is an (n,k) —. (n, k') strong permutation condenser if the function PC : (x,y) — PJ(,J (x)
where Pg (x) refers to the first n’ bits of Py (x) is an (n,k) —¢ (n, k') strong condenser.

A strong permutation condenser is explicit if for all y € S, both P, and Py 1 can be
computed in polynomial time.

The following theorem describes the condenser that will be used as a building block
in the extractor construction. It is an analogue of Theorem 7.2 in Guruswami et al.
[2009].

THEOREM C.3. For all positive integers n and ¢ < n, as well as a, ¢ € (0,1/2), there
exists an explicit family of permutations {RSy}ycs of ¥y, that is an

(nt, €+ 1t) - (€t,(1 —a)tt — 4)

strong permutation condenser with t = |_1/a -log(24n? /e)_| and log|S| < t. Moreover,
the functions (x,y) — RS, (x) and (x,y) — RSy_ L(x) can be computed by a circuit of size
O(n polylog(n/e)).

Remark. Note that the input space of the condenser is {0, 1} instead of {0, 1}". But
one can see such a condenser as a permutation condenser (P;,) on the smaller space
{0,1)" defined by P;(x) = Py (x0%) for all x € {0, 1} where x0 is obtained by appending
t zeros to x.

PROOF. Setq = 2! and ¢g = ¢/6. Consider the function C’ : Fy xFq — ]Ff;,+1 defined by

C'(f,y) = Ly, fO), F @&y, .., f ()]

where Fg is interpreted as the set of polynomials over Fy of degree at most n — 1
and ¢ is a generator of the multiplicative group [Fy. First, we compute the input and
output sizes in terms of bits. The inputs can be described using log [Fg| = nlogq = nt
bits, the seed using log |F;| = ¢ bits and the output using log |]Ff;+1| = (¢ + 1)¢. Using
Theorem 7.1 in Guruswami et al. [2009], for any integer &, C’ is a

t_1 ARt -1
(nt, log (q < )) —2¢0 (Zt +1t, 10g< h2€0 >> 37)

condenser where A := €yg — (n — 1)(h — 1)¢. We now choose h = [q!™®]. As
q > (4n%/ep)V/*, we have A > eoq — n®h > €oq — €0q”/4 - (@'~ + 1) > €ogq/2. Thus, we
can compute the bounds we obtain on the condenser C’:

q" -1
log< < ) =0t +log(1/€p) < (£ + 1)t
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log (Ahe — 1) = log <A_h@> + log (1 - i)
260 26() Ahz
> log(g/4) + ¢logh — 1
>t+ (1 —a)lt — 3.

and

Plugging these values in Eq. (37), we get that C’ is a
(nt, (L 4+ 1)t) =2, Ut +t,(1—a)lt +t—3)) (38)

condenser.

Observe that the seed y is part of the output of the condenser. As we want to
construct a strong condenser, we do not consider the seed as part of the output of
the condenser. For this, we define C : Fj x Fg — IE‘S by C(f,y) = [f),.... Iyl
Moreover, as will be clear later when we try to build a permutation condenser, we take
the seed to be uniform on S := Fy instead of being uniform on the whole field F;. Note
that this increases the error of the condenser by at most 27/ < ¢ (because one can
choose U]F;; = Uy, with probability 1 — 27%). Here and in the rest of this proof, we will
be using Doeblin’s coupling lemma.

Equation (38) then implies that if X has min-entropy at least (¢ + 1)¢ and Ug is
uniform on S, then the distribution of (Ug, C(X, Ug)) is 3¢p-close to a distribution with
min-entropy at least (1—a)¢t+¢—3.LetY € S and Z € {0, 1}V be random variables
such that Hyi»,(Y,2) > (1 — a)¢t +t — 3 and (Ug,C(X, Ug)) = (Y, Z) with probability
at least 1 — 3¢g. If Y was uniformly distributed on S, then it would follow directly
that for ally € S, Hyin (Z1Y = y) > (1 — a)ft. However, Y is not necessarily uniformly
distributed. We define a new random variable Z’ by

g _|Z itY=Us
Tl Uity £ Ug

where U’ is uniformly distributed on {0,1}*1? and independent of all the other
random variables. We have for any z € {0, 1}¢tD? and y € S,

/ _ _ 1 ! _ _ ! __ _
P{Z =2z|Ug =y} = PUs =y P{Z =2,Y=y,Y =Us}+P{Z =2,Us =y,Y # Us})
1 1
< 2—(1—a)lt—t+3 _’_2—(l+l)t i _)
~ P{Us =y} < IS|

<9. 2—(1—0[)Zt+3'

Moreover, we have (Ug, C(X, Ug)) = (Ug, Z") with probability at least 1 — 6¢.
We conclude that C is a
(nt, (€ 4+ 1t) —> (Lt, (1 — a)lt — 4)) (39)
strong condenser.
To define our permutation condenser, we set the first n’ = £t bits RSJ(,J (x) of
RS, (x) to be RS}? (x) = C(x,y). We then define the remaining bits by defining
RS;?(f) = [f(cy),...,fC" ). Asq = n — 1 and ¢ is a generator of I3, the elements

v,Cy,...,." 1y are distinct, provided y # 0. So, fory # 0, (RSC,RSR)y(f) is the evalua-
tion of the polynomial f of degree at most n — 1 in n distinct points. Thus, f = Py(f) is
a bijection in Fg for all y # 0. This is why the value 0 for the seed was excluded earlier.
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Concerning the computation of the functions RSE and RSff , they only require the
evaluation of a polynomial on elements of the finite field IF,. Computations in the finite
field F, can be performed efficiently by finding an irreducible polynomial of degree
logg over Fo and doing computations modulo this polynomial. In fact, finding an
irreducible polynomial of degree logq over Fy can be done in time polynomial in logg
(see, e.g., Shoup [1990] for a deterministic algorithm and Corollary 14.43 in von zur
Gathen and Gerhard [1999] for a simpler randomized algorithm). Since addition,
multiplication, and finding the greatest common divisor of polynomials in Fo[X] can
be done using a number of operations in Fy that is polynomial in the degrees, we
conclude that computations in F,; can be implemented in time O(polylog(n/¢)). More-
over, one can efficiently find a generator ¢ of the group Fy. For example, Theorem 1.1
in Shoup [1992] shows the existence of a deterministic algorithm having a runtime
O(poly(log(g))) = O(polylog(n/e)).

To evaluate RS, at a polynomial f, we compute the field elements y,¢y, ..., "y,
and then evaluate the polynomial / on these points. Using a fast multipoint evalua-
tion, this step can be done in O(n polylog n) number of operations in F, (see Corollary
10.8 in von zur Gathen and Gerhard [1999]). Moreover, given a list [£(y), ...,f (" 1y)]
for y # 0, we can find f by fast interpolation in F,[X] (see Corollary 10.12 in von zur
Gathen and Gerhard [1999]). As a result RS, 1 can also be computed in O(n polylog n)
operations in . O

This condenser will be composed with other extractors, the following lemma shows
how to compose condensers.

LEMMA C.4 (COMPOSITION OF STRONG PERMUTATION CONDENSERS). Let
(P1y,)y,e8, be an (n,k) —. (n',k') strong permutation condenser and (Pg,,)y,cs, be an
(n',k") —¢ (0", k") strong permutation condenser. Then, (Py)y—(y,ys)eS;xS; = (Pg,Pf),

C _ pC C _ C R :
where Pyly2 = P.z,y2 o le and Pflyz = (ngz o Pl,yl) . le isan (n,k) —9. (n", k")
strong permutation extractor.

PROOF. P, is clearly a permutation of {0, 1}*. We only need to check that PCisa
strong condenser. By definition, if H,;, (X) > &, (USl,P(ljUS (X)) is e-close to (Ug,,Z)

’ 1

where Z|Usl=y1 has min-entropy at least . Now putting Z into the condenser PS,
we get that for any yq, (Usz,Pg,US2 (ZUsl) is e-close to (Ug,,Z2) where Z2|Us2=y2 has
min-entropy at least £’ for any yo € Sg. Thus, Z2|U81U52:y1y2 has min-entropy at
least k”. Moreover, by the triangle inequality, we have A ((Usg,, Us,, Pgs Us X)),
1 2
(Us,, Us,, Z2)) < 2. O

Next, we present one of the standard extractors that are used as a building block in
many constructions.

LEMMA C.5 (“LEFTOVER HASH LEMMA” [IMPAGLIAZZO ET AL. 1989]). For all
positive integers n and k < n, and € > 0, there exists an explicit family (Py)ycs
of permutations of {0,1}* that is an (n,k) —. m strong permutation extractor with
log |S| =1log(2" — 1) and m > k — 21og(2/¢).

PROOF. We view {0, 1}" as the finite field Fo» and the set S = F;,. We then define
the permutation Py(x) = x - y where the product x - y is taken in the field Fg». The
family of functions P, is pairwise independent. Applying the Leftover Hash Lemma
[Impagliazzo et al. 1989], we get that if Y uniform on Fg-, the distribution of the first
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[k —2log(1/ 6)—| bits of Py (X) together with Y is e-close to uniform. Now if Ug is only
uniform on F3,, (Ug, Pyy(X)) is € + 27"-close to the uniform distribution. The result
follows from the fact that we can suppose € > 27" (otherwise, £ — 2log(1/¢) < 0 and
the theorem is true). O

The problem with this extractor is that it uses a seed that is as long as the input.
Next, we introduce the notion of a block source.

Definition C.6 (Block Source). X = (X1,Xo,...,Xs) is a (k1,k9,...,ks) block source
if for every i € {1,...,s} and x1,...,%;_1, X|x,=x,., X, 1=x; , 1S @ k;-source. When &k, =
.. =ks =k, wecall X as x k source.

A block source has more structure than a general source. However, for a source of
large min-entropy % (or equivalently with small entropy deficiency A = n —k), one does
not lose too much entropy by viewing a general source as a block source where each
block has entropy deficiency roughly A. See Guruswami et al. [2009, Corollary 5.9] for
a precise statement.

LEMMA C.7 (LEMMA 5.4 IN GURUSWAMI ET AL. [2009]). Let s be a (constant) pos-
itive integer. For all positive integers n and ¢ < n and all ¢ > 0, setting t =

|_83 log(24n? - (4s + 1)/6)-|, there is an explicit family {Ly},cs of permutations of {0,1}"
that is an

(n,20t) —. ¢
strong permutation extractor with log |S| < 20t/s + t.

PROOF. As the extractor is composed of many building blocks, each generating some
error, we define ¢y = ¢/(4s + 1) where ¢ is the target error of the final extractor. The
idea is to first apply the condenser RS of Theorem C.3 with o = 8_13 to obtain a string
X =CX, U]F;) of length n’ = (2¢ — 1)¢ which is ¢p-close to a £'-source where

k= (1—l> 2¢—-1t—-4

The entropy deficiency A of this £’-source can be bounded by A =n' — k' < + 4.
Then, we partition X’ = (X},...,X} ) (arbitrarily) into 2s blocks of size n” = Ln /2s]
or n” + 1. Using Guruswami et al. [2009, Corollary 5.9], (X7,...,X; ) is 2seg-close to
some 2s x k”-source where £’ = (n” — A —log(1/¢p)).
We have A < ¢t/(4s) + 3 < £t/(3s) for n large enough. Thus,
k> % — ﬁ —log(1/€g) = Eet —log(1/¢p).
2s  3s
We can then apply the extractor Lemma C.5 to all the 2s blocks using the same seed of
size n” 4+ 1. Note that we can reuse the same seed because we have a strong extractor
and the seed is independent of all the blocks. This extractor extracts almost all the min-
entropy of the sources. More precisely, if we input to this extractor a 2s x k£”-source, the
output distribution is 2sep-close to m uniform bits where

(2/é l)t

m > 2s- (k" —2log(2/€p)) > %Kt — 6slog(2/eg) > Lt.

Overall, the output of this extractor is €y + 2s¢y + 2s¢g = ¢-close to the uniform
distribution on m bits.
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It only remains to show that the extractor we just described is strong and can be
extended to a permutation. This follows from Lemma C.4 and the fact the condensers
(coming from Theorem C.3 and Lemma C.5) are strong permutation condensers. a

Remark. As pointed out in Guruswami et al. [2009], a stronger version of this
lemma (i.e., with larger output) can be proved by using the condenser of Theorem
C.3 and the high min-entropy extractor in Goldreich and Wigderson [1997] with a
Ramanujan expander (e.g., the expander of Lubotzky et al. [1988]). This construc-
tion can also give a strong permutation extractor. However, using this extractor would
slightly complicate the exposition and does not really influence the final extractor con-
struction presented in Theorem 2.14.

The following lemma basically says that the entropy is conserved by a permutation
extractor. It is an adapted version of Raz et al. [1999, Lemma 26].

LEMMA C.8. Let {Py}ycs be a (n,k) —. m strong permutation extractor. Let X be a
k-source, then (US,Pgs (X),Pf}s (X)) is 2¢-close to (Ug, UEO 1ym> W) where Ug and UEO 1ym

are independent and uniformly distributed over S and {0,1}"™ respectively, and for all
y€S,ze{0,1}"

Hmin(W|(Ué; UEO,I}’”) = (y,2)) > k—m—1.
PROOF. As {Pf } is a strong extractor, there exist random variables U./S and U EO 1ym
uniformly distributed on S and {0, 1} such that P {(US,Pf,S X)) # (UL, U;O,l}m)} <e.

Define I' = {(y,2) € S x {0,1}" : P {Pf(X) = z} < % -27™}. We have for every (y,z) ¢ T
and x € {0,1}" ™,

P PR =2, PEX) =2
= 9-m—1
< 2"1P X =P (x,2)]
< 2—(k—m—1).

We then show that P [( Ug, P{’J]S) € F} < €. Using the fact that {PyE } is a strong extractor,
we have

But recall that, by definition of ', P [(US,P]L':,S) € F} < %P {US, U 1y» € F}, so we get
P{(US,PES) c r} <e.

Finally, we define

w_ | PO i (Us, PG QD) ¢ T
U* if(Us,P%}S X)) er

where U* is uniform on {0, 1} ™ and independent of all other random variables. We
conclude by observing that, with probability at least 1 — 2¢, we have (US,P}E]S X)) =

Ug, Ujg 1ym) and PF X) = W. 0
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X E————— Random bits

Us:
Fig. C.1. The extractor @ is obtained by first applying the condenser of Theorem C.3 and decomposing the
output into two parts. The Leftover Hash Lqmma extractor (Lemma C.7) is applied to the first half and its
output is used as a seed for the extractor {Pj(,lfz)} coming from the induction hypothesis.

We then combine these results to obtain the desired extractor. The proof of the fol-
lowing theorem closely follows Guruswami et al. [2009, Theorem 5.10] but using the
lossy condenser presented in Theorem C.3 and making small modifications to obtain a
permutation extractor.

THEOREM C.9. For all integers n > 1, all ¢ € (0,1/2), and all k €
[200 [20010g(24n?/€)]|,n] there is an explicit (n,k) —¢ |k/4| strong permutation ex-
tractor {Py}ycs with log|S| < 200 [2001og(24n?/€)|. Moreover, the function (x,y) >
Py (x) can be computed by circuit of size O(n polylog(n/e)).

PROOF. If n < 2-10% we can use the extractor of Lemma C.7 with s = 200 and
¢ > 1 such that 2¢¢ < & < 2(¢ + 1)¢. This gives an extractor whose seed has size
2%0 < 10* < 200 [20010g(24n?/¢)| and that extracts ¢t > % 22004+ Dt > {{ bits, so the
statement still holds true. In the rest of the proof, we assume n > 2 - 105,

The idea of the construction is to build for an integer i > 0 an explicit (n,2! - 8d) —.
2i-1. 84 using d bits of seed by induction on i. Fix ¢(¢) = [200 log(24n? /e)—| and d(¢) =
200z(¢). The induction hypothesis for an integer i > 0 is as follows: For all integers
i’ <iandn and € > 0, there is an explicit

(n,2" - 8d(€)) —. 2" 1. 8d(e)
strong permutation extractor with seed size d(¢). This extractor is called {Pj(,i) Jyes;-
For both i = 0 and ¢ = 1, we can use the extractor of Lemma C.7 with s =
For i € {0, 1}, this gives an extractor with seed % + t < %d(e) + %200
[20010g(81)] < d(e).

We now show for i > 2 how to build the extractor {Pj(f)} using the extractors {Py )} for
i’ < i. Using the induction hypothesis, we construct the following extractor, which will
be applied four times to extract the necessary random bits to prove the induction step.
The choice of the form of the min-entropy values will become clear later. Set ¢y = ¢/20.

Claim. There exists an
(n, 2" - 4.5d(€0)) —5¢, 2 - d(€0)

strong permutation extractor {Qy},c7 with seed size log |T| < d(§°).
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Random bits

Ur o v vy

Fig. C.2. The permutation extractor {@y} described in the claim is applied four times with independent
seeds in order to extract 201 . 8d(¢) random bits.

To prove the claim, we start by applying the condenser of Theorem C.3 with
a = 1/200 and € = ¢y (so we use a seed of size t(¢p)). The output X’ of size at most
2! . 4.5d(ep) is then ep-close to having min-entropy is at least (1 — oz)2i.- 4.5d(eg) — t(ep).
The entropy deficiency of this distribution is a2’ - 4.5d(eg) + % < %. We then
divide X’ into two equal blocks X" = (X},X7), and we know that it is 2¢g close to being
a 2 x k’-source for

2 .4.5d(eg) 2'-4.5d(ep) 49 1
I = — —log(1 — 2" 45— —
k 2 100 og(l/€0) = { 150 5~ 590 ) 40
as log(1/¢p) < t(eg) = 012(500). For the extractors, we will apply next to this source, we

should note that &' > 2d(¢g) and that 2! - 4d(eg) < k' < 2t - 8d(ep).
We now apply the extractor of Lemma C.7 to X (viewed as a 2d(ep)-source) using a

seed of size 2‘12(80) and obtaining X" that is ¢ close to uniform on d(¢p) bits. We then use

the extractor {Pj(,i_Z)} obtained by induction for i — 2 to the X, (of size 2! . 4.5d(ep) < n)
with seed X” (of size d(€p)): it is an (1,272 -8d(€))) —¢, 2°-d(eo) permutation extractor.
The construction is illustrated in Figure C.1. Note that the number of bits of the
seed is log |T'| < t(eg) + %50) < ‘@. This concludes the proof of the claim.
The source X we begin with is a 2! - 8d(e)-source. But we have 2! - 8d(e) >
2! . 8d(eg) — 20 - 8- 200%210g20 > 2! - 4.5d(eg) so that we can apply the permutation
extractor (Qy),cr of the claim. We obtain Q'ET (X) which is €q-close to 2! - d(eg) random

bits. As QF is part of a permutation extractor, the remaining entropy is not lost: it is in
QgT (X). More precisely, applying Lemma C.8, we get Q@T (X) is €g-close to a source of
min-entropy at least 2' - 8d(¢) — 2" - d(eg) — 1. As 2" - 8d(¢) — 2" - d(eg) — 1 > 2" - 4.5d(¢g),
we can apply the extractor (@),c7 of the claim to this source. Note that the input size
has decreased but as mentioned earlier this only makes it easier to extract random
bits as one can always encode in part of the input space. To apply @, we use a fresh
new seed that outputs a bit string that is close to uniform on 2:3 - 8d(¢() bits and the
remaining entropy can be found in the R register. We apply this procedure four times
in total as shown in Figure C.2. Note that the reason we can apply it four times is that
at the last application 2 - 8d(e) — 3 - 273 . 8d(eg) — 3 > 2 - 4.5d(€g). As the extractor
(®y)yer has error at most 5¢p, the total error is bounded by 20¢p = e.
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We thus obtain an
(n,2" - 8d(e)) — 4-273 . 8d(ep)
strong permutation extractor with seed set S = T so that log|S| < 4 - @ <d(e). O

By a repeated application of the previous theorem, we can extract a larger fraction
of the min-entropy.

THEOREM 2.14. For all (constant) § € (0,1), there exists ¢ > 0, such that for all
positive integers n, all k € [clog(n/e),nl, and all € € (0,1/2), there is an explicit
(n,k) —¢ (1-98)k strong permutation extractor {Py},cs with log|S| = O(log(n/¢)). More-
over, the functions (x,y) — Py(x) and (x,y) — Py_ L(x) can be computed by circuits of size
O(n polylog(n/e)).

PRrROOF. We start by applying the extractor of Theorem C.9. We extract part of
the min-entropy of the source and the remaining min-entropy is in the R system
(Lemma C.8). This min-enrtopy can be extracted using once again the extractor of
Theorem C.9. After O(log(1/8)) applications of the extractor, we obtain the desired
result. =

D. IMPOSSIBILITY OF LOCKING USING PAULI OPERATORS

The objective of this appendix is to give an example of a construction that is not a
locking scheme to illustrate what is needed to obtain a locking scheme. The 2 x 2 Pauli
matrices are the four matrices {1, oy, 0, i0,0,} where

(01 nd (10
*=\10 =\o-1)

For bit strings u,v € {0, 1}", we define the unitary operation o*c? on ((C2)®n by
ofol =o' @ - @ oo,

It was shown in Ambainis et al. [2000] that one can encrypt an n-qubits state |v/)
perfectly using a key (U, V) of 2n bits. To encrypt |1), one simply applies O'xU O'ZV to ).
This can be thought of as a quantum version of one-time pad encryption. Of course,
this encryption scheme also defines a (0, 0)-locking scheme, but the size of the key is
2n bits. Recall that we want to use the assumption that the message is random to
reduce the key size to O(polylog(n)) bits.

Ambainis and Smith [2004] showed that to achieve approximate encryption, it is
sufficient to choose the key uniformly at random from a subset S C {0,1}2" of size
only O(n22"). Such pseudorandom subsets are called §-biased sets and have also been
used to construct entropically secure encryption schemes [Desrosiers and Dupuis 2010;
Dodis and Smith 2005]. For example, Desrosiers and Dupuis [2010] showed that it
is possible to encrypt a uniformly random state by applying oonZV where (U,V) is
chosen uniformly from a set S ¢ {0,1}" of size O(n2) (see Dodis and Smith [2005]
and Desrosiers and Dupuis [2010] for a precise definition of entropic security). Such a
scheme can seem like a good candidate for a locking scheme. The following proposition
shows that this encyption scheme is far from being ¢-locking. Note that this also shows
that the notion of entropic security defined in Desrosiers [2009] and Desrosiers and
Dupuis [2010] is weaker than the definition of locking.

PROPOSITION D.1. Consider an ¢-locking scheme & of the form £(x,k = (u,v)) =
olol|x) where the message x € {0,1}" and the key u,v € {0,1}" (see Definition 3.1).
Suppose the secret key K is chosen uniformly from a set S C {0,1}2". Then |S| > (1—¢)2".
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PROOF. Let X be the message (X is uniformly distributed over {0, 1}") and (U, V)
be the key. The key is uniformly distributed on S. We show that a measurement in
the computational basis gives a lot of information about X. Let I be the outcome of
measuring £(X, K) in the computational basis. We have for x,i € {0, 1}",

PX=x|I=i}=P{I=i|X =x}
1

- 5 3 Lokl x|

(u,v)esS

Observing that the term |(i|03§‘c72"|x)|2 € {0,1}, we have that for any fixed i, there are
at most |S| different values of x for which P{X = x|I =i} > 0. Thus, defining 7' = {x €
(0,1} : P{X = x|I =i} = 0}, we have

. T S|
A(pX\[I:i],pX) >PXeT}-PXeTlI=i}= on =1- o
By the definition of a locking scheme, we should have
A (px|1=i),px) < €
which concludes the proof. O
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